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HPE,CH/ICIIOBME nepeBof4nka

«Beauxan depacasa — smo cmpa-
MG, XOMOpPGA e6aadeem AdepHLLMU
METHOROZURAMY, PAKEIMHBMY MEL-
HOA02UAMY U Kpunmozpaguetl»

— Jssun Kan [230]

Kpuntosorna — aTo obsacTh 3HaHMP, m3ydalomas TallHOIHCH
(xkprnTorpaduio) ¥ METOAH! €€ PaCKPLITHsA (KPHITOAHAIN3), KOTOPAs
o MeTKoMy BoipaxeHuio Ponasbaa PuBecta, mpogeccopa MIT —
MaccagyceTcKkoro TEXHOJIOTHIECKOTO MHCTHTYTa — M OJHOTO M3 aB-
TOpOB 3HaMeHMTOM kKpunTocHcTeMEl RSA, siBssieTcst HOBMBaJIbHOM
6abkoit Bcelt «computer sciences Boobue {306].

HocTpoenne coBpeMeHHON KPHITOJOTHN KaK HAYKH OCHOBBIBAET-
¢ Ha COBOKYNMHOCTH (yHIaMeHTaJbHKX HOoHATHHR ¥ bakToB Mare-
MaTHMKH, $U3MKH, TeOPHA HHGOPMAUHUHA H CJIOKHOCTH BLIYMCJIEHUH,
IPHPOSHO OYEHD CJIOKHBIX /IS BCECTOPOHHErO H INIYBOKOTO OCMEI-
cienuns maxe npodeccuonaniamu. OmHAKO, HECMOTPs Ha OpraHAYe-
CKH TPUCYUIYIO ell CIOXHOCTb, MHOTHE TeOpEeTHYECKHEe AOCTHKEHUsI
KPHIITOJIOTHH, cef9ac WIMPOKO HCNOJIL3YIOTCA B Hallel HachleHHON
HHGDOPMANUOHHBIMY TEXHOJIOTASMH XUW3HA, HAIPHMED: B [JIACTHKO-
BHIX Smart-KapTaX, B 3JeKTPOHHOM Mo4YTe, B CHCTeMaX GaHKOBCKHMX
ITaTeXxell, mpu 3JIeKTpoHHOM TOpromiie 4epe3 Iuternet, B cmcreMax
3JIEKTPOHHOIO OKYMEHTOOO0POTA, IPU BeleHNn Ha3 NaHHBIX, CACTE-
Max 3JIeKTPOHHOro rosiocopanus u ap.! Honobroe coornomenue 06-

! Bes xpanTorpadHe NPUAIANAAILHO Heb3a o5ofiTHCH NP 3amETe NAHHKIX,
mepeaBaeMAIX IO OTKPHTHM 3JIEKTPOHHBIM KaHAJIaM CBH3H, a TakiKe TaM, ILe
HeobX0NEMO MOATBEPXIATH NENOCTHOCTD dJIeKTporacH BEdOpMANAN K ITOoKA-
3HBATH €€ ABTOPCTBO. .
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et BHyTpeHHEH CJIOXHOCTH M TMPAKTHYECKOW NPHUMEHMMOCTH ang
TeOpeTHIEeCKOH HAyKM, HO-BUAMMOMY, YHHKAJIBHO.

C npyro#t ¢cTOpoHBI, HFMEHHO HacyljHas MOTPeOHOCTH M IHPOKHH
CIIEKTP BO3MOXHOCTeH MpakKTHIECKOrO MCIONIbL30BAHUSA CTHMYJIMDY-
IOT TEOPETHYECKHE ¥ NMPUKJIATHEIE HCCIIEIOBAHASA HE TOJBKO B 3TOH
obJiacTH 3HaHMH# B B COOTBETCTBYIOIUX 0DJIACTAX MaTEeMAaTHKH, (pH-
3HKH, TEOPHH MHPOPMAIMH ¥ TEOPUH BHIYUACJIEHHR, HO Taxxe Ha-
cToiuMBO NMOBYXIAIOT K COBEPLUIEHCTBOBAHHMIO IOPUAMIECKHX M NPa-
BOBHIX HOPM M MEXaHMW3MOB Ha TOCYAapCTBEHHOM, MEXIYHapOIHOM
H 0b1lleu€e/IOBEYECKOM YPOBHE, YTO 339acTyI0 MOPOXKAAET OTKPHITHIE
obCcyXieHHA B NEeYaTH WJIH XKapkKue neGaTsl B MapjaMeHTaX PasHBIX
CTpaH, ¥ JaXe 3aCTaBJAIOT 0OCyXnaTh CBA3aHHBIE C 3THM BOIIPOCHI
Ha COBELIAHHsIX IJIaB BEJIMKUX JEPXKAB.

Tem neHHee 3Ta, Hebosbmags 10 00beMy, HO HHEPOPMALUOHHO
o4eHb eMKasi, KHuXKa. (OHa HamucaHa HedOpPMaJIbHO, O9YeHb IIO-
HATHO M C GOJIBIIMM MAacTepCTBOM?, Ha KOHHENTYaJbHOM YDOBHE
OoTpaXasi MHOFHME TeopeTHYeCKHe W NpaKTHYeCKHEe acleKThHl COBpe-
MeHHO# kpunrTorpadun. B MeHblUIEH cTeneHM B Helt mpeacTaBJie-
Hbl BONOPOCH KDHMNTOAaHAJIW3a, YTO BIOJIHE OOBACHUMO, TaK Kak
JAJs1 TOr0 HEOOXOAMMEI HEKOTOpHE CHeElWaJibHbie 3HAaHUA, KOTO-
PHX BHGpaHHBIf ABTOPOM CTHJIb H3JIOXEHH: He MpeINoJaraers.
TeM He MeHee, IJIS MOJIHOTO MOHUMaHUsd BCErO HM3JIATaeMOro Ma-
TepHuaJia OT UMTaTe A TpebyeTca MaTeMaTuieCKad ¥ KOMNbIOTepHas
Kyaerypa. W nHaobopor, 3aTparupaiomas dyHIaMeHTAJbHBIE IIPO-
61eMBl IPUPOLBI, TaKyio KYJbTypy NPHBHBAaeT YHTATeNIO M caMa
KHUTa.

ABTOp KHHTrHM — H3BecTHeHIINHN cnenmnasuct B 0bJIacTH KPHIITO-
sorum npodeccop Monpeannckoro yHubepcutera Kuuabp Bpaccap
ABJAETCA TUPEKTOpoM MexXIyHapoAHOH acCOMUAlMH KPHITOrpadu-
4ecKMX uccIenoBaHuR (www.iacr.org). OH H3BeCTeH eule KaK OIMH
¥3 OCHOBOIOJIOXHUKOB ¥ BELYUIMX HCCJiefoBaTenelt B 061acTH KBaH-
TOBOH KpranTorpadmu, KOTOpOH MOCBAlieHa NOCAEIHAA ceibMad rila-
Ba KHUTHM. Bpaccap Takxke -— ONHMH M3 IIECTH ABTOPOB CEHCAIMOHKO-

?Kak He BCIOMHETS 3eChb 3aKOHOMEPHOCTD, IOIMETERAYI0 B CBOE BPEMA BH-
JAIOIUMCS COBETCKMM MareMmarmkoMm akajiemmkoMm JI.C. INorTpsaruasm o ToM,
9T0 TO/MIAHA HAIACAHHOY KHIDKKHE 06PaTHO IPONOPHMAOHATGHA KBAIPATY TPY.A’,
3aTPa4eHHOTO aBTODOM IpPH €€ HAONCAHHH.

331y gacTs coBpeMenHOl KPHITOJOMMHR Ha COOTBETCTBYIONIEM YPOBHE OTIHI-
HO ocBemaeT kKEmra Ko6mma [237), sennenuras yxke BTOpHIM mafammeM.
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Iro-OTKDHITHA xBaH'rOBoﬂ 're.nenop'ra.nnn pmex KOTOpOH Bocxo,zm'r X
Oitamreitny [162}. -

TlommmMo opnmﬂa.nbﬂon pepcr «Modern Cryptology» [71] BBI-
mefue Ha aHIVIMHACKOM A3KKe B M3IaTeNbCTIBe «Springer-Verlags
B sHaMenuToM cepuu «Lecture Notes in Computer Science», xHura
6n11a M3aBa TaKXke Ha QPaHUY3CKOM M MTAJIbAHCKOM A3KIKAX.

HacTosaumit nepeBos 66171 BHINOJIHEH C aHIVTMHCKOrO U3TaHUA KHHA-
TH C y4€TOM, II0 BO3BMOXHOCTH, U3MEHEHUH U JOIOJHEHUH, caemaH-
HBIX aBTOPOM K ee ¢paHIy3CKOMY M3TAHHIO.

OpurpHaa-MakeT ¥ CTHIEBOH ¢alli KHUTH MOATOTOBJEHB MHOIO

B nakere *TEX 5.

QaxTHYeCKH OPHTHHAJI-MaKeT OBLJI MOATOTOBJEH OCeHbIo 1995
roga, HO M3-3a OTCYTCTBMA CPeICTB, KHMXKAa TaK ¥ HE BEIILIA B
meqaTh. 3a >TO BpeMA Ha PYCCKOM A3HKe OHIJIO u3JaHO HECKOJILKO
TNONOBHHIX KHUT TIO KPHITOrpadny, A3 KOTOPHX CIEIYET OTMETHTD
TpH:

CanoMaA A., Kpunmozpadus ¢ omxpumoim xarodom, M,
Mup, 1996, 318 cTp.

AnoxuH M. ., Bapuasckuit H. I1., CUOE/LHIKOB B. M.,
AneHko B. B., Kpunmozpagdus e 6anxoscxom deae (Mero-
nudeckue marepuankr), M, MUOHU, 1997, 274 cTp.

Bsedenue s xpunmozpaduto, nox obieit penakuueit B. B. Auen-
ko, M, MITHMO-4YePo, 1998, 272 crp.

TeM He MeHee Bce OHH He NEPEKPHIBAIOT CONCPXKaHHA HAUCaH~
Holt B enunHoM cTuiie ToHeHbKOH «CoBpeMeHHOH KPMNITOJOTHH» W
HEe MOT'YT CPaBHUTBHCH C Helt To MacTepCTBY M3JIOKEHUA KOHUENTY-
aJIbHBIX OCHOB HayXH, B KOoTOpol aBTOop aTOif KHMTH ca.M JaBHO U
aKTHBHO paboTaeT.

Hert cqoB, yTo6b1 BhpasuTh biaromapuocts apTopy 2Kuio Bpac-
capy. OH He ToJIBKO Ge3BO3ME3IHO NPELOCTABUI MHE IPaBo Ha Hepe-
BOJ KHUTH Ha PYCCKHi fi3BIK, HO ¥ OKa3bIBaJl BHUMaHHe, IOJIEPKKY
M Jaxe TEXHHYECKYIO IMOMOUIL B IpoLecce ee nepeBoxa. lIpu stom
XOTeJIOCh OBl CKa3aTh Cacubo 3aM. 3aB. pelaknuel JUTepaTypHl Mo

4Hirdopmanmio 06 9T0M OTKPHTHE H O TOM, 4TO TAKOE KBAHTOBAs TEJeop-
TaI@s, MOXHO HalliTh Ra wew.research.ibm.com/quantuminfo/teleportation.

5B caasm ¢ 3TEM XoTes10CH 61 BHpasurs 6iarogaprocts U. A. Maxosoft, Ous-
re Jlanxo, Ceprero JIbBoscxomy B Anexcanapy lllemo sa npmo6mierne x TEXy.
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MaTeMaTHYeCKHM HaykaM u3naresibeTsa «Mup» A.C. Ilonosy, koTo-
pHill yroBOpHJI MeH#, YTOOH 1 caM MOATOTOBHJI yXe HMEOLyocs y
MeHs PYKOIHUCH INEpPEBOa KHUTH, IpeqHa3HAYABIIYIOCA AJid Opy3eft
® KOJLJIET, K ee OQUOHAILHOMY H3aHHUIO.

Mse xoderca mobaaronaputh Takxke K. II. I/II‘HaTeHKO B.1I. Ma-
moBa U Anaronms JlebeneBa, noMoraBumx MHE npHu paboTe HaJ Ie-
peBooM U 0OpMIIEHHEM OPHTHHAJI-MaKeTa, HO ocobeHHO A GJ1aro-
napen Moemy npyry Asnpeio KapaceBy, nomouus koToporo 6ul1a He-
onernumoit. OraennHol 6J1arONAPHOCTH 3a NOANEPAKKY M JOJLOTED-
neane Moelt MHoToJHEBHOI exeBedepHelt paboTHI 32 KOMIILIOTEPOM
3acJIyXuBaloT Moa XeHa Jlena w merd, Upa u Bepa. f xe, nomas
06 OYapOBaHMH, HCIILITAHHOM MHOIO B CBO€ BpeMs IPH YTEHHH OpH-
TMHAJIBHON BEepCHH KHHUTH, TOJBKO CYMTAJI CBOMM HOJITOM CHEJIaTh
COOTBETCTBYIOIMM HacToAlH mepeBon. Hackosbko 310 yaanocs —
cynuts Bam.

DTa KHHra IpefHa3sHadYeHa IJIA TEX, KTO XOYET MOJIYIHTH Mpen-
CTaBJIEHHE WJIH OIMOJHHTH CBOM 3HAHUS O HeoOnI9altHo ruiy6okolt Te-
OpHH M BeCbMa Pa3HOCTOPOHHHX IMPMMEHEHUAX KPUIITOJIOTMHM — Ma-
PaJoKCcaJIbHOM B 3TOM CMEICJIE 061acTH 3HaHUIE, TOPa3HTEIbHO By p-
HO pasBuBapollelics Ha CTHIKe COBpeMeHHOM Hayku u xu3Hd. Kuaura
HAaMCaHa OYeHb JIOXOMYUBO ¥ BhicOKONpodeccronaybio. Kynute ee,
npouuTaiiTe, HE MOXAJIEETE.

Muxann Berynnuna
MockBa, Hos16pK, 1999



Dédié ¢ Manuel Blum,
Ami inestimable!

lpegucnosune aBTopa

W CcTOYHUMKOM MpenjiaraeMoft BallleMy BHMMAHHMIO KHHUTHM IIOCJIYXKHJIa
PYKOIUCH, MIOATOTOBJIEHHAsA MHOH K 3%—qac050My y4ebHOMY ceMHHA-
PY, KOTOpHI# MeHd NPUIVIAaCHJIX NpoBecTH Ha 29-0t Komnvromeprot
xongepenyuu (CompCon), ouepenHoit U3 TeX, YTO €XKETONHO OPraHu-
syloTca MHCTHTYTOM MHXEHEPOB IO 3JIEKTPOTEXHHUKE U 3JIEKTPOHUKE
(IEEE), cocroaBuiefica B Car-®pannucko ¢ 27 ¢pespass 1o 2 MapTa
1987 roga. B mpouecce moAroTOBKM KHUI'M MHe, NPapaa, NPHILIOCH
CyIleCTBEHHO HOIOJIHUTH CBOM 3allMCH K CEMHHApy HOBBIM MaTepHa-
JIOM, BKJIIOYHB B PACCMOTpEHHUE ellle HecKoabKo TeM. OCHOBHAH NeJb,
KOTOpYIo s Ipd 9ToM leped, coboii CTaBWJI, COCTOAIA B TOM, YTOOHI
obecneynTh 3aMKHY THI# KpaTKuii 0630p HEOaBHHX KpWITOrpagude-
CKHUX JocTUXeHuil B Toft popme, KoTopad MOXKeT ORITh MOHATHA aXKe
YATATEJAM, IO 3TOrO COBEPIIEHHO HUYErO He 3HABIIMM O KPHIITO-
goruu. Takum obpasom, ImpenjiaracMasd BalleMy BHMUMAaHHIO KHHra
MOXET HCIONB30BATHLCA KaK IpeJBapUTEIbHBI} MaTepuasl HJid dTe-
HHAs B KadecTBe BBOJHOIO Kypca. TeM He MeHee, MOCKOJIBKY B KHH-
re M3JIaraeTcA JOCTaTOYHO COBPEMEHHBIH MaTepHasi, TO OHAa MOXET
NpenCTaBJIATh HHTEPEC JaXe IJid ClieuaaucTa. Kpome toro, B Helt
coflepXuTCA obmmpHas 6ubnuorpadus.

W HADHATOPOM MOET0 IPHIVIalIeHUs IPOBECTH YIOMAHY THIH B Ipe-
aupymem absame CompCon’-oeckuil cemunap Ob11 Paccen Bpamm.
Bnocaenctsun dswa Kan u Ponanbn JI. Pusecr nonnepxasu MeHs
B TOM, YTOBBI A «9TO-HHOYAL CAEa]I» C PYKOIHChIO, KOTopas OuljIa
TIOATOTOBJIEHA K 3TOMY ceMuHapy. Maeda OTHOCUTEJIHHO ee mepepa-
BOTKH ¢ Iesbio Tocienyooulelt nybjukandd B Buae MoHorpaduu B

Manysmo Bmomy, Opyry 6ecmeraomy mocsamaerca (dp.).
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cepnn kamT Lecture Notes in Computer Science, BHXONAIAX B W33~
TesibeTBe Springer-Verlag, 6uia npenytoxena Jiuarot Morn.

MEorHde, He CIHTAACh CO BPEMEHEM, BEJTHKOYIIHO IOMOTAJIH MHE
npu pabore Han aToll kauroit. Bormmm Beprep, asmn Yaym, Yso
Hecment, Berrert Poxc, Crmmpro Muxamm v 2Kan-2Kak Kuckare
obecneddIim Ipe3BHYala0 BaXHYIO U1 MEHS! OOPaTHYIO CB#3b, 611a-
rofaps KOTOpoH pyKONHUCh MOABEPTIACH HECKOJBKAM NEPECMOTPAM |
#cnpapieHEAM. C GOJIBIIAM yIOBOJLCTBHEM BHpaXalo Takxke 6ia-
TroNapHOCTDb TEM, KTO BMECTe cO MHOH paboTasr HAl pa3/IAYHKMHE 92~
cramu atoit kauru: Knony Kpeney u Knony [othe — 3a coBmecT-
Hylo pabory mag § 5.3, l2eumy Yaymy m Knony Kpeney — 3a co-
BMecTHYIO pabory Han § 6.2 u § 6.3, m Yapassy X. Benmerty — 3a
COABTOPCTBO NpH Hanucanmu Bceit tnaBu 7. Kpome Toro meobxonm-
MO OTMETRTD, uTo [laBuoM Haymom cobCcTBEHHOPYYHO ORI HAMACAH
pech § 6.4.

Hepnn Yaym m XKan-2Kak Kackare obecneunyin Oj1s MeHH BO3-
MOXHOCTH paboThl Ham 3TO#l KHHTo BO BpeMsl MOero BH3HIa K
mum: B llenTp mayuno-texawgeckolt madopmarnkn —Centrum voor
Wiskunde Informatica (CWI) — B AMcrepname H, cOOTBETCTBEH-
o, B Hayuno-uccrnenoBaresibckyio saboparopuio ¢dupmer Phillips B
Bpioccene. S Takxke ouenn obsrzan HOpreny H. E. Bocy 3a ero ne-
YTOMEMYIO H 6€30TKa3HYIO0 OMOIB BO BPEMs MOEro NpeOHBaHUsA B
CWI. OxonvaTesibHEIE BapHaHT 3Toli pyKonuch 651 IOAroTOBJIEH B
CWI na ¢doronabopuom ycrpolicrse Harris mon ynpasjiecHHEM KOM-
mpoTepa Boring, Ha KOTOPOM HCHOJIL30BaJIach W3AATENbCKasd CHCTE-
Ma troff, paborawomas noxg UNIX’oM. Mou HaydHBIE HCCIIeXOBAHAS
6piu noxnepxansl Kanagckum NSERC, rpant A4107.

XoTd A HEe ¥ He MOTY HA3BaTh 3[1ECh MOMMEHHO BCEX, KOro MHE
XOTeJIoch O MobAarogapuTh, TaK KaK OPHULIOCH GBI HepedHc/IATh
OYeHb MHOTHX, TEM HE MEHee 5 paji BO3MOXKHOCTH BHIPA3HTh OOIILYIO
6y1aroapHOCTh BCEM, C KEM MMEJI CONEPKATENbHRIE M CTHMYIAPYIO-
e oOCYXKAEHMA MO BOIPOCAM KPHMIITOJOTHH 3a NPOIIEILIAE TOIbL.
HAmenno onn pestaior ee mWIOROTBOPHOH B HOOYXIal0T K akTHBHOHR
pabote B aToll cbnacte. M HaKoHen, mprieM He B MeHbllel CTenenH,
A BHpaxalo orpoMHyIo biraromapraocts Moelt xeHe Hzabesns. Ona He
TOJILKO HE MelllaJia Moell paboTe HaJi KOPPEKTRPOBKOH U KOMIbIOTED-
HHM HabOpoM pykomacE K CompCon’06cxoMy CEMHHADY CpA3y Jice
nocae mozo, Kak 3aKOHIHJIMCH BCE MOM TPEBOJIHEHHA, CBA3AHHHE C .
monroToBkofi aATJIAACKOR BEpCHH Moerc y4eOHHMKA IO aJITOPHTMH-
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ke [77], Ho B daxTHIeCKH HepeneqaTaia HOILIIYIO JacCTh OPHIHHA-
Jia 3TOMl pYKONMCH HaxamyHe H B camMoMm Havajne Hosoro 1987 roxa.

Moxer 6HTh, KOTIa-HROYaH 5 Habepych xpabpocTh, 9T06H Hepe-
paboTtaTh MoHOrpadmio, kKoTopylo BH, yBaxaemull uMTaTesNnb, Iep-
EWTEe B PyKax, B comnuubil yue6nuk?. B cmasm c a1EM 1 661 60
6sarofaper BCceM, KTO IIOMOXET MHe He JONYCTHTh NEPEHOCA OUIM-
60k m3 Bacrosmeit moHorpaduu B 3TOT Gyaymmit y9ebumx, m yka-
XeT Ha Jnoboro posa HETOYHOCTH(TH), KoTopyo(kie) oH/oBa cMo-
ryT HaliTH B AaHHON KHHUTe, B TOM YHCJIE H NPOCTO THmorpadckue
onedarku. JIis Mens Onlyia OB MEHHOHM, Takke, HHGOPMAIHA OTHO-
CHTEJIbHO CYUIECTBOBAaHMS M KOOPIHMHAT OKOHYATEJIBHBIX XY PHAIIh-
HHIX Bepcuil ctatelf, cooTBeTcTByOmMMX OnbmorpadraeckaM cChli-
KaM, KOTOpHE IPUBEIEHB 3/IeCh B CIIACKE JIATEPATYPHI, H B KayecTBe
NpeaBapHTENbHBIX Bepcuii ObH ony6/IAKOBaHH B TPyJaX pasfiny-
HEIX XoRpepennui. Bcio kKoppecnonneRnwio nanpasisfite Mue, mo-
waJjtyiicra, mo aapecy: Département d’informatique u de recherche
opérationnelle, Université de Montréal, C. P. 6128, Succursale "A”,
Montréal (Québec), CANADA H3C 3J7. Bcem BaMm s 3apanee 6aa-
rogapes. ’

Gilles Brassard
Bproccens, anpenr 1988

2 Jlerom 1994 Tona B OTRET Ha BOIPOC, «HAGpAJICA JH OH XpabpocTas, a ecym
Ia, TO KOTJa MOXHAO OXHBAATH BHIXOJ B cBeT 3Toro ydebmmxa, ?Kwib orserms
MHe, 9TO yXe OCTABHJI CBOK 3aT€l0, TAK KaK «3a Heros Taxoff yveGHAx namms-
cas Jyrnac Cramcon [341) (210 1 Bce MaspHelIEHe HONCTPOIHNIE npm(e-mmls B
KHATE TPHHAJICKAT nepeno,u;my)
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BBegexune

«Tom, xmo 3anucvsaem ceou ce-
Kpemu. maxkuM cnocobom, xomo-
putl HE NO360AREM CKPHISAML UT
Om NOCMOPOHHUT — cyMacwed-
wudl.» [12]

— Ponxep Baxon, okono 1250 r.

Ha npotsxennu ThicA4eseTHil xpunmozpagus 661713 HCKYCCTBOM
3aceKpednBaHAd BaXHOH rocynapcTBeHHo#t madopMannu npu nepe-
llave ee HO HE3aUHIEHHBIM KaHAJIaM CBA3H, a KPURMOANAAU3 OBLI
JABOMCTBEHHBIM KPHHOTOrpaduM MCKYCCTBOM PACKPHITHA TakKofl WH-
dopmanuu. [ostomy xpunmoaozus, obvenuuaromasn B cebe KpHITO-
rpadpuio B KPUOTOaHAJIH3, HCTOPUYECKH paHee HaXONWJACh HMOYTH
HMCKJIJOUMTEJIBHO B PYKaX BOEHHHIX W JHIJIOMATHYECKHX BEIOMCTB.
Onnako B HBIHENIHHH MEPHOZ OCYIIECTBJIEHHA BO BCEM MHpE KOM-
OBIOTEPHOM PEBOJIIONEA, KOITIa OTPOMHOE KOJIMYECTBO NEpCOHAJIbHOM,
¢puHanCOBOH, KOMMepUecKolt 1 TexHOJOTHIECKO! nHDOpManuu xpa-
HATCHA B KOMIBIOTEPHHIX DaHKaX NAaHHLIX W NepechljiaeTca N0 HHPpOp-
MaIMOHHHM KOMOBIOTEPHHBIM CETHAM, Ype3BHIYaflHO BaXHBIM FABJIA-
ercsi To ob6CTOATENBCTBO, ITO B 00LIeCTBe MOSBJAETCA OCTpelmiasn
moTpebHOCTh B TpakJaHCKo#l kpuurorpacdpum. OTpaXkeHHeM 3TOTO
daxTa cayxar caosa [Ia>pmpna Kana: «Kpunrorpadua, B 1945 ro-
Jy TeCHO CBA3aHHAfA C COXPAHEHHEM HANMUOHAJIBHBIX CEKPETOB, CTaJa
Tenepnb obmenoctynmolt» [229]. (Cm. Taxxe [239, 240, 241, 280].)

KTo %e, B KoHIE KOHIIOB, MOXET DacCIMTHIBATh Ha nobeny B
3TOM MHOTOBEKOBOM -HOEOHHKE MeXJy KpHnrorpadueii M KpHmTO-
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anamsoM? Besmkme yMEI (XOTH M 'HE CIEIHAIMCTHI) MPOUIENIIAX
BEKOB pacxoAaTcd Bo-MHeHHaAxX. B 1769 rony B cBoeM PusocoPcxom
caosape (Dictionnaire philosophique) BonbTep mucadn: «Ceux qui se
vantent de lire les lettres chiffrées sant de plus grands charlatans
que ceux qui se vanteraieat d’entendre une langue qu’ils n’ont point
apprise» [353] (4To Ha PYCCKOM COOTBETCTBYET IPHMEPHO CJIENyIOllle-
My: «... He 3HAS 3aKOHOB A3bIKa MPOKE3CKOIO, MOXEUIb JIH ThI Je-
JIaTh TaKoe CyXIEeHHE IO CEMY IPEAMETY, KOTopoe ObLIIO OB HEOCHO-
BaTes1bHO ¥ m1yno?»!). IIpoTHBonoJIoXHOE MHEHRE BHICKa3aJl JArap
ITo B cBOEM 3HaMeHHTOM pacckase 3oaomotl orcyx (1843): «...enpa
JIH pa3yMy 4eJIOBEKa IAaHO 3aralaTh TaKylO 3arajiky, KOTOpYIO pa-
3yM ero cobpaTa, HaIpaBJIEHHBI JOJKHBIM 06pa3oM, He CMOT 6Bl
pacKkphITh.» [287)%.

B HacTosllee BpeMdA COBEpLIEHHO O4YeBHIHO, 4TO BousbTep ObLn
HENPAaB, NOCKOJIbKY GOJIBLIMHCTBO M3BECTHBIX M3 HUCTOPHH KPHIITO-
cHCTeM OBLIM TOJIHOCTBIO PACKDHITHL, IPHYEM HMHOTHA C OYEeHb WH-
TpurylomuMe nociencrBuamu [228]. C apyrolt cTopoHH!, CymecTBy-
10T KpuITorpaduYecKue CHCTEMbI, OTHOCATEJILHO KOTOPHIX GBLIO 10
Ka3aHO, YTO HE3ABHUCHMO OT «H300peTaTeIbHOCTHY KPANTOAHAJIUTH-
KOB HJIM MOIHOCTH MCIIOJIb3YEMBIX IIPM KPHITOAHAJHM3E BHIYHACIIH-
TEeJILHBIX CPEINCTB OHM OCTaHYTCA HEPACKPHIBaGMHIMH (TakUM ABJfA- -
ercd, Hanmpumep, odnopa3osewnitl wudp, KoTophilt paccMaTpHBaeTcs
B § 3.2). OmHako mo mpeXHeMy OTKDHITHIM OCTae€TCH TOT XK€ Ca-
MBI} BOIIpOC AJIA WIHPOKO IpAMeHAEMEBIX celyac Ha NpakTHKe KDH-
NTOCHCTEM C OMKPHMbM Kat0uoM (OHM ABJIAIOTCA NPEIMETOM Te-
MEI, KoTopas obcyxknmaerca B riaee 4). B HacTosuee Bpema cy-
miecTByeT ybexJieHHe B TOM, YTO 3aCBHIETEIbCTBOBAHHOE B CaMble
NOCJIEOHIME TOOBL 3TOTO CTOJIETHS YBEJIHYEHHE MOIHOCTEH BHIYMCIIM-
TEJIbHBIX CPENICTB CO3MaeT B BHICUIER cTeneHH 6J1aronpHATHHE YCJII0-
BUA JJId KPEOTOrPacgoB M B CBOIO OYEpedb HAHOCHT YiUep6 KpHOTO-
aHasaTEKaM. CJIOXHBHIEECA TIOJIOXKEHHE MOKHO CYATATh HPOHHEH
cyns6u, moroMmy dro Komocc (Colossus), xporosnormyeckn 6ymy4u
camolt lepBo#t 3J1eKTPOHHO-BBIYMCINTEIbHON MamnHOM, paspabaTel-
BaJICA CHELHaJIbHO IJIA KPMITOaHa n3a wnu¢poB ¢awunctckot 'ep-
Mannn [202, 302]. (Bpafian Pange, kak yxe coobmasnocs, omHaX abt

1KoabMa TIPYTKOB, Coxunenus, XymoxecTpeHHasn jmarepaTypa, M, 1974,
cTp. 128. )
?]lgraTa smech mpEBOIEMTCHA B nepenone A. Crapuesa mo pyccKoMy H3aa-
mmo [287, cTp. 184].
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ckasay o aToMy mopony: «Ilo momm momcueram, ENIAC ©6rla He
HepBHIM KOMIbIOTEpOM, a onuHBanuaThM.» [372].) Taknm obpasom,
MOXHO CKa3aTh, 4YTO KPDHANTOAHAJIM3, KOTOpHIH, MO METKOMY BHIpa-
xennio Ponanarga JI. PuBecTa, aBiiseTca «nosuBaJibHOM 6abKoit Beelt
nndopmaTuku» [306}, no Becelt BUOIUMOCTH, yKe NOPONWT OpyaMe AJId
cBoelt cobcTBenHol norubenn!

Jlo HemaBHETO BpeMeHM IpenlioJiaracMasd HaJeXHOCTh KpHUNTO-
rpadudeckoll cHCTEMB! OLIEHHBAJIACh KOJIMYECTBOM yCHJIMY, HOTpa-
YeHHHIX KBaJ/IM(UUMPOBAaHHHIME KPUNTOAHAJUTHKAMH [pH Heynad-
HALIX IIOIHITKaX €e packphiTua. McTopus AokaszaJia ABHYIO HENPAaBO-
MEPHOCTb TaKOTO MOAXOAa K OLUEHKE CTORKOCTH, OCKOJIBKY Cooduie-
HHHA, 3alIM¢POBAHHBIE C IOMOIBIO KPHITOCUCTEM, KOTOPKIE HX IOJIb~
30BaTeJIM CUATAJIM HEPACKPBIBAEMBIMHE, BIIOCJIEICTBIH, KaK HPaBHJIO,
paciudpopbiBasnch. Packpuitue Ouurmal (Enigma) coosHrkamu Bo
BpeMs (mm naxe no) Bropoit MupoBoit Boitubl — npocTeitirgit npn-
Mep mozmobHo# cutyamun [187, 303]). Uurarearo, mHTepecylomeMyci
HCTOPHYECKMM 3HAYEHWEM XPHUIITOJIOTHM, MBI DEKOMEHIYEM MpPOYH-
TaTh 3aMedaTebHHI 0630p Kana [228]3, a Taxxe npyrae nomysnsap-
Hhle KHUTH, Takue Kak [367, 99, 187, 230, 140, 362].

B HBIHEmIHEM CTOJIETHH MAaTEMATHKH 3aHUMAJINCh HAXOXKIEHHEM
OG'BEKTUBHBIX KPHTEPHEB HAJEXHOCTH KPUNTOrpadpuIecKUX CUCTEM,
TpaHChOPMHPOBAB TAKUM O5PA30OM 3TO JpeBHEee UCKYCCTBO B TOYHYIO
Hayky. CBoio Teopuio undopManuu, KkoTopas bnuta onybaukoBaHa
B [323), Knon Illennon co3nan B pe3ysibTaTe paboThl Hak apyro#t 6o-
Jiee paHHell (M mepBOHAYAJIBHO 3aceKpedeHHOR) cTaThelt B obsacTu
kpuntorpadun [324]. Ina cambIx pasgndHBIX KpHnTorpaduiecknx
CHCTEM OH CMOT TIOJIyYHTh BEPXHICIO OLEHKY Ha IUIMHY WM pPTEKCTa,
KOTOPYIO HEOOXOMUMO YYHTHIBATH /1A TOTO, 9TOOH IpH KPHOTOaHA-
JIM3€e JOCTHYb JI060T0 TpebyeMoro ypoBHs JOCTOBEPHOCTH €roO pac-
KpuTHA. B cBsA3HM ¢ aTM, Hanpumep, 16 Messxuop, ecn Obl TOJIB-
KO OH OrLI 3HaKoM c Teopueit Illennona, mor 6u1 BooOuIe He €3MUTH
B OJIbCHHOD, KOTJA PElIHJ, YTO AKOOBI pacurndpoBall CEKpETHYIO
anuTaduio Ha HanrpobuoMm kamue Illekcnupa, KoTOpad, Kak eMy Ka-
3aJ10Ch, paCKpHIBaJa TalfHy CyNIECTBOBAHHs MEpBOTO M3gaHmsa «la-
MaeTa» [228, cTp. 750].

B mpomwenuieM mecATHNETHH CHEHHAATHCTHI MO0 KOMIBIOTEPHHIM

3Ha pycckom sisarke mmeercs kanra: COBOJIEBA T. A., Tatinonuce 6 ucmopuu
Poccuu. (Hcmopus spunmozpaguvecxol cayorcboe 8¢ Poccuu XVIII — navara
XX s.), M., «Mexnyraponmste orBOmICERS, 1994,
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HaykaMm paboTaJid HaJi OGOCHOBAaHHEM HANEXHOCTH Kpunrorpadrn
HCX0AA B3 60.1e€ COBPEMEHHOMN TEOPHH BRIYHCJIMTENbHON CJIOXKHOCTH,
a He M3 IEHHOHOBCKOH Teopuu mmrdopmanmm [157, 265], pesyabra-
THI M BLIBOJBI KOTOpO# HCHOJIb30BaJIACh panee. Kopennoe pasaudne
MEeXy HHMH 3aKJIOYaeTCH B TOM, 9TO IPH MCIOJIH30OBAHAH TEOPHHI
Illernona xpunrTorpad yHnoBaeT Ha TO, YTO KPHITOAHAJIHTHK He By-
JIeT pacloJiaraTth JOCTATOUYHON ungopmayuet IJisi TOro, ITobH e
A pOBATH KPAITOTPAMMY, B TO BpeMA KaK, OCHOBHIBAACH Ha TEOPHHA
BHLIYHCJIATENBHON CJIOKHOCTH, KPDHITOTpad PacIATHIBAET TOJBKO Ha
TO, YTO y KPHIITOAHATUTAKA HE XBATUT 6Pe.MENHU, YTODBI 3TO CAEJIATD.

Ilenr HacTosINEH KHHCH COCTOMT B TOM, 9TOOBI JAaTh KpaTKuil 0b-
30p HEJAaBHUX KPHUITOrpadHIeCKAX NOCTHKEHAN M METONOB, a TaK-
Ke MX MHOTOYHCJIEHHBIX HAaCTOAIIMX, & BO3MOXHO ¥ OyIyIUHX, IpU-
meHennii. OT 4ATaTENd HE MpPEANOJIaraeTCsd HUKAKOR crenuasIbHOR
moaroroBkH. HecMoTps Ha TO, 94TO OCBellleHHEe HEKOTOPHIX TEM IIO
HeoOXomUMOCTH OyIeT KpaTKUM, B KHHre NPHBOIUTCA OOWIMPHBIA
(HO, KoHeYHO, NasleKO He HCYEPILIBAIOMMHA) CIHMCOK JIATEPATYpHL.
B momosiHeHnme K MCTOPpHYECKMM KHHIAaM, YHOMAHYTHIM paHee, IIO-
CTYNIHBI, KPOME TOro, KHMTH $oJlee TEXHHIECKOTO XapaKTepa, TaKue
kak [181, 242, 268, 142, 136, 244, 344, 293, 341]* u, HakoHen, He-
KOTOpHe momyJisipHKe crathu [227, 175, 185, 214, 332, 70], a Takxe
cnenuasibHBle 0630pHKIe cTaThH [159, 326, 249, 10, 246, 93, 208, 306]
u cbopruk [333].

43acayxmBaroT 0co60To BEEMAHAS TakKe hyHIAMEHTAIbHAT HENABHO HI/JAH-
Has KEHTa Meneseca, Oopmora u Bancroyra [263] u 6os1ee UpaKTHIECKad, Bhi-
lrefmTas BTOPHIM H3NamireM, xRura Bproca Illnafiepa {312].



Taasa 2

OnpeneneHuns n knaccucpmkayms

Hens xpunmozpaduvecxol! cucmemy 3aKJIIOYIAETCSI B TOM, YTOOHI
o060l ee MOIB30BaTENb — OTINPABUTEL HEKOTOPOrO COOBIIEHUA —
C TOMOIIbIO 3apaHee M3BECTHOM eMy BIOJIHE onpenesienHON uHGOp-
Manu¥ BMeJI BOSMOXKHOCTD 3awudposams (OCMBIC/IEHHBI!) uczodnuill
mexcm (TakkKe Ha3bIBaeMBIE OMXPHMBIM MERCNOM) COODIIEHHS, OT-
MpaBJISIEMOrO IPYTOMY MOJIB30BATENIO CUCTEMEI — IIOJIY9aTEJIO 3TO-
ro coobIleHHsI, TOJYYUB B PE3YJIbTATE COBEPUIEHHO 6ECCMBICJIEHHBIH
Ha B3rIan wudposannusill mexem, WIn, KOPOTKO, wudpmexcm (Ha-
3bIBaeMbIll Takxe xpunmozpammod). Iosydarens, xoropoMy npen-
HasHadeH NaHHBI umdpTEKCT, DoJuKeH objagarh, Booblle ropops,
Apyro#t, BmoJiHe onpenesieHHoM cexpemuol ungopmanuelt asa Toro,
9TO6K 6BITH CHOCOOHBIM C €e MOMOIIbIo pacwudposams (roBOpAT,
Takxke, Jewudposams) mosnydeHHBH WMbPTEKCT, BOCCTAHOBHB, Ta-
KHM 00pa30M, COOTBETCTBYIOIUY eMy OTKpPHITHI# Tekct. Ilpu aToM
nNApywumend, HIA NPoMueHux (HASHIBAEMBIH TaKKE KPURMOAHA-
AUTRUROM WIIH 3A0YMBIULIENHUKOM), KOTODOMY CeKpeTHas HHQOp-
Mallds Ui JeWndPOBAHUA HEM3BECTHA, MOJLKEH OBITH HECIOCOGEH
3¢ PEKTHBHO ONPENEIHTE, HIIH, KaK TOBOPST, PacKpbims, HCXOTHBIR
TekcT. Heo6XoMuMO OTMETUTD, YTO IPHU MONBITKE PACKPBITHA Mudp-
TeKCcTa COOTBETCTBYIOIIMM eMy UCXOOHBIH TEKCT HIIETCH B MPUHLIKAIE
6e3 3HaHUA cexpeTHOI HHbOpMauuu A1 ero gemmdposannsd. Umen-
HO B 3TOM M 3aKJIIO9AETCA OTJIMYHE AelM¢pPOBAHUA OT PACKPHITHS.

Pacxprmuem xpunmocucmemds. Ha3HBAETCA PE3YJIbTAT PaGOTHI
KPHOTOAHAJIMTHKA, NOPUBONAUMA K BO3MOXHOCTH »$deKTHBHOrO
PACKDHITHS JII060r0, 3alin¢pOBaBHOrO ¢ MOMOLIBIO JaHHOM XpUnTO-
CHCTEMBI, OTKPHITOrO TeKcTa. CTeneHb HecnoCOGHOCTH KPANTOCHCTE-
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MH K PacKpHTHIO Ha3wBaeTca ee cmofixocmuio. TodHoe omHcanme
paboTn (MaTeMaTH9ecKad MOAENb) KpHNTOorpadmveckoff CHCTEMH
Ha3kBaeTCd ee xpunmozpaduvecxoil czemotl, nam xpunmoczemoil.

CymecTBYI0OT HECKOJIBKO CHOCODOB, B COOTBETCTBHM C KOTOPBHIMH
MOTYT BHITH packJjaccH¢HIEPOBaHB Bce KpAlrTorpadaieckAe CACTe-
mH. O6BYHO B Ka9eCTBE OCHOBHON NPAAEMAETCH cJeayiomas KJiac-
cudHKanna:

o KpunrocucreMui orpaHd9eHHOr0 HCHOJb30BAHASA
o Kpunrocucrems! 0bLiero nenonb3opaHua

* C CEKpPETHLIM KJIIOYOM

* C OTKDBITHIM KJI{OYOM.

Bynem roBopuTh, uTO KpHiTorpaduUecKas CACTEMa ABINAETCA
KPHIITOCHCTEMOM 02PAHUAEHN020 UCTOADIOSAHUA, €CJTH €€ CTORKOCTD
OCHOBBIBaeTCH Ha COXPAHEHUH B CEKpeTe CaMoro XapaKTepa aJIropHT-
MoB mndpoBannd u nemwAdponanna. IIpocreiiltmM HCTOpHUuIecKuM
IpAMEpPOM TaKOH CHCTEMBI MOKHO CYHTATh TAK Ha3hiBaeMblHl wudp
IOaus Hesaps, KOTOpPHIi peacTaBaseT cobofl TPOCTYIO 3aMEHy Kak-
JOTO CAMBOJIa OTKPHTOIO TEKCTa TPETbUM CJIEAYIOWMM 33 HUM CHM-
BosioM andanuTal (Cc IMKJIMIECKHM NEPEeHOCOM, KOFa 3T0 Heobxo-
mumo). Hampumep, ciioBo «cleartext» npu TakoM urudpoBaHAH
npeppaniaercd B «fohduwhawy. KpunTocHcTeMbl OrPaHAYEHHOIO HC-
MOJB30BaHUA OOBIYHO pa3pabaThIBAIOTCH JIIOOHTENAMH H NOYTH BCe-
ria ABJAIOTCA HeTCKOl 3a6apoil [JIsi ONMBITHOrO KPHNTOAHAJIHTHKA-
npodeccuonana. I'opasno Baxkfee To, 970 TAKHe CACTEMBI BOODIIE He
ACHIOIL3YIOTCA B COBPEMEHHOR CHTYyallMH, KOrna JOJIKHA obecredn-
BaTbCA paboTa 60oJbIIoro Yacia mognsopatesielt. I[lTugpn, koToprie
CAYyXaT HpHMepaMyd KPUHTOCHCTEM OTPaHHYEHHOrO MCNOJIb30BAaHHUS,
B HacToOsAUIeH KHHTe He 0DCYXKIAIOTCA.

KpunTorpadugeckyio CHCTEMY Ha30BEM KPHIITOCHCTEMO# 0bwezo
UCROADIVEANUA, €CJIH ee CTOHKOCTh OCHOBHIBAETCA He Ha CEKPETHO-
CTH ajiropaTMoB mindposanus U aeum¢poBarusa, a Ha CEKPETHOCTH
HEKOTOpOro CPAaBHHTEJBHO KOPOTKOTO 3HAaYeHHdA, KOTOpoe Ha3HiBa-
€TCH KA10%0M 3TOH KpANTOCHCTeME. Takwe KJII0YH JOJDKHBI JIEFKO
BHIPabaTHBATHCA KOHKPETHRMH TOJIB30BATEJIAMHM IIPH TIOMOINE HWX

13nech 1 Beazie Iallee B KHATE ABTOP, ECTECTBEHHO, MMeeT B BEAY anrmafickmit

andanmr.
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coBCTBEHHMX KJO9el TakAM 0bpa3oM, ITo6Ll HPH 3TOM JAaKe pas3-
.pabOTYAK KPHITOCHCTEMH HE MOr €e PAcKpPHTH IPH yCJIOBHH, 9TO
Yy Hero HeT OOCTYyHa K TeM KJIl09aM, KOTophie B Hell neficTBATEbHO
HCIIOJIB3YIOTCH.

B mexoTOpHIX NpHMEHeHHAX ([JIABHHIM 06Pa30M B BOCHHBIX, AH-
NJIOMATHIECKHX H Pa3BEIKBATEIbLHNX BEOMCTBAX )} y pa3paboTanka
obutelt KpHNTOCHCTEMB HeT HAKAKHX NPHIAH [€JIaTh obmenoctyn-
HBIM OMMMCAHHE CYIecTBa ee anropRTMoB. CoxpaHdas Takyio HEGOp-
Mamiio B TailHe, MOXHO 0DECTIEIHTD [[aXKe HEKOTOPYIO NOTOTHATE b
ay1o 6esomaciocTs. OmHako pemaouM 06CTOATENHCTBOM, TO3BO-
JIAIOWHAM [O0JIAraThCd Ha CEKPEeTHOCTh Takoi mAGOpMAIMH, 3TO HE
ABJIAECTCA, NOCKOJLKY HHIEIO HEJIb3H CKa3aTh O TOM, KOLIa OHa MO-
Xer 6HTbh ckoMnpoMeTApoBaHa. Ilo 3Toil mpavEHE, ACCJICHOBAHAA
HaJCKHOCTH TaKHX CHCTEM 6cezda IOJIKHB MPOBOIATHCA B MPEAO-
JIOXKEHHH, 9TO NOTEHUHAILHOMY NPOTHBHEKY O KPHIITOCHCTEME H3-
BECTHO BCe, 32 HCKJIOYEHHEM PeaJIbHO HCHOJIH3YEMOTO CEKPETHOrO
KJ09a. A ec/iH NpOTABHAK TaKUMH 3HAHHAMHM HA CaMOM jeJie He
obyiafiaeT, TO 3TO Haxe Jydime. JJis ApYyrAX TAUOB NpHMeHeHHH,
nono6GHEIX, HanpuMep, boabmEM GUHAHCOBHIM KOMIIAEKCaM, B Ael-
CTBHTEJABHOCTH AYYIIEe PACKPLIBaTh, KaKk paboTaioT AX KPHIITOCHCTE-
MBbi, HOCKOJIbKY B IPOTHBHOM CJiy4ae HOJIL30BATEJA BCerna 6yxayT
MOIO3PEBaTh, 9TO BO3MOXKHO BCE-TaKH CYHECTBYeT Kakol-TO CKpH-
BaeMEIil OT HAX METOJ PACKPHTHA TaKOH KPHOTOCHCTEMEL.

OnauM A3 o4eBHOHKLIX TpeboBamHil obecmevyenma cToliKocTH 06-
et kpunrorpaduaeckot CHCTEMB ABAAECTCA OCPOMHOE KOJIMYECTBO
BO3MOXHBIX KJIIO9ell, KOTOpoe He MO3BOJIAET IPOBECTH UCNEPNWEa~
rouyuil noucx {KOraa OCYMECTBJAEICA IONBITKA CHCTEMATHIECKOTO
AemAdpoBaHAA 33/JAHHOrO MHPTEKCTA, HCIOJIL3Ys HPH TOM KaX-
Iuill B3 BOSMOXHEIX kKJo9Yell 1o Tex mop, noxa He HOJYyIHTCH HEeKHHY
ocMEICHeHHE OoTKphTh#R Tekct). Hanpmmep, nupr samBHOM HOIXO-
ae magp JOmsa lesapa MOXHO paccMaTpHBaTh Kak HpuMep obmieh
xprnTocucTemu {c kmodom k = 3}, umdposange B KOTOPOH 3aKJi0-
qaeTcA B 3aMEHEe KaXIIOTO OYEPEIJHOro CHMBOJIA OTKPBHITOTO TEKCTa
k-THIM TTOCJIE HETO CHMBOJIOM COOTBETCTBYIONIEro ajipasuTa, rae k —
Hekmit cexperHHil k09. Ho Takoe ob60obuieHre aBideTca Gecmodes-
HEM, HOTOMY 9TO OHO HPEIOCTABJIACT BO3MOXHOCTDH HCIOJIb30BAHAA
Jmmb 25 HeTPEBAAJIBHHEX KJnodell, # TeM caMEM obecnedraBaeT mpo-
CTOTY n0JIHOTO Hepebopa 11 oH0ro, KTO NPeqoIOKATeILHO 3HAET
meTon umdposanni (Do xpallhelt Mepe Toraa, Koraa 3ammQppoBan-
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HOE COODIIEHHE UMEET JOCTATOYHYIO H3OHTOYHOCTD JJId TOTO, YTOOBI
¥ HEro MMeJiach eMHCTBEHHAA OCMBICJEHHAaA pacliuPPOBKA).

HeobxonuMo oco3HaBaTh OZHAKO, YTO GOJIBIIOE YHCJIO KJIIOYel
caMo mo cebe CTOMKOCTM KpHUNITOCHCTEMBI He obecmedmBaeT. Tak,
HaIpuMep, elie ofHO obobmenne mudpa Kuua Ilesaps moxeT co-
CTOAATH B TOM, YTO B KadecTBe KJIOYa BHIGHpaeTcs MPOM3BOJIbHAA
mepecTanoBKa Bcex 26 6yxB asndabura, HamomoGue (EROX...WM), a
mudpoBaHHEe KaXI0r0 CHMBOJIA OTKPBITOIO TEKCTA MPOU3BOAUTCH B
COOTBETCTBMH ¢ 3TOM mepecranoBko#t (A—E, B—R, ..., Z—H).
Ilpu TaxoM 1MgpoBaHHH OTKPHITHIM TekcT «BAD DAY» mpeobpa3y-
erca B mudprekcT «REX XEW». 3amerus, 9to cymectByer 26! pas-
JIMYHBIX [EPECTAHOBOK M3 26 CHMBOJIOB, KOTOPO€E ABJIAETCHA YUCJIOM
GostpunM, deM 4 x 1028, MoxHO 6B1T0 6B IPEANONOKHUTE, YTO MOJ-
HbI# mepeGop Ha TaKOM MHOXECTBE KJOYell HEBO3IMOXKEH, MOTOMY
YTO, €CJIH OMPOBOBATH KaX bl BOBMOXHBIN KJIIOY, KOLa B TEYEHUH
KaXxJolt CEKYHIbl MPOBEpPAETCA MUJLIHADH, KJI0Yell, TO 3TO 3aHAJO
661 gecaTh muaMapaoB Jet! Tem He Menee momo6ubilt (odnoaada-
sumnvill) wudp npocmoll 3amendt ABIAETCH JOBOJIBHO JETKHM AJIdA
KPHIITOAHAJIA3A, XOTA OBl TOJLKO M3-3a PA3HMUIBL B YaCTOTAX, C KO-
TOPLIMH B €CTECTBEHHOM A3BIKE BCTPEYAIOTCHA PA3INYHBIE CHMBOJIBL
OTKpHITOTO TeKcTa [228, 181, 284]. U3BecTHH HamHOTO Hoslee HANEXK-
Hble KpUOTOTpadUIECKHe CUCTEMBI, KOTOphIe ObLIH paspaboTaHbl U
HCIOJIb30BAJIUCH CO 3HAYMUTENBHO MEHBIIMM KJIIOYEBHIM IPOCTPaH-
CTBOM.

Ecsaun BepHyThCa K Hallelt kKJiaccupuKalMM, TO OOWAA KPHIITO-
rpadudeckasi CHCTEMa HAa3LIBAETCA KPHUIITOCHCTEMOM ¢ cexpemmuuim
KA104OM, €CJIX B Hell J1ro0ble IBe CTOPOHBI, epel, TEM, KaK CBA3AaTh-
cd ApYr C OPYroM, JOJKHBL 3apaHee JOTOBOPHTBCA Mexnay coboit
06 HCIIOB30BaHKH B JaJibHelilieM HEKOTOPOo# HHGOPMALUH JIJ1 LIH-
dpoBanns u gemndpoBanns, XpaHAlasacs B TaliHe 4acTh KOTOpOH 1
Ha3hIBAETCHA CEKPETHHIM KJIOYOM. B mpenpiayumem mpumepe, KOria
HepBas CTOPOHA, Ha30BeM ee AJiHcol, 3alinpOBHIBAET COOBLIEHHE,
HCIOJIB3YsA KJII0Y (EROX. . .WM), ¥ TochT1aeT uMdpTeKCT BTOPO# cTo-
poHe, ckaxeM, Boby, To nyd4ue Bcero, urobm Bo6 sapanee 3HaJ,
Kakoft kJIio4 OBl MCIOJIB30BaH NpH -liM¢GpPOBAHUK OTKPHITOTO TEK-
cTa.

Takas Heo6XOOAMOCTH B CEKPETHOM pacmpedesenuu xarovell He
OBlIa HEMPEeoAOJMMOM TpobsieMolt B Te OHH, KOTAa NOTPeGHOCTb B
KPHOTOrpadAM HCNBLITHIBAJIO HeGOMBIIOE KOJMYECTBO IOJL30OBATE-
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Jiel, XOTs NpA 3TOM HYXHO OBIJIO MPOABJATH NPEIYCMOTPHTEND-
HOCTb, AJid TOro YTobEl MPENOTBPATUTH NPENATCTBYIOIHNE 3aAcPKKA
npexie, 9eM CeKpeTHas CBA3b Momia 6uiTh ycTamoBsieHa. Temeps
Xe, Korja Kpunrtorpadus crajia obmenoctynaol, 610 661 Hepa-
3yMHO OPraHM30BBIBATH MOHOOHEIE KOMMYHMKAI[HOHHBEIE CETH, B KO-
TOpPHIX KaXJo#l mape MOTEHIMABHBIX MOJIB30BaTesel 3apanee mpe-
JOCTaBJAJICA 6B HX COBMECTHHIYt CEeKPETHEIH KJII0Y, OTOMY 49TO B
TakoM ceTH YMCJIO KJjiodelt Bo3pacTaso 6Bl KBAAPATHYIHO C yBesIHYe-
HHEM 9HCJIa T0JIb30BaTeelt.

B 1976 rony Yurdunan Iuddu u Maprrn Xennman B [157] 3a-
JIOXMJTH OCHOBHI JIJ1s NPEOHOJIEHUS YKA3aHHOM TPYIHOCTH, BBENHA IO~
HATHAA 0MKXPHINOo20 pacnpedesenun Katouedl W xpunmozpaduu c om-
xpoumom xarooM. CXOOHBIE TIOHATHA OBIJIO HE3ABHCHMO OTKPBITHI
Panndom Mepkiem [265). Bckope mocsienopadia mepBas IpakTHYe-
CKasl pPeaJIM3alAA KPHITOCACTEMEI C OTKPHITHIM KJIIOUOM, IPEIJIO-
KerHas Ponassaom PuBectoM, 9nu [llamupom u JleoHapmom DmJe-
manom [307]. CexpeTHad CBA3SB [0 HE3AIMUICHABIM KaHAJIAM CBA3H
MEX]y JBYMS COGEPULEHHO HE3HAKOMBIMU JAPYT C IPYTOM CTOPOHAMHA
HaKOHEN-TO CTaJjla BOSMOXHA. h

OcHoBHoe HabJoeHre, KOTOpoe, COGCTBEHHO, M TIPABEJIO K KPH-
nTorpaduu ¢ OTKPHITHIM KJTIOYOM, 3aKJIIO9aJIOCh B TOM, 9TO TOT, KTO
3a1M¢poBLIBaeT cooblieHne, He 00A3aTENIBHO 0JIKEH GHITH CIIOCO-
6en ero pacuiadpoBsiBaTh. B Takux cucTeMax KaxIuif IoJIb30Ba-
TeJ1b BHIGHpaeT cBOR cobcmeennsiil cexpemunidl xa104, Ha OCHOBaHHAA
KOTOPOTO ITOJIy9aeT Napy COOTBETCTBYIOMUX aropuTMoB. IIpu aTom
OH JleJ1aeT OfMH W3 HAX JOCTYNHBIM KaXIOMY U3 BOSMOXHBIX CBOEX
PECTIOHIEHTOB, OObABNAA >TOT AJITOPHTM COOCTBEHHBIM OMEDPBIMBIM
a420pumMoM wWuPpPosanuR, B TO BpEMA KaK IApyroi, ABOKCTBEHHBIN
3TOMY OTKPHITOMY, OOBABIAET CBOMM AUNHBIM GA20PUMMOM Oewiu-
$pposanus, U XpaHUT €TI0 B CTPOIOM CEKpeTe. ITO, HAIIPHMED, TIO3BO-
nsaer boby, naXe cOBEpPUICHHO HESHAKOMOMY ¢ AJIACOi, IPAMEHATH
ee (obutenocTynHHl) OTKPHITHI! aJIrOPHTM 1A POBaHKA, YTOOHL 3a-
mu¢poBaTh NpeiHa3HauYeHAOE el coobuleHne, HO TOJILKO OHa cCaMa
cMoxeT pacuindpoBaTb €ro ¢ IOMOLIBI0 CBOETO JIMYHOTO (CEKpeT-
Horo) asiropuTMa Oemndpopanna. CaMo cobofl pasyMmeercs, 4TO
TaKHe CHCTEMBI MOTYT OBITH CTOMKHMMHE JIHIIL TOrma, Korja 3 ob-
NIEHOCTYHOIO aJIFOPETMa IIAGPOBaHHA HHKAKMM OGpa3soM Hesb3s
HOJIyYHTh COOTBETCTBYIONIMY eMy cekpeTHBI# anropaim geuindpo-
BaHHUA. : ~
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CobceM Hepapho [Iladu T'onbapaccep u Cunnbuo Mukasiu BBesn
MIOHATHE 6EPOAMHOCMNO20 WUPPO6AHUR, KOTOPOE FABJIAETCA O4YEeHb
HHTepecHOM Bapuamued Ha TeMy KPHOTOTpadHM ¢ OTKPHITHIM KJIIO-
qom [197, 198, 56]. B ToM ciay4ae, ecM IPOM3BOJIbHOE COObLIe-
HHe MHGpYyeTca NPH MOMOUM BEPOATHOCTHOTO 1K POBAHUA, TO IPH
KPHIITOaHAJIM3€e 1UPPTEKCTA, [0 CYIEeCTBY, CTAHOBUTCA OOMHAKOBO
TPYAHO BHIACHHTD O COODIEHNH KaKYio Obl TO HH Ob1710 HHPOpMANMIO,
KOTOpasi MO3BOJINJIa Obl BOCCTAHOBUTH BeCh OTKPLITHIM TekcT. Kpome
TOTO CJIEAYET OTMETHTD, YTO CYIECTBYET BEPOATHOCTHASA CXEMa LIM-
¢poBaHus, KoTOpasn ABJsgeTcs Hosee OGpicTpoll, yeM mpensoxeHHAA
IO HTOTO cXeMa ITHPPOBaHHs ¢ OTKPBITHIM KJsfodoM RSA — cm. § 4.4
u § 4.6. Ilonobuple KpunTorpaguyeckie CHCTEMBI HA3BLIBAIOTCH «Be-
POATHOCTHBIM» B CBSI3H C TEM, YTO IPHM HUX UCIHOJIb30BaHHH HIHdpO-
BaHHe COOOIEHUH, KOTOphle UMEIOT OIUH U TOT XK€ MCXOOHBI TEKCT
4 wHAdpyOTCT HA ONHOM M TOM ¥XKe KJIIO4e, B Pa3sHOe BpeMsl MOXET
TMPHBECTH K COBEPIIEHHO PA3JIMYHbIM HIHPPTEKCTAM.

PaccMaTpuBaJMICh M HEKOTOphIE ApPYLHe NOIXOObI K ImpobsiemMe
pacupenenenus kiodet. Hanpumep, becrarovesan xpunmozpagdus,
npensioxkeHHas BoysHoM AsbnepHom u ®pemom IllneitmepoM, mo-
*keT 2¢p HEKTHBHO HUCIOJB30BATECA B CETAX CBA3H, KOTOPhIE CKPHIBa-
10T IPOMCXOXJeHue (HO He comepxkanue) coobuwenutt {9, 370, 141].
B udenmudurxayuonnott xpunmocucmeme dnu Illamupa ormamaer
HEOOXOOUMOCTh B paclpenesieHuu KJodelt, Ho Tpebyercd Haaudue
HEKOEro LEHTpa, KOTOPOMY IOJIKXKHA OBITH JHOBepeHA reHepaudsd ce-
KpeTHHIX Kitouelt [318]. Onnako smech MBI He GymeM obcyxkaaTh
3TH HOBBIE MOHATHA. B 3aKJI0YeHHE, OTMETHM TOJIbKO, 4TO YapJib3
Bennert u Kunp Bpaccap, onupasick Ha pabory Credena Yuche-
pa [357], paspabotanu Teopuio keéarmosotl xpunmoepagduu, KoTopas
OpEeNJIaraeT COBEpUIEHHO HHYIO 6a3y IJid COBPEMEHHOM KPUIITOIOIHH
M B CBOMX YTBEPXIEHHAX O CEKPETHOCTH OCHOBBIBAETCHA CKOpee Ha
KBaHTOBOI (pu3MKe, HEXKeIM HA MAaTEMAaTHKe MM TEOPHMH BHIYHCJIH-
TesbLHOM cioxnoctH [31, 27, 26, 28, 25]. KBanTOBOM KpUnTOrpad UM
HOCBALIEHA 3aKJIIOYATEIbHAA CeNbMas IJ1aBa >TOH KHUTH.



Tnasa 3

Cucremsl ¢ CEKPETHbLIM KJ/TIOHOM

§ 1. Onpenenennsa 1 YpPOBHHM aTak

Kpunmocucmema ¢ omxpumbvim KA0HOM COCTONT U3 RPOCMPAHCINEE
xaronet! K B, mia xaxmgoro k € K, U3 npocmpancmea omxpuimuiz
mexcmos coobujenul! My, npocmpancmead wudpmexcmos coobuye-
nutl Cr ¥ mapsl yukuuit Ex: My — Cx ¥ Di: Cx — My Takmx, 4Tto
Dy (Ex(m)) = m on1s1 KaxJ0T0 COOGLIEHNA OTKPHITOIO TeKCTa m € M.
ITpu aTOM HEOOXOTUMO, 4TOOH!, 33aBAACH JIIOOBIM KJIIOYOM k, MOXHO
OBLIO JIETKO MOJY4YaTh 3¢ PEKTUBHBEIE AJITOPUTMBI IJIs1 BHIYUCIEHUA
Ex u Dr. Kpuntocucrema HaswsiBaeTcs: andomopdnoil, ecnu Cp = My
711 Kaxk 1oro k.

Io1a obecnieueHus: ceKpeTHO) CBA3M KPHUITOCHCTEMA HCIOIb3Y€ET-
cd caemyomuM obpasoMm. Ecam, Hanpumep, Asnca u Bob npemno-
JIarajoT, 9T0 B KOHEYHOM CYET€ MOTYT YCTAaHOBHTBH HOPYL C APYTOoM
KoH(pHIEHIHAIbHYIO CBA3b, TO C CAMOr0 HaYaJja OHM IOJIXKHEI IOTo-
BOPHTHLCA MEXIY coBO# O HEKOTOPOM COBMECTHOM CEKPETHOM KJIIOYe
ke K. Torna, econ B manbHeltieM AJjiMca 3aXoYeT moc/aTh HEKOTO-
poe cuenuaJsibHoe coobmenue m € My Boby, To oHa, 118 TOTO YTOOBI
chopmupoBath mHdpTeKCT ¢ = Ex(m), NOMIXHA MCTIO/IB30BATD AJITO-
purM mudpoBannsa Fy; 3aTeM et Heobxoaumo GyaeT mocsaTh mudgp-
TEKCT ¢ MO HEe3aWHUIEHHOMY KaHany bBo6y; momy4us 3TOT mmdp-
TexcT ¢, Bob NosmKeH HCMOJB30BaTh aJiropuT™ Dy, 4ToQR! BoccTaHo-
BUTH OTKPHITHIA TexcT coobmenns m= Di(c).

Bo MHOTHMX MpaKTHYECKH HCIIOJIb3YEMEIX K DHIITOrpadHYECKUX CH-
cteMax u Mg, u Cp — KOHeYHEle MHOXECTBa, 9aCTO HE 3aBHCALINE
ot camoro kJioda k. TakoBo, HanpuMep, MHOXECTBO BCeX CTPOK,
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COCTOAIMX M3 BOCEMM CHMBOJIOB. B 3TOM cilydae MOXeT CJIydHTh-
cd TaK, YTO B JeflCTBHTEJLHOCTHA COODIIEHHE T OKAXKETCA CJIHIIKOM
JJIAHHEIM, YTOOBI €ro. MOXHO OBLII0 pacuMppoBaTh HEMOCPEICTBEH-
Ho. Ecim aT0 M B camMoM niesie Tak, To m HYXHO pa3bHThH Ha YacTH,
a mponenypy wugpoBanus Ex NIpHMEHATH HECKOJIBKO pas. B mann-
HelluleM MBI enle oOCYy MM 3TY CHTyamuio B pasgeJe § 5.

IlepBoe TpeboBanue, KOTOPOMY JOJIKHA YIOBJIETBOPATH KPHIITO-
CHCTeMa C CEKPETHBIM KJII0YOM, 3aKJII0YaeTCs B TOM, YTO KpHIITOaHAa-
JIMTHK JOJIXEH OBITH HeclocobeH BOCIIPOM3BECTH OTK PHITHI)t TEKCT m
(wmH, 4TO ewe xyxe, k) U3 mepexBadeHHOTO UIHpTEKCTa ¢ = F; (m).
OnHaKO OTMETHM [IPH 3TOM, YTO KPHITOrpadAIecKas CUHCTEMA, KOTO-
pas HEBOCIPHUMMYHMBA JaXe K Takoll yrpose, MoxeT OKa3aThCHA CJIa-
bott mpu mpyrux obcrosiTensecTBax. B KpumTorpaduH ¢ CEKpETHBEIM
KJIIOYOM Pa3JIM4YaloT TPH YPOBH#A KPHNTOrpadpMIecKHX aTaK.

e Amaxa na ocnose .MoAbKO wuPpMexrcma: KPHNTOAHAIATHKY
sagansl ¢ = Ex{my), ca = Ex(m2), ..., c1 = Ex(m;), aBasio-
muecs MAGPTEKCTaMH  PA3THYHEIX HEHM3BECTHHIX OTKPBITEIX
TEKCTOB CoobIleHHH, 3alndPOBaHHBIX Ha OTHOM M TOM XK€ He-
u3BeCTHOM KJiiode. OH JOJIKEH onpelesuTh KJod k uiu ybe-
JHMTBCA B CBoell HecloCOBHOCTH 3TO CeJIaTh, HCXOHd B3 TaKOro
KOJIAYECTBA Pa3/MIHEIX OTKDHITHIX TEKCTOB My, Ma, ..., M;,
KaKoe JJIf 3TOro moTpebyercs.

o Amaxa Ha oCHOGE U3EECTIHO20 OMKPHMOZ0 MEKCMA: KPHIITO-
aHAJIMTHKY 3aJalibl WHPPTEKCTH c1, Cy, ..., C; TaKHe XKe,
KaK olpeleJIeHHl BHILIE, a TAKXKE COOTBETCTBYIOUIME HM OTK Phi-
ThIEe TEKCTBHI My, Mg, ..., M;. OH HoJIKeH JTUOO OUpENEUTH
kJo4 k, yubo, ybenuBIIMCh B CBoell HeCOCOBHOCTH 3TO Cue-
JIaTh, BHYHCJMTH M;;1 M3 HEKOTOPOTO HOBOTO IHPpTEKCTa
ci+1= Ex(miy1), sammudpoBaHHOTO C MCIOIH30BAHHEM TOTO XKe
CaMoro KJIo4a. o

o Amaxa ma ocHoSe bbpPAHNO20 OMKPHIMO20 MEKCTA: KPHITO-
aHAJIMTHKY NPEIOCTaBJIAETCH BHOPATh HECKOJBKO CooblleHMM
mi, My, ..., M; OTKPHITOLO TEKCTa M BMECTE C TEM €My Ile-
PENAIOTCA COOTBETCTBYIoUME MM mudpTekcThl ¢; = Ex(my),
c2 = Ex{msy), ..., e1 = Ex(m;). KpunroanamaTux IomKeH
aubo Hafttu k, ambo, yGemMBUmMCH B cBoeit CIOCOGHOCTH 3TO
CIeJIaTh, BEITUCJIATD M4 A3 HEKOTOPOTo HOBOro mMdpTeKcTa
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Cip1= Ek(m,+1) 3alH(POBaHHOTC C HCIIOJIL30BAHAEM TOI'O Xe
caMoro kio%a. (CHTyaums, B KOTOPHIX MoxkeT 6HTh npoBese-
Ha monobHad MOLIHAA ATaKa Ha OCHOBE BHIGPAHHOTO OTKPHITOTO
TEKCTa, CYlIECTBYIOT B PeaibHOM XU3HM — HAaIPUMep, B CHCTe-
MaX WIEHTHQUKAIHE TUNA «IpYT-HiIH-Bpars [228].)

Passimume B cTemenm OeficTBEHHOCTH 3THMX TpeX ypOBHell aTak
JIydqire BCero 0GhbACHUTH IIPH IOMOLIM HALIETro MPeIbILYLIEro IpaMe-
pa mudpa npoctolt 3amensl. Korma MBI rOBOpHIIH, ITO OH ABJIAETCA
«JIETKMM» [JIfl KPUITOAHAJIH3a, TO MMeJH B BHAY — <«JIETKHM IIPH
aTake Ha OCHOBE TOJIbKO LIHdpTekcTay. X0oTd 3TO M B CAMOM [eJie
TaK, IJI NONOOHOro KPUITOAHAIH3a BCe-TaKy TpefyeTCs BBIIOIHUTD
HeKoTopylo pabory. Ecin ke IpoBOOHTH aTaKy Ha OCHOBE M3BECTHO-
IO OTKDPBITOTO TEKCTa, TO PACKPHITHE CTAHOBHTCH COBEPLICEHHO TPH-
BUAJILHBIM, KK TOJIbKO B ZIOCTYTIHBIX OTKPHITHIX TeKCTaX coobuieruit
BCTPETATCH, HO KPaiiHelt Mepe [0 OXHOMY pasy, Bce CHMBOJIBI aJlda-
BHTa (€CTECTBEHHO, IPU 3TOM ZOCTATOYHO HaXKe BCEX, KPOME OIHO-
ro). A mpm aTake Ha OCHOBE BHIODAHHOTO OTKPHITOTO TEKCTa Haxke
He HYXHO HHMYEro XJaTb: KJI0Y (TO €CTb CeKpeTHad IepecTaHoBKa
asdaBuTa) nosydaeTcd TOTYAC XKe IOCJe TOro, KaK CTAHOBUTCH I0-
CTYIHBIM 3HadeHMe Ej (ABCD .XYZ).

§ 2. Teopus nadopmanuu

YTo Ke MBI NONPA3yMEBAEM IO CJIOBAMH: «KPHITOAHAIMTHK IOJI-
KeH GBITh HecocobeH BOCIIPOM3BECTH OTKPHITHI! TekcT m»? 3aciy-
KUBaeT HEKOTOPOTO MOACHEHH, KAKOH CMBICJI BKJIAJBIBACTCA 3/€Ch
B CJIOBA «HECTIOCOBGEH» U «BOCIPOM3BECTH». IIpHM 5TOM ¢ camMoro Ha-
vajia OTMETHM, YTO B JaHHOM Naparpade mof KpnnTorpacbnqecxoﬁ
aTakolf oBbI4HO HO,H,paByMeBa,eTCSI aTaka Ha OCHOBe TOJIbKO 1Hp-
' TEKCTAa.

C TouKM 3peHHs Knacc’n'{ecxoﬁ TEOpHH anmpMéunn Kutona
IlenHOHa, CJIOBO «HECTIOCODHOCTb» O3HAYAET «MATEMATHYECKYIO He-
BO3MOXKHOCTb BHE 3aBHCHMOCTH OT NOCTYNHBIX pecypcoB». Hanpm-
Mep, NPEANOJIOKHMM, 9TO Bbl 6pocaeTe kpebuit, HO Nepel TeM Kak
CaMOMy BSIVIAHYTb Ha. TO, YTO BHINAJIO, OPEJI» MM «PElIKa», Mpo-
CHTE CBOEro Ipyra caryTaltEbiM 06pasoM pemTS, QCTaBHTh TO, 9TQ"
TOJIy4HOCh, A/ nepebpocits. OUEeBHAHO, YTO M3 3HAHMA KOHEY-
HOTO PE3yJIbTaTa TaKOro 9KCHEpPHMEHTa, HEBO3MOXKHO onpene.nm:b' :
KaKoB ORI NepBHYHEIH ncxo,u, non6pacmaarmz MOHETHI. (HpK ITOM .
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HeOOXOMO OTMETHTD, YTO B IJIaBe 4, Kora M Oynem obcyxnars
KPHITOCHCTEMB C OTKPHTHM KJIIOYOM, CJIOBO «Hecmocoben» Gyner
MMETh COBEPIIEHHO APYTOfl CMHICII.)

Togroe CMHRCAGBOE 3HAYEHHE CJIOB2 «BOCIHPOH3BECTH» IOPasfio
TpyaHee obbACHATH 0e3 onpeesicHAd BaKHERIAX HOJIOKEHRm Te-
opun uHpopMmanua. OTHOCHTENBHO (POPMATILHOTO MATEMATHIECKOTO
A3JIOXEHAs TOC/HeAHed MB pEKOMeHIyeM obpaTuThca k [323, 324,
184]. OxoHuarenbHast HEAb KPHOTOAHAJMTHKA 33aKJIOYAETCHA, KO-
HEYHO Xe€, B TOM, 9TOOH TOYHO U ONpeNesieHHO BHIYMCJMTD KJod k
KPHMIITOCMCTEMBI MJIM, XOTA 6bl, KaKOe-TO KOHKpETHOE COoDlieHHe m
oTkpbiToro Tekcta. OmEako OH MOXeT DHITh YAOBJIETBOPEH, Y3HAB
AaXe HEKOTOPYIO éepoamuocmuyto uHpopmandio ob m. Yxe camo
OPEANONOKEHHAE O TOM, 9TO OTKPHITEIH TEKCT HEKOTOPOro COODUIEHAA
HaOACaH [O-aRTIHACKH, OPENOCTABJISET KPHOTOAHAJIUTHKY OOpene-
JICHHYIO anpuopuiyro uadopManio ob 3ToM coobiennn gaxe do TOro,
Kak OH yBHIHAT ero mimdprekct. Tak, HanpuMmep, OH 3apaHee 3HAET,
9TO CJI0BO «hello» ABJIAETCA boaece 6epoAMHBIM HadaIOM cooblue-
HAfA, 9eM cKaxkeM Habop 6ykB «xykph». IfoaToMy Tekymasd menab
KpHUNTOZHAJIA3a 3aKJI09aeTCA B TOM, 9TOOBI MOCPENCTBOM HM3MEHE-
HAS BEPOATHOCTER yBEJIWIATH KONMMIECTBO 3ToM anpuopnot wndop-
MallfH, OTHOCAIIEHCA K KaXA0My BO3MOXHOMY COODHIEHHIO OTKPHI-
TOrO TEKCTa, TaKUM 0Opa3oM, 9TO6H NPABHJILHEIl OTKPHITHIL TEKCT
cpesiath GoJiee BEpOATHBIM, XOTHA, GHITH MOXET, H He 06A3aTENILHO
TOYHHIM. : ’

PaccMoTpHM cHTYanmio, NpH KOTOpO# KPpUIITOAHATUTHK TIEpEXBa-
THJ WADPTEKCT «xtjjay ¥ 3HaeT (MM UpenHoJIaraer), 9To OH OB
3anH$poBaH ¢ MCHOJIb30BaHAEM mHAdpPa mpocToil 3aMeHBl. ITOT
MAPPTEKCT TOBOPHT €My O TOM, 9TO OTKpPHITHI# TekcT coObIEHHA
COCTOMT M3 IATH OYKB, TpeThbd W YeTBEPTasd M3 KOTOPHX SIBJIAIOT-
ca omHoit M Toft Xe, a BCe OCTaJbHBIC OTJIHIHHIMA OT Hee H pa3-
HHIMHE. OH He MOXeT CYMTaTh, YTO OTKPHITHHE TEKCT — 3TO CJIO- .
Bo «hello», IOTOMY 9TO 3TO TaKke MOIJIO 6K GHITHL, HApEMEpP, U
clioBo «teddy». Tem He MeHee anocmepuopndie BEpPOATHOCTH Ta-
KHX OTKPHTHIX TEKCTOB BO3PaCTalOT OTHOCHTEJBHO HX GNPUOPHBT
‘BepoATRoCcTel. KpHnToaHanuTHK, KpOMe 3TOro, COBEPUIEHHO YBe-
PeH (B HPEANIONIOXEHAN, 9TO OH IIPaB OTHOCATEJILHO XapakTepa KpH-
HTOCHCTEMEI) B TOM, 9TC 3TOT OTKPHTHIH TEKCT He MOXeT BHTb
HH CJIOBOM &«peace», HA CJIOBOM «rambo», W, TaKAM 0Dpa3oM, ano-
CMEPUOPRAA BEPOATHOCTH ODOMX 3THX OTKPRITHX TEKCTOB COKpalla-
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ercd O HyJd JaXe BHE 3aBHCHMOCTH OT HX anpuopnot! BepodT-
HOCTR. ' )

Illeanon HasHBaeT KPEOTOrpadHIECKYI0 CHCTEMY COGCPUIEHHO
cexpemnoil, ecin, xakum OH HE GhUT 3amMQPOBHBaEMHl ¢ ee mO-
MOIIBIO OTKPHITHIM TEKCT, 3HaHUA, KOTOPHE MOTYT OHTH IOJIyd9€HHR
H3 COOTBETCTBYIOMIETO €My IAMPPTEKCTa, HE PACKPHBAIOT HAKAKOH
undgopManuu 06 HCXOTHOM TEKCTe, 33 HCKIOIEHHEM, BO3MOXHO, €ro
JJIAHEL. JIpyrumns cioBamy, B OMOOHBIX CHCTEMaX anocmepuopHue
BEPOSATHOCTH OTKPHITHX TEKCTOB JaXKe IocJjie IPOCMOTpa MR POBaH-
HBIX TEKCTOB OCTAIOTCH MOYHO TAKHMMH Xe, KAKAMH ObLIH UX anpuop-
#ote BepoATHOCTH. CoBepIIeHHO CeKpeTHRIE CHCTEeMM JefC TRETe IbHO
cyuecTBYOT [352], M MOKET NOKa3aTbCA CTPAHHBIM, TIOYEMY -OHH HE
ABJSAIOTCH HNaHaleell A BceX KpHnrTorpadgpmaeckux morpebnocreli.
VIMeIOTCH TPH OCHOBHBIX IPHYBHLI, O6bACHAIONIAX TAKOE TOJIOKeHHe
meJt.

e Kak u smobbie KPANTOCHCTEMEI C CEKPETHHIM KJIIOUYOM, COBEP-
IIeHHO CeKPETHRIe CHCTEMB IIPENoJIaraloT, 9To npobieMa pac-
npenesieHud KJlo4dell yXke pelreHa.

e Tpymmocts nmpobJsieMel pacnpenesienusi Kawodell ewte Gonabiie
vcyryfJisieTcss B CBA3M C TeM, 4TO corjiacHo Teopeme Illenno-
Ha CODJI0/IERUEe COBEPIIEHHOH CEKPETHOCTH BO3MOXKHO TROABKO
moada, xo2da KIKOUEeBOE NPOCTPAHCTBO ABJsETCH, 110 Kpalkneit
Mepe, TAKUM Xe HOMBIINM, KaK ¥ NPOCTPAHCTBO OTK PRITHIX TEK-
CTOB coobLteHnl (4TO B CBOIG O4Yepenb NO3BOJAET YTBEPKAATD,
4TO CEKPETHBIN K104 OOJIDKEH HMeTh N0 Kpalineli Mepe Takylo
®e JJMHY, KaK H CaMO COODLICHHE), U MOAKO €CAU OTMH u
TOT XKe KJII0Y He HCIIOJIb3yeTcs pHA mud poBaHMH HoJiee OIHOLO
pa3sa. -

e TpeTnit HEHOCTATOK COBEPIIEHHO CEKPETHHIX KPHITOCHCTEM CO-
CTOHUT B TOM, 970 OHH (Kak omucaHo B § 5.1) MoryT urparth uub
HE3HAYATEJBHYIO POJIb I/ Neslelt ayTenTR(dHUKAIMA.

HecMoTps Ha 3TO, COBEPIIEHHO CEKpETHHE KpmuTorpadudeckue
CHCTEMNI HCMIOJIB3YIOTCH Ha IPAKTHKE B CAMBIX OTBETCTBEHHLIX IIPH-
JIOXEHHAX, Hanojgobue «kpacHoro Tesedona» Mexay Mocksoit u Ba-
UIAHTTOHOM. .

CoBepiieHHaA CEKPETHOCTh MOXET OHTH OCTHTHY Ta CIISLYOHUAM
obpa3zoM. Ilycts m — 3T0 OTKpHITHI TEKCT HEKOTOPOro coodleHns,
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HanpuMep, «hello». Oduopasoswum wudpom k coobuiepnsa m Ha3bl-
BaeTcA MOJIydeHHas COBEPUIEHHO CJIydallHHIM 06pa3soM CTpPOKa.CHM-
BOJIOB, B TOYHOCTH Taxolf XKe NJIMHEL, KaK H M, HalpEMeD «iwpbu».
IITudppoBanme coobuieHUsA M ¢ UCHOJH30BAHUEM KJII0Ya k OUYeHb [O-
XOXe Ha TO, KOTOpoe IPUMEHAJIOCE B HallleM nepBoM 0600LIeHuH KPH-
IITOCHCTEMEI ¢ UcnoJib3opandeM umdpa Onua [esapa, u 66110 onu-
CaHO B IVIaBe 2, 33 MCKJIIOYEHHEM TOTO, YTO YMCJIO no3uiuit 6yks B
aji¢paBUTe, Ha KOTOpPOE B ITOM CJydae HYKHO COBMHYTHCA, YTOOHI
BMECTO OYEPEIHOTO CHMBOJIA OTKPHTOrO TEKCTA IOJIYYHTh COOTBET-
cTByOIUH cHMBOJI 1WUGPTEKCTA, HE ABAAETCHA IIOCTOAHHON BeUIH-
Holi. B HaieM mpumepe OykBa «h» OTKPBITOI'O TEKCTa 1M JOJIKHA
OHITH 3aMeHeHa Ha OYKBY «q», ABJAIOUYIoCA IOEBATHIM mocje «h»
CHMBOJIOM aHIVIMACKOro asjipaBUTa, NOTOMY YTO COOTBETCTBYIOMHR
CHMBOJI KJ1109a k — OyKBa «i» — HeBATHI!l CHUMBOJI 3TOrO aJihaBH-
Ta. AHaJIOrMYHO, OYKBa «e», HUKJMYECKH CABHrafACh Ha 23 IO3HIuH
(B COOTBETCTBHH C IOJIOKEHNEM CHMBOJIA «W» KJIo4Ya B ajidaBuTe),
craHoBuTCca OykBolt «b». Ecuu npomosmkars naJsiee TakuMm ke obpa-
30M, TO B PE3yJILTATE MBI IIOMyYuM WU PTEKCT «gbbnj». ObpaTute
BHNUMaHHE, YTO TPETHH M 4eTBEPTHIM CUMBOJIBI OTKPHLITOIO TEKCTA
ABJIFIOTCA HICHTHYHLIMH, ITO He TaK, €CJH IOCMOTPETb Ha COOT-
BETCTBYIOLIME CHMBOJBI WAPpPTEKCTa, B TO BpeMs KakK, HAIPOTHB,
BTOpOIf ¥ TpeTuil CUMBOJIH B WIHGPTEKCTE OTUHAKOBHI.

OTKphITHI#t TeKCT «hello» MoXeT OBITH JIETKO BOCCTAaHOBJIEH U3
mudprekcTa «gbbnj» mpu yCJIOBHHM, YTO KJIIOY «iwpbu», KOTOpHIH
AcnoJsib3yeTcd IJid WngpoBanusA, uaBecTeH. Onmnako 6e3 aTo# MH-
dopmanuy npy MOMOIIM COOTBETCTBYIOUIETO KJII0Ya ITPOM3BOJILHBIM
wnppTeRcT MoxeT O6HTbL HemndpopaH B Jobpie NATH CHMBOJIOB
OTKPHITOrO TeKcTa. Hampmmep, «gbbnj» MoxHO nemndposarb B
«peace», UCIIOJIb3Y4 KJIOY «awake». 31ech pellalomuM O IOHH-
MaHHs ABJAETCA TO, YTO ECJIH KJI0Y JelcTBUTEIbHO BHIGHpaeTca Ha-
yram, Kak TO U DOKHO OBITH, TO 0ba KJo4a, «iwpbu» u «awake»,
OynyT abCOJIIOTHO PaBHOBEPOSITHBIMH, Ha)e HEeCMOTpPs Ha TO, 4TO
OOMH M3 HHUX CJydaliHO OKa3aJicd OCMBICJIEHHEIM CJIOBOM AHIJIHi-
CKOro f3HKa. DTO M/IIOCTPUPYET BaXXHOCTb TpeOOBaHHA, COIJIACHO
KOTOpOMY KJIIOY JOJDKeH BHIOMpaTbcd ciiydaltHeiM obpasom. Pak-
THYECKH, €CJIM W3BECTHO, YTO M KJIOY, H OTKPHITEI! TEKCT JOJIKHEL
GBITH C/IOBAMHE aHTHECKOrO A3HIKA, TO JJIA TOro 9Tobn 3¢ ek THBHO
BOCCTAHOBHTbL M TOT ¥ Ipyroft 3 mMelolllerocs mAdpPOBaAHHOTO TEK-~
cTa, O6HIYHO GBIBaET NOCTATOYHO €10 OTPE3KA, AJIHHOR B HECKOJIBLKO
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Je¢ATKOB cumMBonos [181]. s Toro urobn u3bexarh KOppessimit
MeX Iy IAPPTEKCTAMH, PelaioluM 06CTOATENbCTBOM SBJIAETCA TO,
9TO AJ1d WHM(pPOBAaHUA PA3sHEIX coOOLIEHN HIKAKHe JacTH KJfo4a He
IOJDKHBEI KCIIOJIB30BAThCA NOBTOPHO. .

OnucanHas BHIUIE CXEMA «CJIOXKEHHUSA 10 MOAYJIO 26» NpeKpacHo
peanu3yeTcsd TIpH OMOIM KapaHgaua i 6yMar# (4 ¢ IOMOMBIO TaK
HasmBaeMolt mabauyst Buocenepa [142]). Ommaxo ropasno ymoGHee
peaJIn30BHIBAThH €€ B JBOMYHOM BHAE KaK 3tekmponnsiil oqHOpa3o-
BhIf mMdp: OTKDBITHIA TEKCT NEepEKOAMpyeTICcs B OHTOBYIO CTPOKY
HOCPEACTBOM HEKOTOPOTO CTaHAaPTHOTO IPe0bpasoBaHu (B KOTOPOM
HeT HHKAKOTO CeKpeTa — HallpuMep, Mcrmosbaysa cranmapt ASCII);
OIHOPa30BBIM WHGPOM ABJIAETCH IPOU3BOJIbHAS JBOMYUHAA CTPOKa
TOYHO TaKoH Xe JUIMHbI, 3 MHbPTEKCT HOJyIaeTCH B Pe3yJIbTaTe To-
paspAaHO# Ollepalui «ACKJIOYAOMETO HIXS Hal 3TUMH ABYMHA CTPO-
KaMu (OnpeliesIeHAe Olepalliil «HCKJIIoYaolliee MMy, KOTOpad TakK-
e Ha3HIBaeTCHd CJIOXEHHEM II0 MOLYJIio 2, mpuBeneHo B § 5). eurn-
¢dpoBanme oCyLIECTBIAETCA IPH NOMOUIA TOIHO TaKOTO K€ IPOLECcCa;
mopaspsagHOe HUCKJoYaolliee HIN» Haj 3alinpPOBAHHBEIM TEKCTOM
M TeM XK€ CaMbIM KJIIOUOM CHOBa IPUBOLHUT K OTKPHITOMY TeKcTy (B
GHTOBOM IPENCTaBJICHHH).

Ecau xpunrorpadnueckas cucreMa He ABJIAETCA COBEPUIEHHO Ce-
KpeTHOH#, To 3HaHNe WHPPTEKCTAa COOONIEHNA MPETOCTABIAET HEKO-
TOpyI0 MHGPOPMAIMIO OTHOCHTEBLHO COOTBETCTBYIOLIETO eMy OTKDBI-
TOTO TeKCTa. B 4acTHOCTH, B CBA3M C MPUPOLHOR M3OBITOYHOCTHIO,
KoTopas HpHUCYILa aHImiickoMy (Kak @ BooOuie J060OMY Opyromy
€CTECTBEHHOMY) fA3BIKY, 151 GOJIBIIMHCTBA KJIACCHYIECKUX KPHITOCH-
CTEM C CEKPETHBIM KJIIOUOM MO Mepe YBeJHUeHH OJIMHEL CoobieHun#
MOXKHO IIpOBECTH ropaszo 6oJiee IPOCTOe COKPAILeHNe IUCIa KaHAU-
J2TOB Ha CeKpeTHHI kiiod mudpoBanuda. PaccMoTpum xpunrorpa-
dudecKy0 CACTEMY C KJIIOYEBBIM IIPOCTPAHCTBOM, B KOTOPOM KJIIO-
97 MMeT GUKCHPOBAHHYIO MJIHHY (M AJIMHA KJIOYa HE 3aBHCHT OT
IJIMHBI OTKPBITOTO TeKcTa coobuenus). Obosnaunm gepes H(K) an-
MPonUo KA104E6020 RPoCMPancnea (KOTOpas NPUOIH3UTENBHO PAB-
Ha JsorapudMy MO OCHOBaHMIO 2 OT 4McJa KJiouelt), a wepes D —
H30LITOYHOCTh MCXOZHOTO fA3BIKa OTKDPBITOTO TEKCTa, U3MEPAEMYIO
B 6uTax Ha cMMBOJ' (KOTopas [ aHTIIMUCKOTO fi3bIKa COCTABJIAET
npiamepro 3,5 [325])." Torma ana mobolt onHO3HAYHO 3aWH(POBBI-
Balollell ¥ OIHO3HAYHO paciru(POBHIBaioelt sHIOMOpdHOR KpRIITO-
rpadgUYecKoll CHCTEME OXMAAEMOE YHCJIO HENPABUIIBHKIX Kitiouel
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s pewndpoBaHAs cooblieHNs IJIMHBL N PaBHO mO Epafineil Mepe
2H(K)-nD _ 1 [15], npudeM 3T0 IHCI0 6AHSKO K aHAJIGTHNHOMY 3HA-
YeHMIo I TaK Ha3BIBAEMBIX CJydaliHnx mmudpos [212).

Paccmoanue eduncmeennocmu Joboll xpunTorpaduueckoi cu-
CTEMBI OllpefeNAeTCs KaK JIHHA TPOU3BOJLHOTO MIMGPTEKCTA, IPH
KOTOpOit OXHMIaeTCA CyleCTBOBAHKE €IMHCTBEHHOTO COOTBETCTBYIO-
LIETO €My OCMBICJIEHHOrO OTKpPHTOro TekcTa [324]. Takum obpa-
30M, pacCTosiHHE EIUHCTBEHHOCTH COODWIAET HAM He TO, HACKOJb-
KO BosbliuM JoJnKeH OnTh WHGPTEKCT, OANA TOro 4ToOBl TapaH-
THpPOBaTb RPoCcMOtl €ro KPHOTOAHAJM3, a CKOPee TO, HACKOJIBbKO
OH JOoMXKeH GbITh IJIHHHLIM, YTOOR! GHITH YBEPEHHBIM B CYIUIECTBO~
BaHMAA NPAaBHJBHOTO pelleHAs. s KJIaCCHYECKHX KPHITOCHCTEM
pacCTOAHME ETUHCTBEHHOCTH NPHOIMXEHHO BHpaXxaeTcd ¢opMyoh
H(K)/D [324, 212]. Hanpmmep, paccTOsIHME €IHHCTBEHHOCTH IJIf
mwrpa npocTolf 3aMeHs! pasHO HpEMepHO log2(26!/3,5) ~ 25 cum-
BOJIaM. JTOT TEOPETHYECKHHl PE3YJBTAT COIJIacyeTcd ¢ MPakTAKOH,
IOCKOJIbKY OKa3bIBaeTCH, 9To I 30-6yKBeHHO! KpHIITOTpaMMHEI CO-
OTBETCTBYIOIIETO THUIa MOYTH BCETHA CYIECTBYET YHHUKAJLHOE pe-
HeH¥e, B TO BpeMA KakK ¢ Juiub 20-CAMBOJIbHHIMH KpHITOIpDaMMa-
MH OBBIYHO JIETKO YIAeTCA HailT¥ HECKOJIBKO MONYCTUMBIX peLieHHH.
B cpoi#t ctatbe [139] lludep A. dusoypc NPUBOIMT XOPOIIMH KpaT-
Kl 0630p BHIYHC/IEHHMH PACCTOAHMA E€IUHCTBEHHOCTH JJIsi HEKOTO-
PBIX KJIaCCHYECKUX KPHIOTOTpaduIecKHX CACTEM.

Illennon ompenenusi Takke HOOHATHE uJedadbH0¥ CEKPETHOCTH
KpunTOrpaduIecKux cHcTeM. Tak Ha3HBAIOTCA KPHUITOCHCTEMBI,
paccToAHHe eNWHCTBEHHOCTH KOTOPBIX 6eCKOHEYHO, NPH STOM OHM
MOTYT Iaxe He GbITH coBepuieHHO cekpeTHbiMu. Ilocse kpunroana-
JIM33 TaKAX KPHITOCHCTEM Ha OCHOBE WHGPTEKCTa OBKIYHO OCTaeT-
cA HEKOTOpasi HEONPeIeseHHOCTh, MOCKOJAbKY BHE 3aBHCHMOCTH OT
JMHEE WA¢PTEKCTa BHINOJHEHHbI MCKJIOYATENLHO HA €T0 OCHOBE
KPHOTOAHAJIA3 MOXET, TeM He MeHee, He JaTh HHKaKoll nHPopManun
O COOTBETCTBYIOIIEM OTKPHITOM TEKCTE.

§ 3. PaccenBaHue M nepeMelINBaHHE

Ilpn kpunToaHaM3e TPaJAMIUOHHEIX KPHOTOCHCTEM C CEKPETHBIM
KJIIDOIOM OCHOBHAsl yTpo3a DaCKPHITHA WN(pTeKcTa TAHTCA B BhHI-
cokoft H3OBITOYHOCTH A3HIKA, HA KOTOPOM HANHCAaH OTKPHITHIH TEKCT
coobuiennda. MMeHHO OHa MO3BOJNAET NPAMEHATH PA3JHIHbie BUILI
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CTaTHCTHYECKMX aTaK, MHOTHE U3 KOTOpbIE OIUCAHKI B KJIACCHIECKOM
y4aebuuke ®punmana [181]. B cBasu ¢ staM Hlennon B [324] npex-
JIOXKHUJI JBA OCHOBHBIX KpHITOTpacdhMIECKMX MeTONa: pacCeMBaHHe U
NepeMelInBaHue! , «KKOTODHIe Aes1al0T 060l CTaTUCTHYeCKuH aHAINS
COBEpUIEHHO OecIoIe3HBIMY.

Ilens pacceusanus 3axKa0O4YaeTCA B nepepacnpeneneﬂnn n36bI-
TOYHOCTH MUCXOJHOTO SI3bIKA, KOTOpAas UMeeTCs B Pa3sJIMYHBIX MeCTaX
OTKPHITOTO TEKCTa COODIIEHN A, MOCPEACTBOM PaclpOCTPAaHEHU ee Ha
BeCch OTKDHBITHI#l TEKCT. 2DTO MOXeT ObITh JOCTUTHYTO OBYMsA pas-
JIMYHBIMH cllocobamu. PaccMorpuM mudp, ucnosbsyioumit mpanc-
nozuyur, KOTOPhIE NEPECTABJAIOT CHMBOJIBI (6YKBEI MM GUTHI) HMC-
xoxmnoro coobuienns. Tak Hampumep, nepectaHoBka (1 —+3, 2—5,
3—4, 4—1, 5—2) Ha MHOXECTBE M3 IISATH 3JIEMEHTOB, IIpHMe-
HeHHad K OTKPBITOMY TekcTy «hello», maet cioBo «lolhey. Ilycts
CEKPEeTHBIM KJII09OM OyIeT HMEHHO 3Ta [EPEeCTAHOBKA, ¥ HPEANOJIO-
XKHUM, 4To 6oJiee IJIMHHBIA OTKPBITHI TekcT mudpyercs ¢ HUCIOJb-
30BaHMEM OTHOIO U3 «PEXMMOB pabOTHI», KOTOPHIE OIMCAHH B § 5.
Torpa Takoe mudpoBanue, XoTA ¥ He OKaxkeT Bo3delicTBHA Ha da-
CTOTy HoABJeHHs caMuX OyKB (1 ckopee, naxe obJIErYUT PacKpHITHE
camoro mudpa [181)), HO 3aTO CKPOET YaCTOTHI NOABJIEHNA GUrpaMM,
TPHTpaMM, H TakK JaJiee.

Jpyroit mogxo K pacCEeNBAHMIO 3aKJIIOYAETCA B TOM, YTOCHl cle-
JIaTh KaXAblii CAMBOJI (M1 GHT) OTKDHITOTO TEKCTA 3aBHCHMBIM OT
CTOJIbKMX €r0 OCTABUIMXCH CHMBOJIOB (GHTOB), OT CKOJIBKHX 3TO BO-
obiie BOo3sMOXHO. PaccMOTpHM, HalpuMep, OTKDBITHIA TEKCT CO06-
HWIEHAS 1M = M1M3...My, TOe KAXKIBIH CHMBOJ m; BHpaXaeTcs
eJILIM 4YHMCJIOM OT 00 Jo 25. HyCTb k = kiks...k, 018 HekoTO-
pOTO IEJIOro 4YHcja § ABJAETCS CEKPETHBIM KJIIOYOM M MMEeEeT TOY-
HO TakKoe Xe npeacrabjeHue, 410 ¥ m. [Insa 0 € 1 < s moJoxuM
m_; = k,;. Tlocne »Toro aja Kaxmoro i < n ONpeAesuM ¢; Kak
¢ = Z;:o m,-_j) mod 26 (ompenesienne omepaTopa mod NpHBO-
matest B § 4.1) u paccMoTpuM wmudpTekcT ¢ = €1¢3...¢,. Korza
KJII0Y M3BECTeH, pacum¢poaTh Takoll mmpTeKCT He COCTaBJIAET
Tpyna. O6paruTe BHUMaHME, YTO 37eCh Kaxanlt cuMBos mudprex-

cTa ¢ (KpoOMe NEPBHIX §) 3aBHCHUT OT § + 1 CUMBOJIOB OTKPHITOTO TEK-~
CTa, ¥ HMeHHO 3T0 obecniequBaeT pacceuBanue. [/ ocylecTBICHAA

1B pyccxoit Bepcam [324], ony6smxopansott 8 xawre K. IIIEHHOH, Paborn o
Teopmm mHGOpMammm # kubepHernxe, UJ1, M, 1963, coorBeTcTByIOmM@e TEPMBHEI
«diffusion» # «confusion» nepepeneHN KaK «pachhlJIcHHE» H «3aIly THIBAHHEY.
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pacceMBaHHsi OYeHb XOPOUIO MOAXOOAT TAaKKe HEKOTOpBIE U3 PEXH-
MOP‘PaQOTLI npr WAGPOBaHMA AJIMHHBIX OTKPHITHIX TEKCTOB, KOTO-
phle MBI GymeM obcyxmaTh B § 5. )

Ilens nepemewueanun COCTOMT B TOM, YTOOH 3aBHCHMOCTH Me-
KOy KJIIOYOM M WIAGPTEKCTOM CHENaTh HACTOJIBKO CJIOXKHON, Ha-
CKOJIBKO 3TO Boobiile BO3MOXHO. KpHOTOaHAJMTHK, OCHOBHIBAACH
Ha pe3yJIbTaTaX CTATACTHYECKOTO AHAJIN3a IMMPPOBAHHOTO TEKCTa,
MOJIYYEHHOTO B HPOIECCE NMEPEMENINBAHMA, HE JOJIKEH MOJYYHTH
CKOJIb-HUGYIb 3HAYMTESHLHOTO KOJIMYECTBA IIOJIE3HOU WMHMOpMAaIuu
o xJode mudpoBanna KpuntocxeMbl. OOBIYHO IEpEMENIHBAHMIE OCY-
HIECTBJISIETCS TIPH TTOMOILY TEXHHUKH ROJCTNANO60K, KOTOPHIE UCTIOIb-
3YIOT IJId MOJIy4YeHHs IMUPPTEKCTa U3 OTKPHITOTO TEKCTa IepecTa-
HOBKHM CHMBOJIOB aJ1¢dpaBiTa coobieHus. Mcnonbayoiai noacTanos-
Ky ummdp npocToil 3aMeHBl He JaeT OYeHb Yk XOPOIUIETO IepeMelIn-
BaHHsA TOTOMY, B YaCTHOCTH, YTO CaMBIM UOBTOPAIOUIMMCH CHMBO-
JIOM J11060T0 U PTEKCTa B 2TOM CJiydae MOYTH HaBepHAKa GyaeT
[ATasA 3alMCh B €T0 KJIo4Ye HPPOBaHHA (COOTBETICTBYIOIMAaA GyKBe
«E» OTKPHITOTO TeKCTa cooblieHus). Jlydire MCnospb3oBaTh MOACTA-
HOBKY IJIs1 6JIOKOB U3 HECKOJIBKMX CHMBOJIOB, XOTsI OHAa ¥ HPUBOIUT
K 'TOMY, 4TO KJII0Y CTAHOBHTCA HAMHOTO JJIMHHEe (BO BCAKOM CJIydae
TOrJa, KOrZa HOACTaHOBKa 3alaeTcs B Buae TabJyinusl). AJbTepHa-
THBHBI#l IOIXOJ COCTOUT B TOM, YTOOBI IJisi KaXIOU MOSHIMM B OT-
KPBITOM TEKCTE UCIOJB30BATh CBOIO COBCTBEHHYIO OACTAHOBKY. DTO
MOXEeT IPHUBECTH, C OIHOH CTOPOHBI, K COBEPINEHHOW CEKPETHOCTH,
KaK B OJHOPa30BOM Inudpe, a ¢ Apyrodl — K 3JI0NOJyYHOR DHHUIMe
(Enigma) [187, 303].

HeobxomuMo yYUTHIBATH, 9TO MPUMEHsIEMBIE TIOPO3HL HH Pacce-
WBaHME, HU MEpEMEUIMBaHUE CaMH Mo cebe He ABJIAIOTCA OYEHBb yXK
IefiCTBEHHBIMA METOMAaMH, PAJAMKAJbHO SaTPYIHAIOUIMMHA CTATUCTH-
Yeckult KpunToaHam3 mudprekcTa (ecaM TOJBKO K04 He Hymer
IOCTATOYHO AJMHHBIM — BeJlb, B KOHIIE KOHIIOB, B OJJHOPa30BhIX IIH-
¢dpax ucnosssyeTcs TONLKO NepeMemuBanue). TeMm He MeHee, OKa-
3BIBAETCH, YTO KPANTOCHCTEMA, B KOTOPO# 06a 3THX MeTOLa HCIIO/h-
3YIOTCHA COBMECTHO, CTAHOBUTCA HAMHOTO 60Jiee cTolikoli. BoamoxHo,
cameilt yuumit npumep nopobxoro dpeHomena — Crargapr mwudpo-
Banus Jannbix (Data Encryption Standard, nom, coxpamenno, DES).
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§ 4. Ctannapr mudpoauua naHusix (DES)

Cranpapt mmdposanns nanusx (DES) — 210 sHaMendTas KpHOTO-
rpa¢guyecKas CHCTeMa C CEKPETHBIM KJIIOYOM, KoTopad Oblia Ipen-
Joxena HanuoHaJ bHBIM 610p0 cTanaapToB npu MuHHCTEPCTBE TOp-
roesm CIIA (National Bureau of Standarts, niu cokpamenso NBS)
B 1977 rony [277]. Ona 6bl1a paspaborana AJf HCIOJb3OBAHUA Ha
CPOK OT JecATH [0 NATHAAUATH JeT «B mHTepecax PemepasbHoro
npasutesberia [CIIA] 0151 kpunrorpaguyeckoit 3amnTh Haubosiee
3HAYUMBIX, HO He HOAJIEXALIMX KaTEerOpMPOBAHWIO KOMHIBIOTEPHBIX
JaHHBIX». HecMoTps Ha TO, 94TO C HEAABHETO BPEMEHM 3Ta KPHIITOCH-
cTeMa yXe He MMeeT cepTudHMKaTa, OHA MO-MPEXHEMY IIUPOKO IIpH-
MeHsleTcs M JocTolna u3ydenus. OcHoBHBIM mpeumyinecTsoM DES
ABJIETCA TO, YTO ee MCNOJb30BaHUE MO3BOJIAET JOCTHYL OY€Hb BhI-
CcOKO# ckopocTu mudpoBanud U Aemndposanud. Actopusa cosnanus
DES onucana Xopcrom ®eficresiom B [175], ee «nacrosuee u Oymy-
mee» — Maitacom Cvunom u Hennucom Bpsucramom B [337).

Mu! He GyeM OMUCHIBATH 3[eCh AeTasibHO ajroputmm DES. nsa
sToro obpamaiitecs x [277, 142, 337]. OrMeTum JMiub, 9TO B HEM
mugpyorca 64-6utoBble 6JIOKH NaHHBIX C HCIOJIb30BAaHUEM CEKpeT-
HOTO KJIo4a aJyuHol B 64 6uta. OnHako, pakTUIECKH CEKPETHBIMM
B HEM SIBJIAIOTCA TOJBbKO H6 OUT, Tak KakK mocjelHMe pa3panb! bail-
TOB, COCTaBJAIOUINX KJOY, T.e. ero 8-olt, 16-wii, ..., 64-b1it OuTHI,
OTBeIeHHI 1JIsi KOHTPOJIS TPEeIUIECTBYIOUMX Pa3pAI0B COOTBETCTBY-
owux GakTos mo yerHoctu. Anaropurm DES mpensaputenbrO mpe-
obpasyeT ceKpeTHYIO 56-0NTOBYIO YacTh KJII0Ya MMOCPEICTBOM BIIOJIHE
ONPEEJICHHOTO aJITOPATMA PopMUposanusn xatouell, UCIOIb3YONIE-
ro NEePEeCTAaHOBKM M CIBWTH, B LIECTHAANATH 48-OMTOBHIX “ACTNUNHBLL
xAtoued, UCIOIL3ys KakAblll u3 OHTOB MEPBHUYHOTrO KJIKOYa IO He-
CKOJIbKY pa3. 3aTeM IMOocJje CTaHOAPTHON Havaasnoll nepecmanosxu
Haj, 64-6MTOBBHIM 6JIOKOM JaHHBIX OTKPBITOTO TEKCTa MPOM3BOIAT-
cs NIeCTHaAATh payrdos HEKOero KOHKPETHOTO Mpeobpa3oBaHusd, B
KOHIIe KOTOPOI'O OCYLIECTBJIAETCA WHBEPCHS HadyaJbHOI nepecTaHOB-
ku. Ilpu atoMm, caenysa pekoMeHnanusM IlleHHOHa, B KaXIOM DayH-
lle BEIIOJIHSIETCSA OOUMH LIal IePeMEeMMBaHUA (C NCIOJb30BAaHUEM CO-
OTBETCTBYIOUIETO YACTHYHOTO KJIIOUa M TaK HasbIBAEMHX S5-60%C06),
3a KOTOPHIM cJieflyeT OfMH miar paccerBaHus. IIpuMedaresibHO, 9YTO
TpoIlecC Ha dTale PACCEeMBaHMS HE 3aBHCHT OT CEKPETHOro KJII04a,
TaK 9TO0 CTORKOCTH JOCTHTAaeTCH 3a CYeT KOMOMHAIMK HepeMeNInBa-

P
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HHA M pacCCHBaHHsA, Jake HECMOTPH Ha TO, ITO OMH U3 JBYX HIaroB
upeobpa3oBanna ABAAETCA CTAHXAPTHHM H ODIMIEH3BECTHHIM.

Anroputm DES paspaboran Takmm obpasom, uto IenimadpoBa-
HHE B HeM BHIIOJHAETCH ¢ NOMOIBIO TOYHO TAKOTO XK€ mponecca (B
npAMoM DOPsIKe), 9T0 M WAPPOBaHHE, 33 HCKJIOYEHHEM TOrO, ITO
dopmapoBaEHe YacTHUHHX Kmiogell ana aemmdposanda Torga 6y-
JeT MPOM3BONMTHCA B OOpATHOM HOpAAKE. IJTO 09eHb YINODHO, IO-
CEKOJNLKY OJIHO H TO Xe YCTPOMCTBO MOXET HCHOJIB30BATHLCA KaK AJisd
nponenyps mudpoBaHus, TAK H JJIs IponenypH JemndpoBaHns.

Arnsgerca am mcunoap3opanwe DES nocraroumo mamexsmm? B
1979 rony Maprua XeJlsiMaH HalHCaJ CTaThIO 1o, Ha3paaneM «DES
6yJieT NOJTHOCTBIO PACKPHT B TeuenHu necaTh jetr»> [213]. Homob-
Had NOJIEMHKA OTHOCHTeJNIbHO crofikocTH DES obmano BosHmKaeT
H3-33 TOTO, 9TO HPOCTPAHCTBO €ro Kiodell SBASETCS OTHOCHATEIb-
HO HeGOJIBIIAM B MO3BOJIAET CAEJIaTh BOSMOXHBIM €10 NOJIHBIA He-
pebop, Daxke HeCMOTpA HAa TO, ITO IPH TOM OH MOXeT OHITH HO-
BOJIbHO HOPOTOCTOHIIEM. MRJImoH mpomeccopoB, paforapoumx B
DapaJjljiedib B IPOBEPAIONMX MAJIJTHOR KJII09el 3a ONHY. CEKYH/LY, He-
pebpaJi 661 Bce ero KJogeBoe NPOoCTPAHCTBO 3a ABaAnaTh 9acoB. On-
HAKO HECMOTPA Ha MHOMOYHMCJIEHHBIE HCCJIENOBAHAA KPHITOCHCTEMEL
DES [215, 158, 213, 348, 137, 145, 179, 113, 319, 231, 93, = T.xa],
HAKTO €lle MOKa He CMOr HallTH B HEl HpPYTHe CKOJNb-HAOYAD Cyile-
CTBEHRbIE U3bARB. TakuM 00pa3oM, OHA, NO-BHAHAMOMY, BIOJIHE OT-
BedaeT TpeGOBAaHMAM ObGECHEYECHHS CEKPETHOCTH JJIs HEDOJbIIMX H
CpEeIHHX NPpMJIOXKEHHH.

Tem He Menee ucnosnbsoBarne DES ¢ nesbo ycranopsienus noa-
JmEHoCcTH (cM. § 5.1) xaxeTcss GoJjilee COMHMTEILHEM, TIOTOMY 9TO
IOCJIEACTBEA OT HECKOJBKHX YCHEINHO HONNEeJIAHANX daabcaduka-
TopoM coobutennlt MoryT 6bITh HaMHOTO GoJIee CEphE3HKMHA, IEM MO~
CJIEICTBAA OT HECKOJIGKHX YCHEMHKX paciiadpoOBOK NepexBad4EHHBIX
WAPPTEKCTOB. ‘

MIpocTolt Merommkoll, koTopass MoXeT GHTh HCIOJIBL30BAHA, JLJIs
TOro 4TOOH CrenaThr moJsiHkill nmepebGop GoJiee TpymoeMknM, u 6e3
kotopoft DES Boobuie He Ho/DkeH NpAMEHATHCH, ABJIAEICH MHNO20-
xpamnoe wudposarue. Bmecto omporo 64-6mroBoro kiwya HeoH-
' XODMMO HCHOJIb30BATh fiBa (WJIH, elle JIydle, TPH) TakHX KJOda.
OgeBusinmM nofixonoM 6w 6bl 3ammdpoBwBaTL M N6 dopmyste
¢ = DESg,(DESk,(m)). Onmako 3To He NOBHIaeT CTOMKOCTH, mO-
CKOJIBKY YTPO3a IIPOCTOro NOJIHOTO ‘Tepebopa MoXKeT BO3HHKHYTH
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BHOBb. JlefACTBRTENILHO, EC/IM HMEIOTCA B PaCHOPAXEHHN 0 Kpafneft
Mepe JIBa COOTBETCTBYIONAX APYr APYTY HM3BECTHHX GJIOKA OTKpH-
Toro u MHQPOBaAHHOIO TEKCTA, TO k1 H ky MOryT 6HTL BHIHCIICHL
¢ 60abmO# BepoATHOCTBIO MoCie mpaMepHo 2°¢ DES-mudposanuit n
npubimsaTexbHO Takoro xe waciia DES-nenmgposanmii. JIaa Toro
9TObL MOKa3aTh, KAK 3TO AeJIacTcd, IPENNOJIOKXHAM, 9TO My, My, €1
M ¢z TAakoBHI, 910 ¢; = DESk, (DES,,(my)) noia 1 < ¢ € 2. Jaa xax-
Jioro 3HaUeHud KJIio9a k puraucuM DESi(m,) 1 s3anEmeM mosryaes-
HHEA pe3ynbTaT B HEKOTOpOR X3m-Tabinue (Tak, 9T06H IO KaXkno-
MY Pe3yJbTAaTy MOXHO OBJIO OHCTPO OLpeAeIATH COOTBETCTBY IOUMi
emy kimod k). 3aTeMm cHOBa AJIf KaXJ0ro 3HAYCHHA k BHIACIIAM
DES; !(c;) m mompobyem mafiTH moy<dEBHIEHACH DE3YNBTAT B X3II-
Tabmune. Ecim ov Oyaer HallfieH, TO BO3MOXHO, 9TO COOTBETCTBY-
ollee eMy 3HadeHHe k ABAAeTcA B AeHCTBATEJLHOCTH KJIIOYOM ko,
a TO 3HaYeHHE k, KOTOpOE HCIOJIL30BAIIOCH, YTOOBI HOJYIATH STOT
pe3ysbTaT (g 3amHcE ero B Xour-Tabaumy), Kak pa3s @ ecTb kj.
Ecnu xe, kxpome Toro, & ¢z = DESy, (DESk,(m3)), To, BuosSHE Be-
poaTHO, 910 mapa (k;, ks) sBiAeTcH NpaBUJIbHOR (C BEPOATHOCTBHIO
oumbku, pasHo#t nprbMsHTeNbHO 27 16). B mpoTuBHOM ciyuae me-
peGop 3nadvennit k ¥ moHck pesymbraros DES; ! (c;) B xom-Tabimne
MoxeT 6HTE npofiosker. OxXHIaeMoe IACIO «<JIOXHHX TPEBOrs (He-
npaBHIbELX k, 1U1s koTopsix DES, ! (c;) naxomurcs B xom-Tabamne)
paBHO npuMepHO 28, O6paTnTe BEAMAaHHKE Ha TO, YTO X31I-PyHKIHSA
MoxeT 6BITh 0ueHb Ipy6oill, TAK Kak OXHALacMble pe3yJIbTaThl paboTH
DES nmosokHE OMTH B GOJIBIIMHCTBE CBOEM IOYTH CJAYJaiiHBIMA.
XoTs onMcaHHas BHIIE aTakKa HEHAMHOLO MEIJICHHEE, 9eM HC-
YepILBaoOLAil MOACK NPH OJHOKPATHOM H(poBaHAn, OHa TpebyeT
3HAYATEJHHO GOJIBbIIEro HPOCTPAHCTBA B ONEPATHBHON MaMATH IJIs
XpaHEHHs COOTBETCTBYIOIER Xam-Tabaunsl. AJIbTEpHATHBHOE pelle-
HHME COCTOHT B TOM, ITOOBI pe3yJibTaThl Baauciennit DES, (my) s
KaXJIOro 3Ha4eHHs kJoda k; (DO3BoJsifoNiAE IPH 3TOM COXPaHATH
CCHUIKH Ha 3Ha4eHus k)) 3aMMCHIBAThL Ha OJTHAX MATHATHHIX JIEHTAX,
a pesyabTaThl DES, 1(c1) mns xaxporo suavenns k; (HosBoasIOLEE
TaKXKe COXPaHATh CCHUIKK Ha 3HadeHHA k) — Ha apyrmx. Iocie
COPTHPOBKH COIEPXHMMOIO TAKHX JIEHT MOCJIEIOBATEJIbHEIR IPOCMOTD
HO3BOJIAET JIETKO HAXONATH moAXonsiuae naps (k;, k2), KoTOpHE NpH
JaJjibheihinelt mpoBepke ¢ HCHOJIb30BAHHEM My H C2 MOTYT GHITH OT-
6polleHH!. , ‘
* Basibtepom TaxmaHoMm B [347] 6ris1a npensioxena HeCKOIbKR Tyd-
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masd OPOUENypa ABYXKJ/IIOYEBOro WHGPOBAHUA NPH IOMOUIM aJIro-
putma DES. CoracHo el winppTEKCT HYXHO BBHIYHCJIATHL MO POp-
myste ¢ = DESg, (DES,, ! (DESk,(m))). McnoassoBanue B aTolt ¢op-
MyJie 0OpaTHOro Mpeobpa3oBaHusi Ha BTOPOM LIare BBIYHUCJICHHs He-
06XOIUMO I TOro, YT06bI 06eCHeYNTh CONPAXKEHNE C OMHOKPATHEIM
wngpoBaHueM, Korna ky U ky UMEIOT ONMHAKOBEIE 3HAYEHHA. XOTA
yKa3aHHBI! TOAXO0M IpenoTBpAllaeT IPOCTYIO aTaKy THUIIA «HABCTPe-
4y IOpyr-Ipyry», Kotopasi Obljia omucaHa Bbie, Panbd Mepkib
n Maprun Xesaman [267] mamm cmocob, Kak PacKphITh TaKyio
cxeMy TakXe NpHOJM3HTENbHO 3a 2°° mraroB (xors mM mia aTo-
ro morpeboBaJiach aTaka Ha OCHOBE BBIODAHHOTO OTKPHITOIO TeK-
cta). Ilo sTolf HpUYMHE OHM PEKOMEHIOBAJHM -CXeMy lUMGpPOBaHHA
C WCIOJIb30BaHHEM TPeX HE3aBUCHMBIX KJliodell corsyiacHo ¢opmyJie
¢ = DES, (DES, ' (DES,(m))). Haxe HecMOTps Ha To, YTO TaKoe
wndpoBaHUE IeJIaeT MOJHBIR mepebop B HacTOAUlee BpeMs MpakTH-
4eCKU HEeOCYLIECTBMMBIM, He fICHO, IPUBOIHUT JIH 3TO K IOYTH HEys3-
BUMOMY WGPy, MOCKOALKY B KpunTocucTemMe DES MoryT cymectro-
BaTh elle HeoOHapyXKeHHHE (MM He IO KOHIIA MCCIENOBaHHbIE) CJIa-
Goctu nu taseltkn. Tem ne Menee [oun Komnepcmut Hamucan B [122)
ornocutenbHo DES cienyiomee: «Sf ropxych Tem, 4TO MpUHAMAJ
HOCHIbHOE y4acTHe B aToM Hpoekte [mpoekt DES]. (...) Hackonb-
KO MHE H3BECTHO, HUKTO M3 MEITABUIMXCH COKPATHTH KPHMITOAHAIUS
DES Tak ¥ He cMoOr cleJiaTh €ro cyLieCTBEHHO 6oJiee MPOCTHIM, YeM
noJiHBI# mepebop Bcex kiodel.».

Ecnu DES peanusyercsa B anmapaType, TO ¢ €ro IOMOUIBIO MO-
XeT ObITH JOCTHTHYTA OY€Hb BHICOKAs CKOPOCTH 1IN POBaHUsA U J€-
wngpopanusa. B Hambosee GbICTPOM B HacTosilliee BPeMs KOMMED-
4eCKH MCIOJIb3YEeMOM 1M paTope CKOPOCTh UK POBaHAsA JOCTATAET
90 merabut B cexynay?. Omucanne OpYTHX aIllapaTHLIX peasid3aiuit
MoXHo Halitu B [256, 13, 217, 351]. [lobuTbcA BrICOKOTO GHICTpOAEH-
CTBHsl CXeM MOXHO, €CJIM IPH UX NPOEKTHPOBAHUA MPABHUJILHO HC-
IIOJIb30BaTh HIEH, H3j0xeHHble B [137]. YkasanHoe 6bicTponelicTBre
BIIOJIHE JOCTATOYHO IJIA TOrO, YTOOHI 3aliMPPOBLIBATDL HJIH Paclld-
¢bporbIBaTh HaHHEIE 6€3 MOTEPH CKOPOCTH NPH YTEHHM HJIH 3aIHMCH
UX Ha AUCK, ¥ OHO BIIOJIHE NPUEMJIEMO JIJiA GOJILIMMHCTBA IPHKJIaI-
HEIX NpOrpaMM nepeladyd NaHHHX. J[lOBOJIbHO NpUJIMYHEE CKOPO-
ctr — Jo 650 kmio6ut B cexynny Ha 80-okt Momesm IBM PS/2 —

2B atom aﬁsane YKasaHBb naaasie Ha 1993 rox, xoropme OPHEBENCHN BO dpan-
_IYy3CKOM H3IXaHHMM KHHATH.
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MOKHO MOJIy9HTh TaKXe DOCPEIACTBOM TOJIbKO IPOrpaMMHOH peaJsin-
sanmn [205]. OrHOCHTENIBHO HPYTAX HporpamM, peanusywoumx DES
cu. [138, 359, 160]. :

§ 5. Pexxumni onepauuii

PaccmoTpuM kpuntorpadudeckyio cuctemy Hamomobue DES, B ko-
TOpO# MPOCTPAHCTBO coobuieHn# cocToMT M3 6JI0KOB IJimHON 1o 64
6ura. Kak c ee momouisto HyX HO uindpoBats 6osiee AJMHHABE COO6-
meHnsi? OQueBHAHOE pENIEHHE COCTOMT B TOM, YTOOHI Pa3sbHTh TEKCT
coobueHns Ha oTpe3ku AJuHON 1Mo 64 OuTa Kaxaui M mWHPpPoBaTh
HX TOCJIEAOBATEJILHO H HE3ABUCHMO, HCIIOJb3ysl OOAH M TOT XE ce-
KpeTHHI Kio4. OmHako TaKoro moAXofa, KOTOpPHI# H3BECTEH MO,
Ha3BaHHEM pexuMa daexmponnoll xodosod xuuzu (ECB), nHeobxonm-
MO MaKCUMaJIbHO M30eraTh Be3ne, Ie ToJIbKO Bo3MoxHo. HamGosee
O4YeBHIHAN €ro cJabocTh 3aK/II09aeTCA B TOM, 9TO JBa OJUHAKOBHIX
oTpe3kKa UiM¢ppOBAHHOIO TEKCTA OMHO3HAYHO YKA3HIBAIOT KPHUIITOAHA-
JIATHKY, YTO ABa COOTBETCTBYIOMMX MM OTPE3Ka OTKPHTOIO TEKCTa
Takxke wIeHTHIHB. [TonobHas nHpoOpManusa MoxeT 6BITh OUeHD IEH-
Holt oTnpaBHO¥ TOYKOW HJiA BHIYMCJIEHHA BCErO OTKPHITOTO TEKCTa.
Ecau xe DES dcnionb3yercs ¢ nes1b10 NOOTBEPXK ACHA IOATHHHOCTH
(ayTenTnduKanmn), To CATyauss oKa3pIBaeTCs elle Xyxke (cM. § 5.1).

CyuiecTByeT 1o KpallHell Mepe 4eThipe aJIbTEDHATHBEI PEXHMY
ECB. Bo Bcex aTHX peXuMaX IBa OJMHAKOBHIX 6JIOKa GTKPHITOIO
TexcTa (OYTH HaBepHsAKa) WUPPYIOTCH HNO-pasHoMy. B pexmmax
CBC u CFB (koTophle ONUCHIBAIOTCA HHXKE) HaJIeXalmM ob6pa3oM
HCIOJIH3YETCA TOHATHE PACCEMBaHW:A: KaxkIblli 6Jox mmgprexcra
3aBHCHT OT BCErO NPEIIUECTBYIOUIETO €My OTKPHITOrO TEKCTa. ITO
IelaeT UX IPUTOOHBIMK AN HeJiel ayTeHTH(HUKAUNHM, TaK KaK Ta-
KHM 0Opa30M B HHX NPEfOTBPAIAIOTCH NOMBITKH YAAJEHAS U BCTaB-
K¥ HapyHIATENEM IPENBaPUTENbHO Npeobpasopantbix YacTedi mudp-
tekcta (cM. § 5.1). Kpome Toro, o6a 3THX pexuMa SIBJIAIOTCA Ca-
MOCUNRTPOHUSUPYIOWUMUCA B TOM CMBICJIE, YTO €CJIH TPH Iepenade
BO3HHMKaeT omubKa UM, €cJid B Ipouecce mu¢poBaHusd U aemnd po-
BaHWA ONPOUCXONNT ciydalinniit cOolt, mim naxe, eCJIn TepsAETCA HEKO-
TOpBI, IpHYEM HEM3BECTHO KaKoi, 6Ji0k mHdpTeKkcTa, TO IpHE 3TOM
MOryT OBITH HENPABUJILEO AelingPOBaHbI JIMUIL HECKOJBKO OJIOKOB
oTxpaiToro Tekcra. B pexmmax OFB u cuerdmka (koTopsie TakXke
ONMCaHpl HMXE) MOTYT ONHHAKOBO XOPOIIO HCOPABJIATHCA CJydait-
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Hble OUIMOKM IlepeljadM, XOTs OIINOKH APYruX THIOB HCIPaBJAITCA
He TaK JIErko. _ )

Teneps XKpaTKo onMireM KakIblli H3 3THX pEeXHMOB. 3a Gousee
NOAPOGHBIMA cBefeHUAME obpalaittecs k [278, 142]. HecMorpsa Ha
TO, 4TO MBI 6yIeM paccMaTpUBaTh BCe PEXMMBI TOJIBKO C UCIOJB30-
panreM DES, HOKHO GHITH OYEBHMIHO, YTO OHM MOTYT IIPMMEHATH-
cAd TOYHO TaK Xe u B Joboit gpyroit kpuntorpadudeckoil cucreMe,
OCHOBaHHOM Ha TPOCTpaHCTBE COOBIUEHH Y, B KOTOPOM Bce BJIOKU MMe-
0T 330aHHbIA pasmep. B pexkume cyenaenus 6aoxos wudpa (CBC)
CEKPETHBIM KJII04OM fABJsgeTca 84-paspanusiit DES-xio4 k (Tounee
€ro ceKpeTHasa 56-6MTOBasA YacTh) U HeKul 64-6uTOBBIN 6JIOK co (1pH
3TOM CEKPETHOCTb ¢g He ABJAeTCA 0ba3aresbHO). OTKPHITHI TEKCT
m pasbuBaeTca Ha G6JIOKH, AIUHOHU no 64 6GuTa Kax b, TakuM obpa-
30M,4TO M =mymg ... My. Quai = 1,2, ..., n 6ok ¢; mudprek-
cTa BBIYHCIseTca o dopMmyne c¢; = DESL(m; & ¢;—1), roe gepes &
0603Ha4YeHa Onepanus IopaspsaHoro uckawvarwwezo uas (090 = 0,
061 =11490=1ul1l&1 = 0). B pesynbrare nosydaerca
MADPTEKCT ¢ = C1C2 . ..Cn. g 33maHHOrO wWKHdpTEKCTa NpH 3HA-
HUd k U ¢y memmmdpoBaHKe OCYUIECTBIISETCH MOCPEACTBOM BHIYHCIIE-
mua m; A i = 1,2, ..., n no dopmyse m; = ci_y ® DES(c;).
W3 Hee CTAaHOBHTCS! MOHATHO, IOYEMY HE PACIPOCTPAaHSAIOTCA OIUOKH
npH ucnosb3opannu pexuMa CBC — Benb Kax ablif 6JI0K OTKPBITOTO
TEKCTa 1; 3aBHCHT TOJIBKO OT ABYX GJIOKOB ¢;_1 ¥ ¢; wndpTeKcTa.
IloaToMy onHa omnbKa NpH nepefaye MOXKET IPUBECTH K HEMPaBUJIb-
HOMY AeliudpOBaHUIO TOJIBKO ABYX OJIOKOB OTKPHITOI'O TEKCTA. ITOT
pEeXHUM MoXeT (H HOJIKEH) HCIOJIB30BaTbCA TakKkKe B Kpunrorpadu-
JeCKHX CHCTeMaX C OTKDHITHIM KJjodoM (B dacTHocTH B RSA, KoTo-
pas obcyxnaerca B § 4.4), xorga pasmep muppyeMoro coobieHus
6osible, yeM pasmep GJioKa.

B pexume obpamuoil cessu no wudpmexcmy (CFB) orkpoiThift
TeKCT pasbuBaeTcd He 00s3aTenbHO Ha 64-6utToBbie Oiloku. Pasmep
6JI0Ka 3aJaeTcd ¢ HMOMOIIBIO YHCJIOBOro napametpa t, 1 € ¢ < 64.
OTKpBITBHI TEKCT M B 3TOM CJiy4ae NPEINCTABJIAETCS B BUIE M =
miMy ... My, COE KaXIad ero 4acTb mM; ABJIAeTCA {-OUTOBHIM 6JI10-
koM. C caMoro HavaJia B cABUroBhit 64-paspsaaubiit peructp 3anu-
ChIBAeTCA HEKOTOpOe 3HA4YEHWE Sg, KOTOpOe MOXeT ObITh JHbO 4a-
CTBIO CEKPETHOTO KJII04a, JIM60 MePEChIaThCA B OTKPLITOM BHIE TIe-
pen, nepegadell mudprexcra coobiueHna (TaKuM 06pa3oM, 4TobH ero
MOXHO OBIJIO KaXAblll pa3s MeHATb). 3areM mgia ¢ = 1,2, ..., n
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6J10K ¢; umMdpTeKCcTa BHIYACAAETCA KaK ¢; = my; @ p;, The 4epes p;
oBosnaveHsl ¢ crapumx 6mToB DESk(c;—1). ConepXuEMoe CIBAroBo-
o0 pPErucIpa U3MEHAETCH OTOpACHIBAHHMEM t 3HAUYEHUI €ro CTapuIMX
pa3spafoB U KOHKaTeHalHe#f K HMM copaBa c;, COIVIacHO GOpMyJie
s; = (2%si—1 + ¢;) mod 2%%. AnanormuHbiM 06pasoM OCyIIECTBJSAET-
cq u gemrnmdpoBanue: aaf ¢ = 1,2, ..., n TOYHO TAKUM Ke CIIOCO-
6OM BBIYHCJSAIOTCH p; U S;, TOCJE YEro 1M; BOCCTAHABJIUBAIOTCH KaK
m; = ¢; @ p;. OTMeTHM, YTO TIPH 3TOM caMble MJyaiige 64 —t 6uToB
Kaxgoro pesyabrata DES-mmdpopanus orbpaceiBaioTcs.

B pexume ofpamunoti céasu no ewzrody (OFB) Takxe umeerca
6J10K TeEpEMEHHOr0 pa3Mepa ¢ U COBUTOBBI PETHCTP, KOTOPHIY MHH-
[HAJU3UPYETCA HEKOTOPHIM 3HadeHWeM Sg. (OOHAKO HAa 3TOT pa3
MpH KakJOM HOBOM HCIOJB30BAHUM CHCTEMBI JOJIKHBI TIPUMEHATH-
csl pasHble Sg, M MO3TOMY TMEPE] HAYAJIOM TEepenadd IudpTeKcTa
NX HeoOXOOHMO MEPECHIIATh B OTKPHITOM BHAe (TaKHM ofpasoM, ce-
KpeTHOH 3ech ABJIETCA TONBKO H6-6UTOBas YacTh KJo4a k camMoro
anroputMma DES). IIycTs m, Kak oOBIYHO, MpeICTaBJSETCA B BUIE
mymsy...my. Torma mas ¢ = 1,2,..., n 6JIOK ¢; BEIYUCAAETCS
To4YHO TakK ke, kak u B pexume CFB: ¢; = m; @ p;, toe yepes p;
obosHadeHbl ¢ 3HadYeHH#t cTapmnx paspanoB DESk(si—1). Orauvue
ot CFB 3akJitouaeTcsi B TOM, 9TO MEHSIETCs COIEPKUMOE CABUTOBOTO
peructpa. Oduimasnsuo yrBepxkaenHas B NBS sepcusi pexxuma OFB
ycTaHaBJIMBaeT, 4T0 s; = (2%s;_1 + p;) mod 254, omnaxo B [135, 226]
OMHUCHIBAIOTCS CJIABOCTH, CYIECTBYomMe B 3Tol cxeMme. Takum obpa-
30M, TP TOJYYEHHH p; JIydlle BCETO WCHOJB30BaTh ¢ < 8, xoTa
nasa obecrnedenus obpaTHOR CBA3M MpEeANOYTUTENLHEE, TEM HE Me-
Hee, UCIOB30BaTh ¢ = 64. IloaToMy, 4TOOBI COBMECTHUTH 3TH IBa
MPOTUBOPEYUBHIX TpeOOBaHUA, HaJlexXHee BCEro 6yIET UCHIOIb30BATh
BapHaHT, OCHOBaHHEI! Ha «odunuansHolt» Bepcu OFB pexuma: p;
¥ ¢; JOJIXHBI BHIYMCJIATHCA TaK, KAaK 3TO yXKe OBLIO YKa3aHO BHIIIE
(c HeBOTBbIIMM 3HAYEHNEM 1), HO TIPH 3TOM HEOBXOIMMO IIPOCTO 3aMe-
HATb §; Ha DESk(s;—;) — ofpaTuTe BHMMaHHMe, YTO TOTJA HAM y¥kKe
He HyXeH caBuroBbilt peructp. B paccmarpunsaeMom pexume DES
MpUMEHsieTCs [JId TeHepaluM MCeBAoCaydaliHol mocaenoBaTesIbHO-
CTH P1P2 - - - Pn, KOTOpPAsi TEM CAMBIM UCIIOJIL3YETCH KaK OJHOPA30BBIH
urudp 171a oTkphiToro TekcTa (cM. § 4.5). Mockonbky aTa mocJeno-
BATEJIBHOCTD HE 3aBUCUT OT OTKPHITOTO TEKCTa, TO BCAKUY pas, Korna
k 1 so duKkcupoBaHSEI, 6yIeT BRIpabaThIBATECA OOUH M TOT K€ IRAdp-
TekcT. BoT modemy sg kaxnmit pas Heobxomumo MeHATH. Illpome-
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Aypa deliRppoBaHAA NO/DKHA GHTb OUeBAARa. XOTH 3TOT PEXAM H
He ABJIAETCA CAMOCHMHXPOHH3EDYIOIMMCSH, 3aliA¢POBaEHbI B HEM C
noMombio DES oTKpHTHI TeKCT HpeKPacHO BOCCTAHABJIHBAETCA, Ja-
Ke ecJid KaKoi-To B3 OJIOKOB COOTBETCTBYIOIEro MAgpTekcTa OB
MOJIy49€eH € OIUHOKaMH.

Yurdpung Juddn npennoxuns BeKoTopyo MoaddpHKamMO pexn-
Ma OFB: Tak Ha3snBaeMuill pestcum ciemwuxa. IDTOT PEXHM OTJIHA-
qaeTcs oT OFB TosibKO TeM, 9T0 B HEM BMECTO CABATOBOTO PETHCTPA
HCIOJIB3YETCS CUYETIAK, 3 K3MEHEHASA 3aaI0TCA TpocToil hopMy o
s; = 1+ s;_1, roe «+» obosHauaeT OOLIYHOE apH(pPMETHIECKOE CJIO-
xenue. Eciin DES neiicTBUTENBHO ABJAETCS XOPOUIMM aJITOPHTMOM
i poBaHUS, TO PEXHM CUETYHKA JIOJIKEH OLITh HUUYTh He ciabee,
yeM OFB. Bosiee Toro, ecqm npm pabore B Takom pexmme B DES
BO3HHKaeT Kakad-HuOyapL ciydalinas onimbka, TO IPH 3TOM HeNpa-
BWJIBHO pacuinpOBHBAETCH TOJILKO OfMH GJI0K.

HecmoTtps Ha cBOIO ci1abocTh, Ucnosib3oBaHue pexuma ECB cko-
pee Bcero HeM3GeXHO B MPHKJIAIHEIX HIporpaMMax 6a3 JaHHHIX, KOTIa
TpeByeTcs NPOU3BOJIBHEIA JOCTYN I YTCHUA /3aNHCH K PA3IHIHBIM
nonsaM. Tem He MeHee, €CJIH MPOH3BOJIBHBIM J0J/DKEH GHITH TOJBKO
OOCTYH IJ1A 9TeHHsd, TO MOCJIeROBaTe/bHO 3amndpoBanubit daitr
Moxet cosmaBatbca smbo B CBC, mm6o B CFB pexume. Ograxo
nuxozda He cyeayeT ucnoJb3oBaTh HA pexuMm OFB, nu pexum cyet-
YHKa, ecyid WwAdpyeMeil Gpaliy BOCIPpHEMYUB K W3MEHEHHAM HOCPEN-
C'TBOM JOGABJIEHHS WJIM CTHPAHHA 3anuceil — CMOTpHTe ympaxhe- -
uze 3.1 B [142].

OtMeTuM, yto B pexxumax CFB u OFB, a Takxe B pexxume cyer-
4¥Ka, KpUNTOrpaduIecKad CHCTEMa, KOTOPas JIEXHUT B OCHOBE UX 00-
cyxXJeHus (B HallleM cilydae — 310 KpunTocuctema DES), ucnonsay-
©TCd TOJLKO AJd mudpoBanad. [lo sTolt mpuynHe, kpunrorpadude-
CKHe CHCTEMEI C OTKPHITHIM KJ1104oM (cM. § 4.3) Tuma RSA (cm. § 4.4)
JIOJDKHB MCTIOJIH30BaThed TOABKO B pexume CBC, nmpu ycaosuu, 910
HeobOXOIAMOCTh B IIPOU3BOJIBHOM AOCTYIIE 1JI1s YTeHHUs /3aNMCHA He BbI-
HYAMT MCIOJIB30BaTh UX B pexume ECB.



I'rasa 4

Cucremsl ¢ OTKPbITbIM KJIIOYOM

§ 1. OnHoHanpaBJieHHbIEe DYHKIUAU

JIBa nOHATUS — OJIHOHATIPABJIEHHOM DYHKIMK M OMHOHANIPABJIEHHON
byHKIME ¢ «IOTalHBIM XOOOM», WJIH «J1a3eHKON» — SIBJSIOTCS LEH-
TPAJBHBIME [JI5 BCell KpunTorpaduu ¢ OTKPHITHIM KJII090oM. Paccmo-
TPHUM IPOM3BOJIbHBIE MHOXECTBA X H Y, a Takxke HEKOTOpPYIO hyHK-
o f: X =Y. ObosnauuM depes f[X] obsacts 3nauenuit f. PyHk-
1M f HA3BIBaeTCHA 00HOHANPABAEHHOT, €CIIA ee 3HAUEHHE f(Z) MOXeT
OBITH JIErKO BBIYHCJIEHO IJ151 KaXJOTo apryMenTa £ € X, Torma Kak
nourn As Beex y € f{X] HaxoxneHue rakoro £ € X, uro f(z) =y,
SIBJISIETCS TPYJHOBBIYUCTMMBIM. (OHOHANpaBJeHHbe BYHKIIMM He
cilemyeT nyTarb ¢ GYHKUUAME, KOTOPblE ABJISAIOTCA MAaTEMATHIECKH
HeoOpaTHMBIMA H3-3a TOTO, YTO OHM HE B3aMMHOOJHO3HAYHBI UJTH He
«Ha» (TO eCTB U3-3a TOTO, 9TO JIA6O CYIECTBYET HECKOJIBLKO Pa3JIny-
HBIX 3Ha4eHuil £, Taxux 4to0 f(2) = y, mubo XKe UX HET BOBCE).
HreiHeurHee cocTosIHAE HALIUX 3HAHMUI IOKa elie He TO3BOJISIET HaM
[0Ka3aTh, 9TO ONHOHANpaBJeHHbe GyHKIME (060MX TMIOB) Boobuie
CYLIECTBYIOT, TaK KaK HX CyLIECTBOBaHUE paspeumsio Obl 3HaMEHH-

tyio (P N P)-upobnemy [186]. Bosee roro, reopust NP-nosHOTH
He KaxkeTcs BHoJHe ybemuTesbHOM, 4TOOB obecnednTsh Jaxe Mpo-
CTYIO apTyMEHTAlUIO CYIeCcTBOBaHUA Takux dyukumit [64, 169, 207).
N Bce ke, HECMOTPsA HA Ha YTO, Y HAC B ITOM CMHICJIE MMEIOTCHA
xandudamu cpenn ynxumit, 3¢pdbexTHBHO BHIYHCAATL KOTOPHIE MBI
yMeeM, XOTs IpHA 5TOM HHKaKHX 3¢GGbEeKTHBHHX aJIfOPHTMOB BHIYH-
ceHAs1 OOpaTHHIX HM (BO BCAKOM CJIy4ae Cpemy oOleqocTynHHx!)
IO CHX NIOpP HEe H3BECTHO.
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IlepBHIM OpPOCTHM NMPAMEPOM KAHIMIATA Ha OMHOHAIPABJICHHYIO
GYHKOHIO ABIACTCA YEAONUCACHHOE YMuaoicenue. B camoMm nene,
W3BECTHO, 9TO NEPEMAOXHATH OBa JHOOLIX, MyCcTh W OYeHb GoJsbmmX,
9YACJIa OTHOCATEJILHO HETPYAHO, TOLAA KaK JaXe caMbill MoImHHI 13
CYIECTBYIOMEX ceYac KOMIIBIOTEPOB HE B COCTOSHAM PA3JIOXATH HA
MHOXHTEJH C OMOLIBIO HARJIYTIIEro MMEIOIEroCs B €ro pacuopske-
HAM AJITOPHTMAa YETHPEXCOT3HATHOE AECATAIHOE THCJIO, SBJIAIONME-
ecs NPOW3BEIECHAEM ABYX IPHMEPHO OJIMEAKOBOIO Pa3Mepa IMPOCTHX
qucesi. KoHe9HO, Heob6XOAMMO NOHAMATH, 9TO «HE B COCTOSHHAY
3[lECh O3HAYAET «HE B COCTOAHMHE 3a IpHeMJIeEMOe BpeMs# (HalpHMep,
B TEYCHHHA IEJIOBEYECKOH XKA3HA HJIM 32 BPEMHA, OTPAHHIECHHOE BO3-
pacToM BeesteHHOH)»!.

JpyraM odeHb BaXHHM OPHMEPOM KAaHAWIATa HAa OXHOHANDA-
BJICHHYIO (PYHKHHIO SIBJIdeTCA ModyabHoe so3eedenue 6 cmenens,
HIIH ModyavHoe IxCROHeRYuposante (C PEKCAPOBAHHHIMHA OCHOBAaHH-
eM H MoayseM). IlycTs n# 1 a — nesble gncia, Takme, 9T0 1<a<n,
u nyctb Takxe Z,={0,1,2, ... ,n—1}. Toraa MonyJIbHEIM BO3BelIe-
HHEM B CTelleHb, HJIA 3KCIHOHEHIEPOBaHAEM (OTHOCHTEJIBHO OCHOBa-
HEA a ¥ MOAYJIA n), HasHBaeTcd GYHKIMA [, ,: 2, — Z,, oupexe-
nAeMas KaK f; n(m) = a™ mod n, tae i mod j — HoNOXMTENBHEIH
OCTaTOK TpH jAejicHHH i Ha j. Cpa3y He 09€BHAHO, 9TO Takylo pYHK-
IO MOXHO BHITACJIATH 3¢ PEKTHBHO, KOrAa AJIAHA KaX JOro K3 Tpex
IapaMeTpOoB @, 1t ¥ M COCTABJIAET HECKOJIHKO coTeH 3HakoB. To, 9T0,
BO3MOXHO, 3TO H B CAMOM JieJle TaK, JIydiie BCETO MPOJIEMOHCTPHPO-
BaTh Ha IPHMeEpE:

®=(((a*-0)*)*)*-

KOTOpHﬁ OOXKa3bIBAET, YTO (125 MOXHO BHYIHCJIATH C HOMOIILIO BCeE-

ro JIMIb YeTHIPEX Bo3BeZeHHH B KBaJpaTr M ABYX yMuoxenmit. [Ipm
BLIIACJICHAN a™ mod n IpHBeneHHEe IO MOAYJIIO Nt XeJATENbHO Je-
JIATh HOCJIE KaX/OT0 BO3BEICHHA B KB3JPAaT H KaX/A0T0 YMHOXEHHA,
9106K M36€XaTh MOJlyIeHAA OYeHb OOJIBIIMX Ieshix duces. Ecim

1Kapan ITomeparm, [290], kak-61: HoATBEPXNASL, ITC IO-AMEPHKAHCKE BPEMS —
JAeHBTH, pa3paboTal HPOEKT CIeNHAJM3APOBAHHOIO KOMIIBIOTEPa, KOTODHIA npH
HCHOJB30BaHAM camoro 3¢ dexTEBROTO anroprrMa dakTopEsamEE B IPHHEIATIE
DOSBOJIRET PR BCe Hoslee yBeMIABAIOIEMCE o6 beMe 060py/IOBARAS Pa3JIATaTh
Ha MHOXYTE/H 3A 3allaHHOE BpeMi JHCJIa J0GOR JSIMALKI, B OIMEHHJI CTOMMOCTH
PaspaboTkl Taxoro KOMIBIOTEPa B SABHCHMOCTH OT PasMepa 3THX THCesd. [l
daxTopASAIEHE 9ETHPEXCOT3HAINOTO AECATHIHOTO MCJIa B TeUEHME OJHOTO Iofia
OmA paBRa IPEMEPHO 100 Mmaymapnam m.rmap.zxon HOJLIAPOB}
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IKCIIOHEHTa M ABJIAETCA YHCIIOM ok | 6aTOB TO, AJId TOro uTO-

65 BrHCAATL @™ Mmod 1, IPHBEACHAOMY, HIXKE PEKYPCHBHOMY aJIro- '
pPHATMY uo'rpeﬁye'n:ﬂ BHOOGAEATL oT { 10 2/ MOXYILHHX yMHOXKeHmH

{cumTas pM 3TOM YMHOXEHHAEM ¥ BO3BEACHHE B KBAJPAT):

function expmod(a, m, n)
if m=0 then return 1

2
if m getHo then return (expmod (a, %, n)) mod n

else return (a - expmod(a, m—1,n)) mod n

ITo aHanormM ¢ BEIIECTBEHHHIM AHAJIM30OM 3a7la9a BHYACJICHHS
dbyrkman, o6paTHO#l MOAY/ILHOMY BO3BEIEHHIO B CTENEHb, H3BECTHA
Kak 3adaya Jucxkpemnozo aozapudmuposanui: IJAHH OeJIHe TUCIIA -
a, n u z, Tpebyerca HallTH Takoe Hesioe m (eCJM KOHEYHO OHO CY-
mecTByet), 9T0 @™ mod n = z. Hampumep, 5% mod 21 = 16. Tak
4910 4 — 31O HHECKpeTHEIH Jlorapudm 16 ¢ ocHoBaHMeM 5 mo Moxny-
gio 21. Tlpu XeJsaHHM MOXHO IPOBEPHThH, HAIPAMED, 9TO THCJIO 3
BooOlIE HE m"aee’r,norapmbma c ocHOBaHHeM 5 no monymo 21. B Ha-
cTofIllIee BpeMs BHIYHCJIEARE GOJILIIMX MOLY IbHBIX 3KCHOHEHT MOXHO
BBIIOJIHUTH O9Y€HBb GHICTPO JaXe HAa «IEPCOHAJKE», HO, TeM He Me-
Hee, HA CErONAAMBNI JeAh HEN3BECTHO HA OTHOrO aJITOPATMA BHIIH-
CJIEHHsA JMCKPETHHX JIOTapHPMOB GOJILIIEX 9HCES 32 NpHEMJIEMOE
BpeMs Jaxe Ha CaMBIX MOINHBIX, CaMBbIX GhICTpomeHcTByIOmMX Cy-
mepkomnbioTepax. IIpE 3TOM, XOTA MBI H HE MOXEM JIOKa3aTh, 9TO
3¢ PEeK TABALIX TaKHX RJITOPUTMOB BOOGIIE HE CYIIECTBYET, AMEIOTCA
BECKHE OCHOBAaHMs IPEATNOJIATaTh, YTO MOAYJILHOE BO3BEJICHHAE B CTe-
neHb (¢ PHKCHPOBAHHHMHE OCHOBaHHEM M MOLYJIEM) AeHCTBATENHLHO
ABJIsIeTCH ONHOHAmpasJyieHHOM dyHKOHEH.

OueBrIHO, 9TO OAHOHANPABJIEHHBIE (hYHKIAM HE MOTYT HEHOCPE-
CTBEHHO MCHOJIL30BAThCA B KadeCcTBe KPHITOCHCTEM (KOrAa m INu-
dpyerca kax f(m)), mockoNbKy TOrma Jaxe 3axonnwsill HONydaTeNs
He cMor 6w onpenesnTh OTKpLITHI TekcT! [loznaee MK yBEIEM, 9TO
HECMOTpA Ha 3TO OHH HOJIE3HH [JIft 3alATH mapoJsel (cm. § 5.3).
I'opasno 6osee ymorpe6MMEIM B KpHOTOrpadhHH ABJIAETCH HOHATHE
odnonanpacaennotl pynxyuu c nomaiinvim zodom (aaseitxoll). ®ynk-
mus f: X Y nasnBaeTcA ogHOHAmpasJjieHHOH ¢yHKumeld c morafl-
HHIM XOZIoM (HJIH, ITO TO Xe CaMoe, C Jiasefikoft), ecyi, BO-HEPBHX,
He TOJIbKO caMa f, HO B yEkmaz f~!, obparHas eit, MoryT 6HTH
BHYHCJIERH 3¢ ¢EeKTHBHO, a BO-BTOPHX, Jiaxe ecyin Takoft apdex-
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TMBHBI aJICOPUTM BRIYMCJIEHAA f U3BECTEH, TO HUKaKOe, MyCTh Ca-
Moe MoJIHOe, ONACaHHe ero paboThl He HODKHO HaBaTh BO3MOXHOCTH
nocrpouts 3¢ dexTHBHHHM asroput™ Bhiyucaerns f-1. CekperT, ¢
MMOMOIIBIO KOTOPOro, TeM HE MeHee, MOXHO 3¢ dEXTUBHO BRIYUCIIATD
dyrkumio f~!, xaK pa3s W Ha3HBaeTCH ROMailHbM ToOOM, WM Aa-
3etixoll nisi pyHxuuy f.

Ham nepBrIit KaHAMOAT HA OJHOHANPABJICHHYIO PYHKIMIO C NO-
TallHBIM XOIIOM BO MHOI'OM MOXOX Ha Hallero BTOPOro KaHIMIATa
Ha MPOCTO OJHOHAINPABJIEHHYIO PYHKUHIO. ITO — MOAYJIHLHOE BO3-
BEeIEHHUE B CTElEeHb, HO ¢ duxkcuposannotl axcnonenmot! u Modyaem.
Iycts m u n — nesple yncaa, a £, onpe,uenéﬁo TaK ¥Xe, Kak paHee.
Toraa MOIYJIbHOEe BO3BEIEHHE B CTENEHb (OTHOCHTEJBHO 9KCHOHEH-
THL 7 ¥ MOLYJIA 1) ecTb QYHKUMA §m n: Ly —> £, OLpenesgeMas
caenyomnM o6pasoM: gm n(a) = a™ mod n. Heobxomumo GHTL yBe-
PEHHBIM B IIOHMMAHUN Pa3jIMYUd MeXTY GYHKIUAMA fon H gmn.
OudTh N0 aHAJIOIMM C BEeUIeCTBEHHBIM aHAJIM30M, Olepamus, oopar-
Hasl g n, U3BECTHA KaK U36AeveNUe KOPHA M-0tl CTNENEHU U3 T MO
Modyaro n: IaHBI HEJIble YHCJIA M, N U T, HallTH TaKoe 1eJioe a (ecJin
OHO CyulecTByeT), 4yto a™ mod n = z. Hampumep, 5 — »T0 KopeHb
4-oft crenenu n3 16 mo Momystio 21, moToMy YTO, KaK MHI yXe BH-
nend, 5% mod 21 = 16. OueBnnHo, 4TO 2 TaKXe ABJAETCA KOPHEM
4-olt crenienn u3 16 mo momymio 21. Moxete Jin Bul HaltT npyrue
KopHu 4-oit crenenn U3 16 mo monymio 217 HaltnuTe mesoe 4ucso z,
KOTOpOe He uMeeT KopHel 4-olt crenmenu mo MomayJtio 21.

B oM cay4ae, xorfia 3KCIOHEHTA 1M H MOAYJIb N PUKCUPOBAHHI,
MBL yX€e OPHBOAM/INA (P deKTUBHBIN aJITOPUTM BHIYHCJIEHAA §m n (@)
1 JIIoOOro OCHOBaHUs a. B MpOTHBOMOJIOXKHOCTD 3aadé OUCKpPET-
HOTO JIOTapU(PMHPOBAHHA, TEM HE MEHEE H3BECTHO, YTO CYLIECTBYET
TakXe U 3¢pPeKTUBHBIN aJITOPUTM U3IBJIEYEHASA KOPHSA mM-O#t CTEEHH
U3 T 00 MOIy/io n (WM BHIACHEHHS, YTO TaKOTO KOPHA HET) IJIA
aoboro 3agannoro . JIOONBITHEIE dheHOMEH 3aKII0YAETCA B TOM,
YTO MBI HE 3HaeM, KaK 3¢ (PeKTHBHO INOCTPOUTH 3TOT 3¢ ek THBHBIN
aJITOPUTM IIpK 33JaHHBIX JIHLIb M ¥ n. WHBIMHE CJIOBaMH, U3BECTHO,
410 GYHKIUA G, n HA CAMOM JeJl€e ABJACTCH He ONHOHAIpaBJIeHHOM,
IIOCKOJIbKY MBI 3HaeM, 4TO OHa MOXeT 6HITh 3¢ (hbeK THBHO obpallena,
HO, HECMOTPA Ha 3TOT (pakT, He 3HaeM, Kak 3To caesath! TeM me me-
Hee, JIETKO TMOCTPOUTH 3¢ EeKTHBHBIN . AJITOPUTM BLIYMHMCJIEHUSA TN-0OTO
KOPHH IO MOAYJIIO 7t IpH yCJIOBAM, YTO U3BECTHO Pa3JIOXKEHHE N Ha
NpoCThie MHOXHTeNH. VIMeHHO @O 5TOR NpWYMHE gy, ,, Y -ABJAETCH
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KaHIAJATOM Ha OJHOHANPAaBJIEHHYIO GYHKOMIO C HOTalHBIM XOIOM,
714 KOoTOpolt m U n HCHOAB3YIOTCA KaK OTKpHTas uadopManms, TOr-
Ia KaK pa3JIOXeHHME CJIYXKHUT B Ka9eCTBe CEKPETHOro notalfHoro xoua.
MH ele YBHIHM, KaKAM 0Dpa3oM 3TO MOXKeT OBITH MCIIOJIB30BaHO,
Korna 6yIeM usydaTh 3HaMEHHTYIO kpunrockucremy RSA (cm. § 4).

BaxXHBIM 4acTHBIM CJIy49aeM MOJIYJILHOTO BO3BENEHUA B CTEMEHD
SIBJIAETCS TOT, HPH KOTOPOM 3KCIIOHEHTa paBHa 2, a MOAYJIb — YHC-
JIO HEKOTOPOI'o CHEIHaIbHOIO BHAa. JlJil NOHMMaHEA TOro, 4TO 3TO
U eCTh €llle OOUH KaHOUIAT Ha OJHOHAIPABJIEHHYIO (YHKIHAIO C MO-
TaflHBIM XOHOM, HEODXOAMMBI HONOJHUTEBHEIE CBEACHUA U3 TEOPHH
quces1. Eciau p 1 ¢ — JBa pazsidIHbIX HOJIBIIHX MPOCTHIX YHCJIA NPH-
MEpPHO OJMHAKOBOTO pa3Mepa, H KPOMe TOTO H p, 4 ¢ CPAaBHUMEI C 3
mo Moayso 4, To MBL Oy1eM TOBOPHTh, YTO UX IPOU3BEIEHUE T = P - ¢
ABIAETCH yeavirs wucaosm Baroma. Onpemesum £, kak MHOKECTBO
eNBIX guces oT 1 1o n — 1, KOTOphle He NeNsATCA HH Ha P, HA Ha (.
Hakomnen, onpenenum (QR, Kak TMOOMHOXECTBO MHOKeCTBA Z ’,:, co-
CTOfAUIeE U3 TUCEJT, KOTOPBIE ABJISIOTCA COBEPLIEHHBIME KBaJpaTaMu
0o Momy o n. JaeMeHTH QR, M3BeCTHH KaK k6adpamuunsie 6bi-
wemd mo moayJio n. B kadecTBe HeGOJBLIOTO TpUMepa TOJIOXKHM
p =19, a ¢ = 23, orkyna umeem n = 437 = 19 - 23. Torma 135
ABNAETCA 37eMeHTOM £, , B TO BpeMd Kak 133 — HeT (IIOCKOJIBKY
133 = 19-7). Bonee Toro, 135 He siBJsieTCH KBaAPATUIHBIM BHIYETOM
no MoayJio 437, Tak KaK He CYyHIECTBYET 1EJIOT0 YUCIIa @, TAKOTO, 9TO
a? =135 (mod 437), Torna xax 139 ABNAETCA TAKOBBIM, IOCKOJIBKY
24? = 576 = 139 (mod 437).

Teneps chopmynupyem 6e3 moka3aTeNbLCTBA HECKOJIBKO YTBED-
XKOeHul, HeODXONUMBIX IIJIA MOHMMAHHUS BCETO JAJIHHEUIIETO H3JI0-
xenusa. Ymcio anementos B £, pasHo (p — 1)(¢ — 1), npudem B
TOYHOCTH YETBEPTYIO MX 9ACTh COCTABJIAIOT KBAJAPATHIHbIE BLIYETHI.
Kaxupiii kBajpaTHIHKIA BBHIYET MOIYCKAaeT POBHO YETHIPE pa3jiud-
HBIX «KBaJPATHHIX KOpHA» B Z | W3 KOTOPHIX JIHIIE OJHH €IHHCTBEH-
HBI SIBJIAETCA KBAaJAPATHIHBIM BBIYETOM. ITOT OCOOBIH KOPEHb MBI
HA30BEM RPUMUMUSHBIM (NEpE006PA3HbLM) KBAIPATHHM KOpHEM. B
HallleM OpuMepe 24 — 3TO MPUMHTHBHBIH KBaIpaTHHIM KOpeHb W3
139 mo moayJtio 437, ApyruMH TpeMsl KOPHAMHE SIBJIAIOTCH 4Ucaa 185,
252 u 413. Umerommii kpunrorpadndeckoe 3nadenue GhakT 3aKIo-
9aeTcAd B TOM, 9TO CHOCOGHOCTD ONMPENESIAThH IPUMHUTHBHEIE KBaIpaT-
Hble KOPHH II0 MOJYJIIO TAKOI'O 9MCJIa N OKA3EIBACTCA 6H4UCAUMEAD-
HO IXeusasenMHoll YMEHHUIO PacKJAABIBaTh 3TO N HA MHOXHTEH,



48 (ucrembl ¢ OTKPbITHIM KJTHOHOM Laasa 4

Muaue roBops, TOT, KTO 3HAET PA3JIOKEHHE N HA MHOXKHUTEIN, MOXET
3¢ PeKTHBHO BHIYNCIATH U IPUMHATHBHEIE KBaIPATHRIE KODHH 11O MO-
JyJII0 N, TOTAA KaK TakKue BBHIYHCJIEHHWS CTOJIb X€ TPYIHEI, CKOJb U
dbakxTopusanua n, AJIA TOro, KTo COMHOXHTeJell 72 HE 3HAET.

Teneps Hall BTOpoit KAHAXAAT HA ONHOHANPABJIEHHYIO (YHKIHIO
C MOTAHBIM XO[0M COBEpPIIEHHO OUeBUAeH. BrI ciyuaitno BpiGupaere
p H ¢ ¥ BBHIYMCJIAETE N = p - ¢, KOTOPOe OTKPbITO 0ObaBageTe. Ilo-
cJie 3Toro Jio6ol YyesaoBek MoxeT 2¢phEeKTUBHO BO3SBOIUTH B KBAJpaT
[0 MOAYJIIO 72, HO TOJIBKO Balll JpYyr cMoXeT 3¢bdeKTHBHO IPON3Be-
CTH 0OpaTHHIE BBIYMCJIEHUS (B MPEINONONKEHAN, YTO (PaK TOPH3AUAA
Tpyana). OTkpuiTolt uadopMauneit 31ech ABIAETCA YHCIO T, a Ce-
KPETHBIM MOTalfHBIM XOAOM, OMATH TaKH, CJIYXKHT €ro PasjIoXeHHe
Ha MHOXHTEJIH.

Onsa Gosee ocHOBOMOJIaTaloNMX CBEJEHHU IO BHIYHCJIHTESIBHOR
TEOPUH YHCEJ 1JIs KPUNTOrpadMH MBI OTCHIJIAEM YHTATEN A K 3aMe-
yatenbHo# kHure EBanrenoca Kpanakuca [244].

§ 2. OTkpbITOE pacnpenesieHue KJirodeit

OpHa U3 OCHOBHBIX TPYOHOCTEH, KOTOPYIO BCEra HEOOXOMHMO y4H-
THIBaTh B OOJIBIIKX MHOTOMOJB30BATEIBCKHX KPHITOrpadmiecKux
CHCTEMaX 3aKJI0YaeTCs B TOM, YTO KaXJad mapa ee NOJIb30BaTe-
Jelf, pennmosaraiommMx o6MEHUBATLCA APYT C APYTroM KoHQHIEHIM-
adnpHOR MHpopMalmelt, ToxHaA 3apaHee BhIpaboTaTh CBoMt 06oIOA-
HBI cekpeTHB# Kifod. Kak ¥xe, HanpuMep, JO/IXHBI TOCTYATH ABA
KOHKPETHBIX MOJIL30BATENSA, KOTOPhlE HEOXKMIaHHO 3aXOTeJH yCTa-
HOBHTH MexJy coboli ceKpeTHYIO CBA3b, HO ele He CooDlan ApyT
OpYyry HUKako# cexkperHol#t uHdopmanun? TpaIuiMoHHOe pelIeHue
I HAX — IAe-HUOyabh BCTPETUThCA U BhIpaboTaTh coBMeCcTHRIM ce-
KPeTHHH KJII0Y, HJIM HCHOJIL30BAThL IJIA €0 Nepenadu JOBEPHTEb-
HOro Kypbepa. O6a 3THX pelieHus ABJIAIOTCA OYeHb HEONEPATHBHEI-
MH 1 poporocrodiiuMu. K ToMy xe oHEH He MoryT ObITh abCosioTHO
HAJEXHLIMH.

[IpennasHaueHne KPUNMOCUCTEMDL C OMKEPHIMBLM pacnpedeseH-
em xAtoveld KaK pa3 U 3aKJI0YaeTcsd B TOM, YTOOH MO3BOJIMTD ABYM
HOJIb30BaTeNAM AJjace U Boby BHpaboTaTh B pesyJsbTaTe OEPEroBo-
POB Ipyr C HPYIOM IO HECEKPETHOMY KaHaJIy CBS3M TaKo#f COBMecCT-
HBEI}f CeKpeTHBI KJII04, KOTOpHIH «HApyIIMTEIb» HE MOT OBl pasra-
JaTh HaXe NOCJIE MPOCJYIIMBAHASA BCEX 3THX NEPETOBOPOB:
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TouHee TOBOP#A, XOTEIOCH OB HIMETH TaKoil MPOTOKOJ, C TOMOLIBIO
kotoporo Ajrca # Bo6 Mornu obMenuBarbca coobleHHAMH my (0T
Asncet ¥ Bo6y), ma (or Boba k Ajmmce), ..., IO TeX mOp IOKa OHH
oba OKOHYATEJILHO HE MOTOBOPATCA MeXIy cobolt 0 HEKOTOpOM co-
BMECTHOM KJitode k, mpUYeM OHM HNOJDXHHI CHIEJIATh 3TO TaK, YTOOHI
ONpeRe/IUTS k U3 3HAHUS TOJIBKO My, Mg, .. .OBIIO NpAaKTHYECKH He-
BO3MOXHO. [TonyepkHeM ellle pas, YTO PTOr0 HeOGXOMMMO NOGUTHCA
Jaxe B TOM cCJiydae, ecim Ajsnca m bo6 He oOMeHMBaJINCh 3apaHee
HUKakoll mHpopManuell, koTopas He Onlsia Obl W3BECTHA HAPYUIH-
TeJto.

Mepsriil kaxkynmiicss aBCoOOTHO HEBO3MOXHBIM IIPOTOKOJI, KOTO-
pHIi TeM HE MeHee JOCTHTaeT 3To#l nesu, 6b11 npenioxen Judbdbu
1 Xesanmanom [157] B 1976 rony. OH ocHOBHIBaeTcA Ha 3a1aye JMC-
KpeTHOro JioTapudpMRpOBaHHs, paccMoTpenHot B § 1. Ilycts n —
HEKOTOpOe BOJIbIIOE TieJI0e YMCJIO, M MYCTh ¢ — IpYroe Iiejoe, Jie-
Kalee crporo Mexny 1 u n — 1. B kavecTse meproro mrara mpo-
Tokousia nddu—-Xennmana Aanca u bo6 yciaapmupaorcs ob n u g
MOCPENCTBOM HECEKPETHOrO KaHaJsa CBA3M (B KayecTBe abTePHATH-
BHl I M g MOTJIH GBI OBHITH cmandapmusimu MapaMeTpaMu, MPUMEHsA-
€MBIMH BCEMH IMOJIb30BATEJIAMM CUCTEMBI). 3aTeM AJmca BhIGUpaeT
HeKOTOpoe GoJibilloe Hesoe 4ucso ¢ ¥ BhyuciadaeT X = g* mod n. Co-
oTBETCTBeHHO, Bo6 BHIGMpaeT 4MCJIO y U BHIYKCAAeT ¥ = g¥ mod n.
Ilocne aToro Annca u bo6 obMenuBatoTcst yucaamMu X 4 Y mo Tomy
Ke HeCeKPETHOMY KaHaJly CBA3M, Corpanaa 6 cexpeme = u y (Aunca
[pH 3TOM 3HAET TOJIbKO Z, a Bob — Tossko y). Hakonen, Asnca Bhi-
yucasdeT Y? mod n, a Bob, cooTBeTCTBEeHHO, BHYnCAAeT XY mod n.
O6a »TH 3HaYEHMs1, OYEBUIIHO, PABHBI MeXAY cobolf, Tak Kak Kaxmoe
u3 Hux pasHo ¢(*Y) mod n. Do Kak pas m ecTh TOT caMbifl K104 k,
KoTopuil#t Asca u Bo6 XOoTe/iM COBMECTHO BRIpaboTaTh.

Hapymmteny nps TaKOM NIPOTOKOJIE CTAJIKHBAETCA ¢ 3a7a4ell Bhi-
9HUC/IeHMA Kk U3 MepechbllaeMBbIX MO HECeKPEeTHOMY KaHaJly 4ducesI g,
n, X u Y. OueBNAHHIM HOJXONOM IJIsI HAPYIHTEJs ORIJIO GH BHI-
9ucauTh ¢ 13 g, n ¥ X (MM mo KpafiHelk Mepe HekoTopoe #, Ta-
xoe, uro g° mod n = X, Tak kak ana ymoboro nonobHoro # Bcerna
Y% mod n = k). Onrako 3T0 B TOYHOCTH 337242 HAXOXKIEHUSA [HC-
KpeTHoro Jiorapudma, KOTOpas CYATAETCE MNPAKTHYECKH HEBHIIOJ-
uumoit. KpoMe Toro, HEKTO 1oKa He HpuaymaJl cuocoba BEIYACIATD
k apdexkTrBHO M3 ¢, n, X m Y, Kak HUKTO ¥ He CMOr JOKa3aTh,
9TO 3TO HEBOSMOXHO, HJA XOTA OBl NPOAEMOHCTPHPOBATh, YTIO HE
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CYLIECTBYET JIY4YIIETO CHocoba CeNaTh 3TO, HO CYTH JeJia He HAXo-
I B IPOLECCe BHYKUCJEHHS JACKpeTHOro jJorapadma. Bor nouemy,
BoObLIe TOBOPH, MPaBOMEPHO MPEANIoaraTh, YTO BEIYHCIICHAE k MO-
XKeT BHTL OCYlIeCTBJIEHO 3¢ dEKTHBHO, Maxke ecJd OKaXeTCs, 4TO
pellieHne 3afavd JAMCKPETHOTO JorapihMHpOBaHUA NeACTBUTEIBHO
IPaKTHYECKH HEBBIMOJHUMO.

Brifop g ¥ n MOXeT 0Ka3bIBaThb CYUECTBEHHOE BJIMsIHHE HA 3¢-
(beKTHBHOCTH ¥ HANEXHOCTH MPENCTABJIEHHOTO TOJIBKO YTO MPOEK-
Ta KpUITOCXeMBI. JIJIs TOro 94TOGB COKpATUTh pa3sMep BO3MOXHBIX
OKOHYATENbHBIX 3HAYeHWH k, BaXHO 4YTOOBI (PYHKIMS MOMYJIBHOTO
BO3BelleHus B CTelleHb fgn:Z, — Z, (kak OHa oNlpeleJieHa B § 1)
6blTa HACTOJIBKO MOYTH B3aUMHOOJHO3HAYHOM, HACKOJIBKO 5TO BO3-
MOXHO. B TOM ciyuae, Korma n dBJsieTCd MPOCTHIM YHCJIOM, BCerya
CyleCTBYeT Takoe ¢, 4TO ¢° mod n DpUHHMaeT KaxJIoe M3 3Haue-
HU#l B mpoMexyTkKe oT 1 mo n — 1, Korma z npoberaer 3HaYEHHA M3
Toro xe wHTepBaJsa. IlogobHbIe g, KOTOpHIe Ha3bIBAIOTCA 0Opas3yio-
IIAMH 3JIEMEHTaMH, UJTH TeHepaTOpaMu, yukauyeckoll epynnot £, u
6bisin 661 uckoMbiMu. [Ipu 3TOM HallexkHee BuIBpaTh 7 TakuM Obpa-

n—
30M, ITOGHI Takxe Obino npocThiM [288]. Kpome Toro, Mox-

HO OBLIO OBl BCe yKasaHHBIe ONEpalUyl NPOBOAMTH B Hoasax lasmya
GF (2*%), onucanmne MeTOIOB BHIYACJEHHA B KOTOPHIX, K COXKAJIECHHIO, °
BEIXOIUT [AJIEKO 3a paMKH 3To#t kuuru [41]. OHM TpemZocTaBaAOT
BO3MOXHOCTH HaMHOTO Gostee 3¢ deKTHBHO OCYILECTBIATh YMHOKE-
HEe (a CJIeOBATEJIBHO, H BO3BENECHHE B CTEIeHb), TaK KaK MO3BOJIA-
10T u36eXKaTh NPU BBIYUCIEHAAX HEOOXOMMMOCTH IEPEHOCOB M MpH-
Benenunit mo Momymo [5, 4]. OnHako B 3TOM ciiydae pa3mep KJioda
Oymer Hamuoro myunHee. C IpYro#t CTOPOHHI, HJIHHBI BCEX THCEJ,
YyYacTBYIOIUX B apU¢METHYeCKHX OllepalnaX MOXKHO CYHIECTBEHHO
COKDaTHTh, €CJIM HCHOJIb30BATh BHIYUCIEHAS HAL JIJIANTHIECKMMHA
KpuBBIMH [6].

HecMoTpa Ha TO, 4TO OueHb GoJiblIME TUCKPETHBIE JOrapudMBbI
BO3MOXHO U fABJIAIOTCA TPYIHOBBIUUCIMMBIMHU, XOTEJOCH OBl Mpemy-
IPeOuTh YUTaTesd, 9TO OJId UX BHIUACIEHHA CYILECTBYIOT aJllOPHUT-
MBI HAMHOTO JIy4lllne, YeM ucdepueiBaowmit nouck. CaMble ydImne
U3 U3BECTHHIX B HAaCTOdAliee BPEM#A aJITOPUIMOB, KOTZa N SBJIAETCA
NPOCTHIM 9HCJIOM, OllicaHbl B {124], a npu Beraucaenusax B GF(2%) —
B [281]. Ilpu BHIGOpe pasMepa KJOYa TaKue MOJS JOJKHBI THIA-
TesIbHO aHaaM3npoBaThesa. Pupmoli Hewlett-Packard ommakms: Gbi-
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Jia pa3spaboTaHa 3IJIONOJIYyYHAA ANNApaTHAA peaIN3ald, HCIOJIb3Y-
outas GF(2127) [368]. Onnako kJoun B Helt 6111 6biCTPO PacKpHITHL
C TIpAUMEHEHNEM METONOB, KOTOPHIE H3/I0XK€eHH! B [45].

B mpeanosioxkeHAR, 4T0 1 U ¢ ABJAIOTCH CTAHIAPTHHIMH I1apa-
MeTpaMM, HHTEPECHOMU aJhTepHATUBOU ONMCAHHOMY paHee WHTEPakK-
THBHOMY IPOTOKOJY fIBJIIETCH OPTaHH3aIMsl M HCIOJIL30BaHUE He-
KOTOpPOTO €IMHOTO [JIA BCEX NOJIb3oBaTesiell xamaaocza. Kaxmbit
MOJBL30BATEN b 32MHCHIBAET B 3TOT KaTaJjlor CBOW coBCTBeHHBI# OT-
KpBITHIY K09 X, BHIYMCJICHHBIA Kak ¢° mod n B COOTBETCTIBHM C
JIMYHBIM CJIy49aliHO BHIOPAHHBIM CEKDPETHLIM KJIIOUOM 2. DTO MO3BO-
JISIET JIIOOBIM IBYM MOJIb30BATEAM C(POPMUPOBATH CBOM COBMECTHERIR
CEKPETHHIHl KJII0Y axe 0 UX NPEJBAapUTEJIHLHON TOTOBOPEHHOCTH O
HeM Ipyr ¢ gpyroM. OCHOBHOI HENOCTATOK TaKOTO OBILIETOCTYIIHOTO
KaTaJjlora COCTOMT B TOM, YTO OH He NOIJIEPXMBAET IOCTATOYHO Ya-
CTble H3MEHEHM NOJIH30BATEIAMH JINIHBIX CEKPETHHIX Kirtodeit. Mpt
HaMepeBaeMcs BEPHYThCH K 9TOM Teme B § 7.

Jpyroit monxon k mpobJieMe pacupenesieHus KJodel obecmedn-
BaeT npemyioxennad Japisbsom Bennerrom u 2Kuiem Bpaccapom
reanmoeaa xpunmozpadus [25]. Ee HalekHOCTH He 3aBACHT OT He-
JOKA3aHHBIX MPEINIOJIOKEHHN O BRIYUCTUTESLHON CJIOKHOCTH, OCHO-
BaHHBIX Ha TPYJHOCTH BHIYUCJIEHUH KaKUX 6B TO HU 6B1JIO HYHKUIHUH].
Bousiee Toro, oHa ocTaeTcsi TakKOBOR Jaxe TOTJa, KOra HApYUIMTETh
HMEET HEOTPAHMYEHHbIE BEIYUCTUTEILHBIE PECYPCH, HUIH JaXe eCJIn,
Bce-Taku, P = NP [27, 26, 28]. KBaHTOBOE OTKDPbHITOE paclpeiesieHre
KJIo4ell onuceiBaeTcd B NocJieqHER, cenbMOit IyiaBe 3TOU KHHUIH.

§ 3. Teopua KPUNTOCHUCTEM C OTKDBITBIM KJIOYOM

CucTreMa OTKpHITOro pacnpenesjieHusa Kiodell, Tak Kak OHa ONHUCa-
Ha B § 2, HO3BOJIAET JBYM CTOpPOHaM c(OpPMHPOBAThH COBMECTHYIO
9acTh HEKOTOPOH pacnpenesieHHOR cekpeTHoM nadopmanun. OnHako
[IPM TOM HHU OZHA U3 CTOPOH HE UMEET HHKaKOrO HENlOCPEACTBEHHOrO
BJIMSIHWA Ha TO, KaKOH OoKakeTcs 3Ta uHpopManus. Ecawm 6b1 Aun-
ca 3axoTeJsa nepenaTh Boby enmHCTBeHHOE cneyudavhoe coobuieHne,
TO 3a UCMOJIL30BAHKEM CHCTEMBI OTK PHITOTO paclipeleJIeHus KJITlodeit
JOJDKHO 6bL10 6B HOCJIEI0BATD HCTIO/b30BaHHE KPHIITOCHCTEMHE € Ce-
KPETHBIM KJIIOYOM, B KOTOPO# MepBOHAYAIbHAA COBMECTHO COPMHU-
poBaHHasA MMH MHGOpMAIKHA COXpaHAIach OB B Ka4ecTBe HX OBMIErO
CEKPETHOTO KJIIOYA. o
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KpAITocHCTEME XK€ ¢ OTKPHTHM KJIIOY0M MOTYT Henocpedcmeen-
#0 WMCNOJIL30BATHCH JJIA IHGpPOBAAR HanboJIee SHATAMEBIX coobIme-
pufi. Kpamrrorpadmaeckre CHCTEMb ¢ OMEPHIMBLM KA10M0M BO MHO-
roM DonobHE KPHITOCACTEMAM C CEKPEeTHHIM KJnodoM. OHE cocTo-
AT W3 npocmpancmea xawsell K, m pya xaxnoro k € K, m3 npo-
cmpancmea omxpumuz coobuenuil My, npocmparcmea wudpmex-
cmoe C; m napu bysxmab Ex: My — Cy u Dy: Cx — My, Taxkux, 10
Dy (Ex(m)) = m pna moboro orkphToro rekcra m € M. Tak xe
KaK H B KpHITOCHCTEMAX C CEKPETHHM KJII090M, 3¢ eKTHBHBIE aJIro-
PETML 18 BRancnennd 1 Ex, u Dy, NOJIKHK JIETKO DOy YaThcs JUIA
kaxaoro kmoda k. Mu 6yZieM Ha3sHBaTh AITOPATME, OJYI€HHHE
TAKHM OBpPAa30M, €CMECMEENNBLMY aAzopumMamu. BaxHo# HOBOH
OTJI4INTEIbHOR OCOBEHHOCTHIO ABJAAETCH TO, 94TO Ex mosmkHA GHITH
ompoHanpaBicHHOR GYHEDHEA ¢ moTallHHM XOAOM — HeOobXOomaMMO,
9TO6H OHIJIO PAK THYECKM HEBO3MOKHO MOCTPORTH HAKAKOro ad¢ek-
THBHOTO aJITOPATMA IJIA BHYHCAeHnd Dy (HO TONBKO eCTECTBEHHOIO
TAKOIO AJITOPHTMa), 3HAA ONBCAHHE €CTECTBEHHOIO aJITOPHTMA IJIs
puaacaeans Ex. B uyacTHOCTH, 3TO o3HavaeT, 9To 3HadcHHME k ne
JoaorcHo TPHECYTCTBOBATH B ABHOM BHJIE B €CTECTBEHHOM aJITODHTME

- mm$poBaAHAA. ,

Kpunrrorpagpageckne CHCTEMHB C OTKPHTHM KJIOYOM HCIOJIb3Y-~
1oTcA caenyonmm obpasom. Kaxani#i nmosis3oBaresib pas H HaBce-
raa BubHpaeT g cebs HekoTOpH# cayqalnnit kmod k € K. Dror
KJII09 OH HCOOJIB3YeT IJIA HOJIy9eHUA O60OMX eCTECTBEHHBIX ajirOPHT-
moB Ex u Dx. 3areM oH IesiaeT mybJMYHO NOCTYIHBIM CBO# ajiro-
paTM mmdposanaa Ex, BO3MOXHO HOCPEICTBOM HCIIOJIH30BaHUA HE-
KOTOPOrO COIpaBOYHHKA, HO IPH 3TOM XPaHHT B cTporoi TaiiHe cBo#
anroput™ nemmdpoBanns Di. Torna, ecsid oguH B3 moJb30BaTeIeH
KPHIOTOCHCTEMB 3axodeT IOC/aTh APYTOMY HEKOTOPOEe COODIIERHe,
TO OB HaflieT B COPABOYHHKE €r0 OTKPHITHIl aJropaT™ mmdpoBa-
HHAH H HMCIOJIb3YyeT 3TOT AJITOPHTM I TOro, 9TODH 3amadpoBaTh
cBoe coobuieHme. B 2TOM caydae mOcJie €ro mepechUJIKH, MCIIOJb-
3y#a cobcTBeHHBIl CeKpeTHHIR KJII09, TOJIBKO 3aKOHEKIH mOoaydaTesb
cMoxer pacummdpoBarh HoJyIeHHENE mAGpTEKCT. 3aMeTAM, 9TO B
HPOTHBONOJIOKHOCTh KPHITOCHCTEMAaM C CeKPETHHIM KJIOUOM, €CJIH
Auaca, sammdpopaB HekoTopoe coobmenne m 1y Boba, coxpamar
nmd)p'rexcr ¢, HO HOTepAET COOTBETCTRY o eMy OTKPHITHIl TEKCT
(wma sabyner Bce, YTO B HeM COJIEPXAJIOCH), TO OHa He ByAeT HMeTh
HHKAKHX HPEHMYIIECTB Nlepeli HapymMTe/leM B PacKpHTHH 1M B3 C.
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Takke B NPOTHBOLHOJIOXEOCTH KPANTOCXEMAM C CEKPETHLIM KJIIOYOM,
€CJIM HapYNIATENb, HepeXBaTHB IAGPTEKCT, 3HaLT, I KOro o Om
3amA¢poBaH, TO OH MOXET HCHOJIL30BATh OTKPHTHA aTOPATM IR~
¢poBanna JUIA NPOBEPKH JHOOONO KOHKPETHOrO NPERIIONIOKEHHHT O
TOM, KaKHM MOXET BHTH cooTBeTCTBYIOUHH OTKpHTHE TexcT. Bos-
MOXHOCTb (POPMHPOBATh MAGPTEKCTH B3 OTKPHTHX coobmennlt mo
cBoeMy BHOOPY IPHBOIMT K COKPAIEHRAIO THC/A KIIACCHIECKAX YPOB-~
Heft aTak, KOTOpHIE OOCYXJAJACH B CBA3M C KPAITOCHCTEMAMHE C CE~
KpeTHHM KmodoM (cM. § 3.1). OnBaxo mEOrIa MOXET IPEMERATHCA
cieayollas BaXHasd aTaKa:

e Amaxa na ocnoee ewbpannozo wudpmexcma: OPOTHB oUpe-
JAEJICHHOTO IOJIB30BATEA, GYHKOHAME IH(POBaBYs W JACUIH-
¢dpopanusa kKoToporo aBismiorcd Ex ®, coorBercTBeHHO, Dy,
KPHOTOARHAJIHTHK 33/aeTci BHODAHHHMHA WHAQPTEKCTAMHA C,
€2, ..., €¢; A HNOADMPAET OTBEYAIIME MM OTKPHTHE TEKCTH
m1 = Di(c1), me = Di(cz), -.., mi = Di(c;) npu ycionus,
9TO TaKHe OCMLICJICHHHIE OTKPHTHE TEKCTH CymecTBYIOT. Ero
IeJIb 3aKJI09aeTCA B TOM, 9T0OH Jbo onpenennTs Kiawod k,
b0 mocTpouTh KakoW-HAOyab 3¢ ¢dekTHBAKY aJIrOPATM BHI-
gucnenns Dy, mubo (32 HerMerneM H TOM, H APYTO# BO3MOXHO-
CTH) OHTATHCA HAUTA My 3 HEKOTOPOro HOBOro MEGPTEKCTa
ciy1 = Ex(miq).

KpanTocucTeMbl C OTKPHTHM KJIIO90M, B IPEHNMNE, MOTYT CyHIe-
CTBOBATb JIAUIL B TOM CJIyd9ae, €CJIA CYHIECTBYIOT He TOJIbKO MPOCTO
olHOHANpaBJeHnble GYRKIHA, HO u OAHOHANpaBJIeHANE QYHRKIHA C
notalianiM xonoM. B camom gmene, byaknun nmdposanna NOJIKHK
6HTH OIHOHANPABJICHHHMMA GYHKIAAMHE C HOTallHHIM XOIIOM, a Npo-
necc, KOTOPHi ¢ MOMONIBIO KJII0Ya obeceYnBacT eCTECTBEHRHH aJi-
ropat™ E¢POBaHMA, JOJLKEH PEaJIH30BHBATH NPOCTO ONHOHANPA-
BJeHRYI0 ¢yHKIHIO. B pesyanTdTe BCero 3TOro mMoJydaercs, 4To
MBI He 3HaeM, KaK J0Ka3aTh CYHIECTBOBAHHE KPHIITOCHCTEM C OT-
KPHTHM KaiouoM. TakuMm o6pa3soM, Bce HAllli pacCyXIeHHdd O HHX
MOryT GHTB He 6oJiee, 9€M OCYHIECTBJIAEMHIl BeCcbMa CBOCOOPA3HEIM
Coco60M pasroBop O MYCTOM MHOXECTBe, Jake HECMOTpA HA TO,
9TO BO3MOXHAA PEAIH3YEMOCTh CaMOTO MOHATHA KPHITOCHCTEME C
OTKPHITHIM KJIIOUOM yXe bulia popMaibio npo,neuoncrpnponaﬂa B
OTHOCHTEJILHBIX yTBepXaeHuax [68, 65, 66].

~ TlooTOMy TOYHO TaK Xe, KaK M B CJIydac ONHOHAIPABJICHHERIX
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bysxuu# (¢ noTallHEIM XOIOM), MKl HO/DKHBEI GHITH yAOBJAETBOPEHEI
CBOMMH KaHIONJATaMA Ha KPUITOCUCTEMBI C OTKPHITRIM KJIIoUoM. JBe
73 HauboJlee N3BECTHHIX KPHITOCHCTEM, IPETEHAYIOLMX HA POJIb Ta-
KX KaHIUIZATOB, OBIIM MpENJIOKeHbl cpa3y mocJe Toro, kak Hud-
¢u u XensMaH BBesM MOHATHE KPUANTOTPAPHH C OTKPHITHIM KJIIO-
4oM [157]. OnHa M3 HAX — 2TO TaK HASLIBAEMas PAHYE6as KPHITO-
cucrema Mepkaa u XenmMana [266, 214], koTopas Bckope 6rL1a pac-
KpeiTa [150, 161, 317, 3, 88, 245, 89]. U x014 CyuiecTBYIOT elile Hepac-
KpLIThIE BapHaHThl OpHUTHHAJLHON KPHITOCXeMBI, 3THM BapHaHTaM,
10 BUAMMOMY, He CTOMT HOBEPAThb. BpuKesJ Hanmucas odeHb NO-
ApobHYI0 HCTOPHIO KPHUIITOaHAJIM3a PaHIeBOl Kpunrorpaduieckoi
cucteme! [90]. Jlpyrad naubosiee H3BeCTHasd KPUIOTOCHCTEMA C OT-
KPBITHIM KJIIOYOM BCE €lIe OCTAETCH HECOKPYUIMMOU, U MBI B CJIEAY-
jolieM Naparpadge OnuileM ee JOCTATOYHO IETaJbHO. BbLIM mpel-
JIOXEHHBl ¥ IPYTHE CHCTEMEI, TaKWe Kak cHcTeMbl Makasuca [262] n
Onp-TaMauia [166], Ho MBI He ByIeM 0BCY)IaTh BX 3mech. [lo noBony
HCYEPIBIBAIOEro 0630pa KpUNTOrpadUUEecKHX CHCTEM C OTKPBITHIM
KJI040M obpalnafiTecs k [246, 279]. 3axBaThIBaowas HCTOPHA CO3IA-
HUA KPANTOIPaduH C OTKPBHITHIM KJIOYOM OTPakKeHa C CTAThE CAMOTo

Yurdbunga Tuddu [156].

§ 4. Kpunrocucrema RSA

Camoli ntepBoit kpuntorpadudeckoit CUCTEMON ¢ OTKPBITHIM KJIIOYOM,
U3 TexX 4YTO OBIJIM NpensoXeHBl B OTKPBITOU JiMTepaTtype BOODIE,
Apyidercd kpunrocucteMa Pusecra, Hlamupa u Dnemana [307]. Oua
cTaJia n3BecTHa mon Ha3BaHueM RSA wnm MIT xpunrocucreMmel. Ita
KPHIITOCHCTEMa OCHOBLIBAETCH Ha BEPE B TO, 4TO MOLYJIbHOE BO3Bee-
HHE B CTeNEHD NPH (PUKCHPOBAHHBIX 3KCNOHEHTE H MOAYJIe ABJAAeTC
OoNHOHANIpaBJ/IeHHOH dyHKIMel ¢ moTallHBIM XomoM (CM. §1). Haa
NEPBOHAYAJILHOTO O3HAKOMJIEHH C 3TOM KpHUnTocucTeMol obpaaii-
Tech K craThbe Maptuna 'apauepa [185].

Ilycts p 1 ¢ — oBa GOJIBIKMX PA3AMYHBIX NPOCTHIX YHCJA, T =
P ¢, ae— HEKOTOpOe neJIoe, B3auMHO poctoe ¢ (p—1)(¢—1). Torma
‘s xpunrocucteMel RSA B KadecTBe auunoz0 (cexpemmnozo) xJio-
4a MOXeT OHTh BhIOpaHa Jiobas Takaa Tpoitka k= (p,q,¢). Iycto
TaxKe KaX[JO€ H3 COOTBETCTBYIOUAX MPOCTPAHCTB OTKPHITHIX TEK-
cToB My u mmdpoBaHHKHX coobmennit Cx cyts £, T.e. MHOXECTBO
HEOTPRUATEJILHEIX. HEJIRIX quces1, MeHbmnx n. {Ecian IpH 3TOM pe-
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aJIbHBE COODINEHAA OKAXYTCA CAAMKOM JIAHHHMHE, YT0OH IpAHAL-
aexath £, , To ©X HeoHXoaUMO pa3buBaTh Ha JacTH U 3alIAdPOBaTh,
ACHOJb3yA peXuM mudpoBaHusa co cuenseHueM Giokos (CBC), Ko-
Tophi#t onucan B § 3.5). Torma cooTBercrBylomas kimody k GyHknas
mmdposanusa Ex: Mg — Ci onpenensercsa kak Ex(m) = m® mod n.
Jas Toro 9T06BI MOTHOCTHIO ONPENENTh ECTECTBEHHBIA aJITOPHTM €€
BLIYACJIEHHS, JOCTATOYHO 3aUCaTh 72 U € B OTKPHITHI CIPaBOYHHK.
Takas napa (n,e) Yuces Ha3bIBA€TCA QTKPHITHIM KJ0uoM. OH Jrerko
BHLIYHMCJIAETCA MPOCTHIM [IEPEMHOXEHHEM P U ¢ U3 JIATHOTO (CEKpeT-
Horo) kJuo4a (p, q,e).

Bcnomaum us § 1, uto £ saBiseTcA KaHOWIAaTOM Ha OJHOHAIPA-
BJIEHHYIO (DYHKUMIO ¢ TOTAHBIM XOIOM, M XOTA CYWECTBYeT 3 dek-
THBHBI} aJICOPUTM BRIYUCJIeHUA obpaTHOl et dynkuun Dy, HO MmI
He 3HaeM, KaK NOJIY4uTh ero 3¢ beKTHBHO, 3a0aBaiCh TOJBKO €CTe-
CTBEHHBIM aJITOPUTMOM BbIYMcJeHHA Ei (T.e. TONBKO NIpW 3amaH-
Heix 1 ® e). Tem He Menee Tako# 3¢ pekTUBHBI aJIrOPUTM BBLIUH-
caernns Dy JIETKO MOCTPOMTH, 330aB MHOIOJHHTEJBbHYIO CEKPETHYIO
HHpOpMANUIO, 2 MMEHHO — 4YHMCJIA P M ¢, ABJIAIOLMECT MHOXHUTE-
aamu gucaa n. C 3To#l mesibio, HCIOMab3Yyst 0606MEHBI aJITOPpHTM
EBkamia nj1d HaxoXIeHUsA HanOonblero obuiero gesuress, Heo6xo-
JIAMO BBIYHCJIATD Lesioe 9rciIo d, Takoe, uTo e -d = 1 (mod ¢(n)),
rne ¢(n) = (p — 1)(¢ — 1). Torma no m3BecTHO# TeopeMe Ditepa
m*?=m (mod n) AJa KaX[IOTO LEJIOTO IUCJIA T H, CIIEN0BATENb~
Ho, m*% mod n=m npu ycsoBum, yTo 0 < m < n, KoTopoe obecme-
yuBaeTcs, Korga meE My. ®yukuusa nemmdposanusa Di:Cp — My B
cBA3H C 3THM onpenenserca kak Dg(c)=m? mod n, u 117 ee Bbun-
CJIEHMs MOXKeET ObITh HCIOJIB30OBaH TaKxke 3¢ GeKTHBHBIH aIrOpuTM
MOJIyJILHOTO BO3BENEHHA B cTeleHb. (I 3aJaHHBIX 4HCe] p H ¢
cymecTByer naxe Gosiee addekTUBHMBIN anropuT™ Buuucierus Dy,
KOTOpHI# OCHOBaH Ha KHTallckolt TeopeMe 06 ocTarkax [292].)

Taxum o6pasoM, CYMMEpys Bce CKa3aHHOE, KaXJApli MOoJIb30Ba-
Tenb KpANTOCHcTEMBI RSA HoJIXeH coBepllieHHO cay4aliHO ¥ pas |
HaBcerJa BhIOpaTh 4Jis cebsl MOAXOAAIME LeJIbe YHCaa p, ¢ M € U
BHIYKMCJIATE ¢ ux nomombio d. Ilocsie wero oH HOJKeH coenaTs cBOH
OTKPHITHIH K049 (€,7) HOCTYNHHIM B NOJIb30BATEJICKOM CIIPaBOY-
HEKE, HO NP 3TOM COXPaHATh d B cekpeTe. DTO NaeT BO3MOXKHOCTD
OCTAJIbHEIM TOJIb30BATENAM 3aliMdPOBHIBATh NOCHIIAEMbIE MY CO-
oblIeHEA, KOTOPHI€ FOJILKO OH OJUMH MOTOM CMOXET pacuimdpoBaTh.
Jnst Toro 4Tobbl 3TA MAEA MOJIa OBITH peajid30BaHa Ha MPAKTH-
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Ke, PEllaloNIiM ABJIAETCA YIOBJIETBOPEHHE TpebOBaHMA, YTOOHI Te-
Hepalnysa OOJBIIMX CJay4YalHBIX TPOCTHIX YHCeJ W BbIYUc/IeHHe d Obl-
JIM JIETKOOCYIECTBUMBI. K cYacTbio, mpoBepKa YHCES Ha MPOCTOTY
OKa3LIBAETCA JeHCTBUTEJIBHO Jierde UX pa3sIokKeHNA Ha MHOXUTEIH,
6Jarogapsi BEPOATHOCTHHIM ajiroputMam Pobepta Conosesa u Bou-
kepa Illtpaccena [339] u Maitksia Pabuna [298]. IlpoBepke umcen
Ha TPOCTOTY MOCBALIEHO HECKOJIBbKO MHTEPECHBIX paboT, B YacTHO-
cTH, [289, 233, 271}. Ilo noBody TecHO CBsA3aHHOTO C KpUNTOrpadueh
BOIIPOCa O 2eHepayuu MOOXONSUIMX NPOCTHX 4YHces (HO He UX npo-
éepxu Ha MpocTOTy) obpauwahiteck k [125, 16, 260]. OrHocuTenbHO
ONMHCaHWA PAaCIIHPEHHOTO ajropuTMa EBkjamuIa mnsa BeluucaeHus d
cmotpHuTe [7, 142] (HO ecsim e BB IPEANIOYUTAETE HEPEOTKPHITH Pac-
IUPEHHBIH aJropuTM EBKJIHIAa caMOCTOATENBHO, TO MOXeTe HallTi
HOJIE3HLIME TE€ YKa3aHMs, KOTOPHIE JaHbl K 3amade 8.5.12b us [77)).

B kaudectBe Heboablioro mpuMepa, mycth p = 19 u g = 23, Tak
yto n =437, a ¢(n) = 396. Ilycts Takxke e =13, a 3naunt d =61,
nockobky 13- 61 =793 = 2¢(n) + 1. Torma coobuieHEE OTKPHITOTO
Tekcta m = 123 6yner samndposano xak ¢ = 123'3 mod 437 = 386.
HetcTBuTensno, 38661 mod 437=123.

Ocob60 OTMETHM CHTYaNMIO, KOTIa KPUITOAHAJUTHK, IePEXBATHB-
wul wudprekcr ¢ = Ex(m), HoC/IaHHBIR U3BECTHOMY HOJIB30BATEIO,
3HAET €CTECTBEHHBLIH aJIrOpUTM Kb poBaHua Ex, KOTOpBIH UCHONB-
3yeTcsi OTMpABUTENEM IJI BBIYKCJIEHHA ¢. Takoe TpennoJiokeHune
HUMeeT IBa BaXHBIX CJAENCTBHA. EcJu OBl HapyWIATETb MOT B TOY-
HOCTH yTaJaTh OTKPBITBHI TeKCT coobuieHns m, TO OH Obla1 6Bl B
COCTOSIHMA TOYHO TaK Xe, KaK M OTNPAaBHTE/b, BHIYUCIATE E;(m),
a 3aTeM HPOBEPHUTH CBOIO JOTAIKy, CPABHUB IOJIY4YeHHBIH pe3ysbTar
¢ WKM@PTEKCTOM ¢. .Y YMTHBag BO3MOXHOCTb HCYEPIBIBAIOLIETO TIO-
HCKa, TaKasd yTpo3a ABJAETCA HOBOJBHO OMACHOM, €C/IM YHCJIO BO3-
MOXHBIX OTKPBITBIX TEKCTOB CPAaBHHTEbHO HeBeanKo. Ecim xe mo-
6aBIATHL B KOPOTKHE COOOUIEHNS caydalHble HUTHI, TO 3Ta TPYIHOCTD
MOXeT OBITh JO HEKOTOPOHl CTeNeHu pa3spelleHa, oqHako, 6osee mpu-
€MJIEMBIM pellleHHeM HECOMHEHHO SIBJISIETCH MCIIOIb30BaHHE 6EPOAM-
nocmuozo wudposarua (cM. § 6). Ilpu KenaHUHM MOXKeTe OBPATHTHCA
takxe K [308].

BouJsiee cymecTBeHHBIM /11 KPHITOCHCTEMBL RSA SIBJISIETCA IpPY-
roe CJIEACTBHE M3 TOro (akTa, 9TO HAPYUIHTENIO JOCTYIEH OTKPHI-
THI# ajroput™ mmdpoBanus. [lellCTBHTENBHO, OH 3HAET, YTO € =
m® mod n A W3BECTHHIX 3HavYeHuit ¢, ¢ U 1 (XOTA U HE 3HAET ).
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ToaToMy, ecois 661 OB MOT Pa3JIOXKNTH 12 Ha MHOXMTENH (PacCKpPHIB Ta-
K¥M 06pasoM JIMUHBIH ceKpeTHBIH K04 {p, ¢, €) 3aKOHHOTO HOoJyYa-
Tess WHPTEKCTA ¢), TO OH MOF 65 mostyuuts 1 p(n) =(p—1)(g—1),
HocJie 4ero, NIPMMEHMB pacliHPeHHBLI! ajroputM EBKiMpa, Bbiun-
canthb d, 4Tobbl 3aTeMm Haltty m = c¢? mod n. K cuacTbio, mems-
BECTHO HMKAKOI'0O aJIPOPHTMa, C IOMOUIbIO KOTOPOTO MOXHO 6BIJI0 6B
Pa3/IOXUTh Ha MHOXMTENU YeTHIPEXCOT3IHAYHOE JECATUIHOE YUCJIIO
3a IpHeMJIEMOE BpeMsl, X [IO3TOMY CYMTAETCA abCOJIOTHO HadeAK HbIM
BHIOMpaTL YMCJIa p M ¢ AJMHON NPHMEPHO B ABECTH (HECATHYHBIX)
3HaKoB. Bribuparb p U ¢ HeobXOZUMO ¢ 0cobOl TIIATETBHOCTHIO,
9TO6BI IPH MCHOJIL30BAHUH M3BECTHHIX aJrOPHTMOB haKTOPU3AIMH
He NpPeJOCTABUTH KPUNTOAHAJMTHKY HUKaKUX «3aleloK». B vact-
HocTH, Haubosibmui obmui mesnurens yucesn p — 1 u ¢ — 1 gomxen
6bITh HEGOJBIINM, a 0Da OHH, KakK p — 1, Tak ¥ ¢ — 1, JOJIKHBE UMETh

Gospite mpocThe AenuTenu. bBiskim u Bopom npensioxusu BhI-

-1 -1
6upaTh p M ¢ TaK, YTOOHI M P , | g 5 Takxke OBIJIM MPOCTHIMH

qucsamu [47]. Hua Gosee wuapokoro ob6CyKAEHAA TOAOOHBIX BONPO-
coB pekomenayeM obpatutbed K [142]. Txor Fopnor B [203] u Yau
Maypep B [260] npenyaraioT s¢gdekTHBHbIE CNIOCOOH BHIGOpA TAKUX
nonxXozAmMX (CHNIbHBIX) NpocTHIX dncesa. Cu. Takxe [218].

Jaxe ecqu c4uTaTh, 970 GaKTOpU3auus IeHCTBHTENILHO TPYI-
Ha, OCTAETCH HEM3BECTHBIM, SABJIAETCA JIM CTOJb X€ TPYIHBLIM CaMO
packpuitie RSA. Benpb BrosiHe BeposiTHO, 94TO d MOXET OBITh BLIYM-
CJIEHO W3 OTKpbITO# MHbOpPMauuu ¢ u n Booblle 6e3 pasioKeHus n
Ha MHOXUTeaH. Ho BO3MOXHO Takke U To, 4TO 3HaueHwe d (a, cTa~
J10 6BITh, M 3HAUEHN:A MHOXHTesel uncsa n) QelicTBUTENHHO TPYIHO
BBIYMCJIMTD IPAKTHYECKH U3 € U N, laXKe eCJIM CylileCTBYeT KaKol-To
uHoM 3d ek TUBHBIY aTOPUTM PACKPHITHS M U3 €, n ¥ m® mod n.
Maiiksom Paburom B [297] 1 Xyro Yumisamcom B [360] 6bwtu mipen-
JIOXEHBI IPYTHe KPHUITOCUCTEMHI C OTKPBITHIM KJIIOYOM, JJIA KOTO-
PBIX OHH JOKA3aJIM, YT0 PACKPEITHE B HUX OTKPBITOFO TEKCTa U3 Beel
JOCTYTHOU HApYWHTEIO HHGOPMAIUM OKa3hIBAETCA TaKUM XK€ TPY/I-
HBIM, KaK M Pa’3jioXKeHWe Ha MHOXHTEJM Oosbmux yuces. OmHaKo
3TH KPUITOCACTEMBI Cpa3y ¥e pPAcKPBLIBAaIOTCHA NPH aTake HAa OCHOBe
Bhi6panHoro mudprekcra. Tem He MeHee TEOPETHYECKHM CYNIECTBY-
10T KPHIITOCHCTEMBI, KOTOPHIE ABJIAIOTCA BEPOATHOCTHO CEKPETHBI- -
MHE IIpH aTakKe Ha OCHOBe BhIbpaHHOTo mmdprekcta [276]. Hakonmen,
Jlaxe eCJIA M U B CaMOM Jlejie TIPAKTUYECKH TPYAHO BHIUHCJIACTCSH
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U3 Tolt MH(pOpMaIMK, KOTOpasi JOCTYNIHA HADYIIHTENIO0, OLITH MOXET
ele OcTaeTcss KaKoR-HuOYIp cmocob moJiyduTh 3¢ QPEeKTHBHO HEKO-
TOpYIO ¥acmuynyl0 MHPOPMALMIO 06 OTKPHITOM TEKCTE, HalPHMED,
TaKylo, Kak NOJIOBHHA OUTOB coobuieHnsa m. Bce 3TH Bo3MOXHEBIe
caabocT CHEMaeT NpAMEHEHHe BEPOATHOCTHOrO uimdppoBaHus, KO-
TOpOe Mbl PAacCMOTPHM B § 6, IPH €JUHCTBEHHOM IIPENIOJIOXEHMH,
4YTO pas3yIoXeHUEe HAa MHOXHUTEIN SABIAAeTCA NelCTBETEILHO TPYTHOR
3ayadeit.

Ilosib30BaTe M KPANTOCHCTEMBI RSA [OJIXHBI 3HaTBH O TOM, 9TO
3Ta KpUITOCXeMa sABJiAeTcs cyiaboil IpM HEKOTOPHIX BUIAX aTak Ha
ocHoBe BhIGpannOro MuppTekcTa [134, 143]. IIpenmosioxum, HanpH-
Mep, 4TO HapylIHTEeJb NepexXBaTH HEKOTOpoe ¢ = m® mod n, rae e
H n — OTKpHITad mHQopMamma. Emy xoresocs 6ul onpeneaTs m.
IIpn aTtake Ha OCHOBe BHIGpaHHOrO MKMGPTEKCTa €My NpelOCTaBJId-
eTcsl BOSMOXHOCTh NEpefaTh HEKOTOPOE ¢ 3aKOHHOMY HOJY4YaTeso,
¢ TeM 4TOOBI MOJIYYATH B OTBET COOTBETCTBYIOlee M, Takoe, UTO
¢=m° mod n. PasyMHO 0XHUIaTh, 4TO MOJy4aTesb MOXET YKJO-
HATBCS OT OTBETA, ECJIM HAPYIIUTEND MONBITAETCS UCIOJNb30BATh He-
IOCPEICTBEHHO ¢ = ¢ (B IIPOTHBHOM cJlydae HUKaKas KPUITOCHCTEMA,
CKOpee BCEro, He NOIKHA 6biTh HanexHol). OmHAKO HApYIIMTED B
COCTOSIHAM 3aMacKupoéams CBOH Bompoc, BHIGpaB cJiydaitHbiM obpa-
30M Hekoropoe ¢ u3 Z) u BolducymB ¢ = (2°) - ¢ mod n. Mcxon-
HBIH OTKPHITBHIM TEKCT ™M MOXeT OBITh TOrHa MoJy4deH 3¢ ¢eKTUBHO
{npm ucnonbzoBaHEM 0606UIEHHOTO aaropuT™Ma EBKJIHAA), TOCKOJI-
ky m=m -z~ ' mod n. HemssecTno, cymecryeT 1 6oJiee XuTpo-
yMHasi aTaka Ha OCHOBe BwIOpaHHOTO mudpTekcTa, deflcrneumesbro
crmocobHasA packpuTh RSA B TOM cMBIC/IE, 9TO HO3BOJIMT HapyUINTE-
JII0 BEIYHCJIMTH MHOXKUTEJIM N UIIH, XOTsI OB, CEKPETHYIO 3KCIIOHEHTY
nemmagpoBanus d. Ecau 6b1 3T0 6BJIO TaK, TO BCEe MOCIEMYIOIUE
ungpTEeKCTH MoXHO 6b1s10 681 pacuindpoBbiBaTh 6e3 Kakoro O TO
Hu Obl10 ObpallleHUd K 3aKOHHOMY noJiydarenio. [Jis mepBoro 3Ha-
KOMCTBa B CBA3M C 3THM cMOTpHTe [149].

HecMmoTpst Ha Bce CBOM NpeMMYILIECTBa Nepen KpunTorpadpude-
CKHMH CHCTEMaMHM C CEKPETHHIM KJiio9oM, RSA Bce XKe 3HAYUTE Ib-
HO MenJiennee, 4eM DES. HamomuuM, 4TO annapaTHas peasin3amus
DES B HacToslee BpeMs cnocobHa AOCTATaTh ckopocTd 90 merabut
B CEKYHJIy. OTO 3aCTaBJIAET PACCMATPUBATH MEPCOEKTUBY KOMMED-
YecKolt IpMMEHMMOCTH maXe caMhbix 6uicTphix. RSA ycTpoilicts mna
undbpoBaHU CKOpee KaK He COBCEM yIOBJIETBOPHTEbHYIO.
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Tax, HanpAMep, Ha BeHTHJBHOM! Marpaue Kowanckoro [238, 338]
MOXHO JOCTHYb IPHMEPHO 5 KHMJIOGHT B cekyHay ¢ 512-tm Guro-
BBIM KJIIOUOM (YTO ABJIAETCH GE3yCc/IOBHO CaMbIM HHXXHHM TIDENesIoM
Ha pa3sMep KJI04a, KOTOPHHE BoOGlle MMeeT CMBIC/ pACCMATDUBATD).
Bouio coobienne, onybiukosantoe B [280] o Gostee BHICTPOM peasiu-
3allM|, KoTopas mpuHaniexuT [[xumy OMype, Ho ¥ OHa (Ha BpeMs
ee paspaborku 6b11a) 6osiee 4eM B ThHICAYY pa3 MenvieHHee, yeM DES.
CyurecTBoBasTa TaKXe 3HaMeHNTasA «MHKpocxema PusecTa», KoTopas
Tak HEKOr/a H He 6blia oTiiaxeHa [304; 305] u mpoext Bpukesa, xo-
TOpEIi B C/IyHae €ro peaji3aliii TEOPETHHIECKH CMOT 661 DocTHYE 25
kus106uT B cekynny. O6 eute Gosee GricTpot paspaboTke O Mpak-
THYeCKMX MpMMeHeHml coobmasoch B [314]. Uutatite Takxe [282].
0630p THX 1 HEKOTOPBIX IPYTUX alllapaTHEIX pean3anuit RSA man
Ypuectom Bpukesiom B [91]: ‘Koncynprupyhrecs akxe 5 [156, 279].

ITon pykoBoncTeoM )I)KnHa. Bunnemuna 6r1a paspaboTaHa o4eHb
BBICTpas MEKPOCXEMa, B KOTOPOH CKOPOCTE U POBaHAA JOCTHrAJIA
225 XxWI06MT B CEKYHIY IPH JUIKHe Ki1oowa B 508 Gut [322] B nett cy-
LIECTBEHHO HCIIO/IB30BAIOCE 3Ha}me COMHO)I(HTeJIeﬂ COCTaBJIAIOLIAX
MOIYJTb. Co

HeobxonuMo OTMETHTH TOJIBKO, YTO YHCTO MPOTPAMMHBIE BEp-
cuu agroputma RSA ropasmo Mensiennee ammaparnbix. Han6o-
Jiee 6picTpas (COOTBETCTBYIOLIast) NPOrpaMMHas peasm3anusa RSA-
mrgpoBaHis, HMeBlIad KOMMEpPYECKOe NpUMEHEHHe, WHUPPYET cO
CKOPOCTHIO 20 KMJIOOHT B ceKyHZy (mpu miuHe Monyqs B 1024 6uta)
u 40 kwiobut B cekynny (mpu aause momyss B 512 6ur). Kpome
TOro, WHTepecHa omucanHas B [160] mporpamMMHo-ammaparHas pea-
mu3anus RSA,| B KoTOpO# HCHONB3YIOTCA BO3MOXHOCTH apiupMETUKHA
cHTHaJibHoTo mpolueccopa Motorola DSP56000.

Cuenyer ynomsayTh Takxke o uimdparope CryptoCom KoMmanuu
Algorithmic Research, KoTopstit 65151 CipOeK TUPOBaH 1J1s1 paboTHI Ha
IBM PC. On wndpyer ouern GbICTPO, TaK KaK B 9KCIOHEHTE Y He-
ro B KayecTBE OTKPHITOTO KJII04Ya BCEra MCIOJIL3YeT € = 3, Ho NpH
a10oM RSA (mockonbky CryptoCom — »10 rubpraHas cucTema) npy-
MeHAeTCs ToJbKO npH cMeHe DES-kuawouelt wnudpopanus. O6pIuHO
HCIIOJIL30BaHMe MaJIbX 9KcIoHeHT B RSA ouens onacuo [210], xota
B nIpMBeJeHHOM cuTyaumu u He camukoM. Ilo noBony xpunToanaymsa
RSA npw ¥cnosb30BaHMM KODOTKHX CEKPETHRIX 3KCIIOHEHT M. [356].
Ozu 512-6uToBbIit 610K CryptoCom nemmdpyer npamepno 3a 9 ce-
KYH[, WJIH, IpU pa3bHeHNH 3a0iCH OTKPBITOTO TEKCTA Ha OTAC/IbHEE
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6JI0KH, CO CKOPOCTBIO 0K0JI0 57 6HT B cekyny! PPaKTHIECKH XK€, T.K.
27O rEOpHIHAA CHCTEMa, TO 33 JOCTATOYHO GOJILIOH IIPOMEXYTOK
BpEMEHH OHa paboTaeT HamHOro 6uictpee (cm. § 7).

Ornocrresavro peasmsanma RSA B yrusepcatere Batepaoo (Ka-
Haga), B KoTOpoli mCHoJ/Ib3yeTcsi apHpMeTHKa B IOJISX XapaKTepH-
CTHEH 2 W cKopocTh agpoBaunsa 7 Aemacdposanns aoctaraer 300
KBJIOGHT B ceKyHAy, cM. [5].

§ 5. Ienepanusa ncepnocaydafupIx aucedt

JiBoMYHAS MOCJIENOBATEILHOCTh Ha3biBaeTCH ncesdocayvaiinoil, ecym
OHA BHILJIANET Kak OecCHCTEMHasi M BEPOATHOCTHAA, XOTS Ha CAMOM
ZieJie CO3[[aBaJIach MOCPENCTBOM BIOJIHE JETEPMHUHHPOBAHHOIO NPO-
mecca, KOTOphId Ha3KIBaeTCA nceedocayuatinwm zenepamopom. Ta-
KHe reHEpATOpPH HAYAHAIOT CBOIO paboTy ¢ HeHCTBUTENBHO CIIydall-
HOI HCXOMHOM HOCJIENOBaTEJIbHOCTHIO, Ha3kiBaeMOH navaavnol, n ne-
TEpMHHEAPOBAHO BHIPAOATHBAIOT ¢ ee IOMOLILIO ropaso bosiee AIaa-
HYI0 ICEBAOCTYIaftHyI0 mMOCJeN0BaTEJbHOCTh. B 3TOM CMEIC/Ie niceB-
IoCJlyqallHKle r€HepaTOphl MOXHO pPacCMaTpHBaTh KaK CBOEro pola
pacnpocmpanumenet ciydalitnocta. B xadecTBe 3HmMKJIOmERMH 1O
KJIacCHiecKoll reHepalMu HCEBIOCaYYaHBIX MOCJENOBaTEbHOCTEH
H TeCTaM, [eJIb KOTOPHIX 3aKJI09aeTCA B TOM, YTOOH ¢ ¥X IOMOIIBIO
FMETh BO3MOKHOCTh OTJINYATh IICEBIOCY YalfHEIe IOCJIeAOBATEIbHO-
CTH OT HCTHHHO CJIy9alHEIX, MBI pekoMeHnyeM [236].

CaydaltHocTh B KpuITorpadmus Boobllle OYeHb CHJIBHO B3aHMO-
cBA3aHB. Beb 0CHOBHAHA MeJib KpANTOrpadHIeCKAX CHCTEM COCTOUT
B TOM, YTOOH IPeobpa30BaTh HECIyYallHbIE OCMBICJIEHHBIE OTK PHITHIE
TEKCTH B KaXyIlylocd cJiydalinoi Gecrropano9ayo MEIIaHAHY CHM-
BOJIOB. IJTa CHOCOOHOCTH KPHITOCHCTEM MOXeT GHTH HCHOJb30Ba-
Ha AJIs TeHEPalAH [ICEBAOCAYIallHBIX HOCJIEAOBATEbHOCTE] caeny-
oM obpasom. Ilycts Fp — HekoTophi#t anropuT™ mwndgpoBanns,
H OyCTh g — NPOA3BOJIbHBIM OTKPHTHIA TekcT. PaccMoTpum mo-
CJIeIOBATENIbHOCTD, KOTOpad ONpeleiaeTcH KakK &it1 = Ex(z;) ana

1> 0. Ecom £y BIOJIHE IOAXONHT JJA KPHITOrpadmYecKnx meJielt,
To 110 Beell BUAMMOCTH MOCJIENOBAaTEIbEOCTE 1, T3, ... — ABJIACT-
Csl IOCJIEROBATENBHOCTHIO Be3 ABABIX NPA3HAKOB CHCTEMHOCTH (XOTHA
COBepIIEHHO 04EBHIHO, YTO OHa 06A3aTeTbHO NOJDKHA 3aBUKIIHBATE-
cs1). Moxer 6HTb, /15 TOrO YTOGH YMEHBUIATH KOPPEJIANMIO B 3Tol
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NOCJIeOBATEIHHOCTH, 6610 6Bl MpEANnOdITHTENbHEE H3 KAXKAOro I;
OCTaBJIATh TOJBKO HECKOJHKO 6MTOB mudopMamuu. - \

Jlpyroit acnekT B3aAMOCBA3H MeXAy CBOICTBaME CiIyIallHBIX mO-
ciaenoBaTesbaocTell m xpunTorpadumell eme 6onee matepecen. a-
Ke caMHe JIydlIKe KpAnTocAcTeMsl Ouiim 611 Hecniosie3nst, ecan 661
KPHMOTOAHAJIUTAK MOT YTaJbiBaTh HCIOJIb3YeMBIl B HUX KJifod (mpH-
9eM 3TO 3aMe4aHHE B OHAHAKOBOH CTelneHW OTHOCHTICA KaK K KpH-
NTOCHCTEMAaM C CEKPETHEIM, TaK B K KPHIOTOCHCTEMAaM C OTKPBITHM
kao9oM). W 1o Beeit BAAMMOCTH, He CyLIeCTBYeT JIydINEro CHOCO-
6a NpeIoTBPATATh 3TY Yrpo3y, YeM BHIOHPATH KJII04Y AelCTBHTENBLHO
ciay4aitasiM obpasoM. Benps AMEeHHO OTCYTCTBHE CJIy9ai{HOCTH B «Te-
JNerpadHLIX KJIO9aX» Kak pa3 H 6wuio riiapHOl mpmuwHON pacKphi-
taa Orarmut (Enigma) [187, 303]. B kagecTse npocTeliniero npuMepa
paccMOTpHM OJHOPAa30BHll AP, KoTOpkI# yxe Ob onucarn B § 3.2.
Kax MBI TaM oTMe9aJIH, 3Ta KPAITOCHCTEMA 00JIAlaeT COBEPINEHHOM
CEKPETHOCTBIO, eCJId TOJBKO ee KJII0Y JIeficTBUTENbHO BHOBMpaeTCst
cJlydaitHo, HO B TO Xe BpeMsA MoxeT OHITL 6e3 ocoboro Tpyaa pac-
KPHITA, ECJIM KJIOYOM B Helt OyeT OTKpHITHIft TEKCT Ha aHrHiickoM
sisbike. HanoMHHMM, YTO OCHOBHOE HeyHOOCTBO ONHOPa30BhIX K poB
3aKJII09aeTCA B TOM, YTO HX KJIOYH NOJDKHEI OLITH HE TOJIBKO CJIY-
qallHRIMH, HO TaKe HMeTh B TOUYHOCTH TaKylo XKe JJIMHY, KaK U CaMo
wmdpyeMoe cooblileHre, H NPX 3TOM HCIOJb30BATLCA TOJBKO OIAH
pas.

B pexmme obpatroit cs3u mo Beixony (OFB), kotopeiil onncan
B § 3.5, xpuntorpadus u ciaydaliHOCTh IpeKPacHO OO BENMHAIOTCA: B
HeM JUIA TeHEepalii ICeBNOoC/Yy YailHolt moCc/IeROBaTENbHOCTA HA OCHO-
Be JABYX KODOTKHX HCXOZHBIX BEKTOpPoB (k H §g; H3 KOTOPHX TOJb-
KO k CeKpeTHO) MCIIOJIb3YyeTCA KPHITOCHCTEMA, H NOJIY YeHHAHA, TAKAM
06pa3’oM Moc/1eI0BATEJILHOCTD TPYMEHAETCH KaK OTHOPa30Bhill KJII0Y
nia madpoBaHAA PeasibHEX coobiennii oTKpuTOro Tekcra. Ilpe-
HAMYUIIECTBO NOAOOHOTO MOAXONA COCTOUT B TOM, YTO CEKPEeTHRIH K109
k HAMHOTO KOpo4e, 9eM OTKPHTLill TEKCT, I MOXeT OHTH ACIOJIB30-
BaH IOBTOPHO CTOJIBKO Pa3, CKOJIBKO BRI 2TOr0O 3aXOTHTE, IIOCKOJIBKY
so [PH TOM BCe PABHO KaxAbill pa3s MeHAeTCA (HAOMHAM, 9TO Sg
3aJIaeTCA B OTKPHITOM BHJE KaK 7acTh WAdPTEKCTa, TaK 9TO JIJId
obecnedenns COOTBe'Li:TBylomeﬁ cToftkocTH HEeOBXOAMMO JIMNIb. OHA-
XKAB NepenaTh HadaJbHEH K309 k B Bce). Hemsbexno#t nnaroit 3a
ACHOJIb30BaHAE TAKOro KOPOTKOrO KJIO9a ABJIAETCH, KOHEYHO, OTe-
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pdA COBepLIEHHOM ceKpeTHOCTH. XOoTH, B IPHHIMIE, MOXET ObITh, YTO
3TOT peXHM OGDATHOR CBSA3H MO BHLIXOAY ABJSAETCH HH YeM MHBIM,
KaK NpUHATHEM XeJiaeMol 3a neficTBUTEBHYIO 3BpUCTUKOMN.

CxaxeM, YTO NCEBAOCHYYalHEINl TeHepaTop ABAAETCA KPUnMOo-
epadunecku CusbHOLM, €CIIH TOCIENOBATENBHOCTS, KOTOPYIO OH Bhi-
pabaTHBaeT U3 (CEKPETHOTO) KOPOTKOTO HAYAJIBHOTO IBOMYHOTO BEK-
TOpa, ABJIAETCA IO CYLECTBY TOYHO TaKOll XK€, KaK M MO-HACTOAUIEMY
ciydaltHasl OCJIENOBATENBHOCTD, IPUMEHsIeMasd 1J1s1 TOR 1esu, A1
KOTOpo#l oHa Hcmonb3yeTcda B omHopasoBoM umepe. Ilom ciaoBamu
«IHO CYUIeCTBY TOYHO TaKoll ke Mbl IOHUMAEM, YTO HUKAKOe NpaKTH-
YECKH A€2K00CYULeCTNEUMOe BEIYHC/IEHUE, HE MOXET IIO3BOJIMThH KPH-
NITOAHAJATHKY IMOJIYYUTh KakKylo Obl TO HH OBLIO MHGpOPManuio 06
OTKDHITOM TEKCTE NOCJIE NEPEXBATA €ro WHM@PTEKCTa (3a MCKJIIOYe-
HHMEM pa3Be YTO C NPEHEBPEXNUMO MaJIol BEPOATHOCTBIO). Hpyrumu
CJIOBaMM, OH BeIeT cebs TOYHO TaK xKe, KaK ec/Ii OBl OB COBepIIeHHO
cekperHniM 1o llleHHOHY, 0O TeX HOp, NOKA [Jis €T0 KPUNTOAHAJIN3a
He BYAET 3aTpadyeHO HEBOOOPAa3UMO HOJIBIIOE KOTHIECTBO BPEMEHH.
Ilomo6HBIEe reHepaTOpPBl MOTYT UCIIOIb30BAThCS IJIS PEATH3AIMNYA KPH-
IITOCUCTEM C CEKPETHHRIM KJIIOUOM, €CJId 0be CTOPOHBI JOTOBOPHJIKCH
06 HCXOIHOM CEKPETHOM BEKTOPE, KOTOPHIM OHU COBUPAIOTCH UCIIONb-
30BaTh, IPM YCJIOBHHM 4TO HUKOIJa He GYAYT MCIIOJIBb30BaTh ONUH M
TOT Xe Takolt ucxonuwi#t BeKTOp mBaxanl. HaMHOro MeHee O4eBH.-
HO, 9YTO KpUINTOrpa¢uIeCcKd CUIbHEIE NCEBAOCIYIallHEIE TeHEPATOPH
MOTYT GBITH MCIIOJIb30BAaHBI I IPH PEAIM3alUN KPHAITOCHCTEM C 0Mm-
KPBimbiM KJIIOUOM, HO B CJIEAYIOLIEM maparpadge MBI IOKaXeM, 9TO
TaKoe TOX€e BO3MOXKHO.

IlepBriit War K 06OCHOBAaHUIO KPUNTOrpadUUECKH CHIIBHBIX TeHe-
paTopos 6nia cnenan Diu Hlamupom [316]. Bmocsenctsun Manys-
sgem Bromom u CunbBro Muksiu B [57] 6bL10 BBEIEHO KJIIOUEBOe
HNOHATHE NICEBIOCITY YallHEIX TeHEPaTOPOB — TaK Ha3bIBaeMad nenpe-
Juxamuenocmd 6460 — KOTAA KPUINTOAHAJUTHK, KOTOPBI 3Haer,
KakK paboTaeT TeHepaTop, HO He 3HAeT, KaKoi MCXONHBI# BeKTOp HC-
moJib3yeTca npu ero paboTe, A/ TOro 4ToOH yrajaTh HEPBHIU OUT,
BrIpaboTaHHLIlt TeHEPATOPOM, HE MOKET HaliTH HUYEro JIydllero, 4eM
[OCJIE aHAJIN3a Beell CreHepUPOBaHHOR B pe3yJibTaTe NOCIEN0BaTE b
HOCTH, NOAGPOCHTD X pebuit (€c/iH, KOHEUHO, €My IPH 3TOM aHaJIH3e
HE CJIAIIKOM MOBE3ET, WJIM €CJIM OH HE OKaXEeTCHA B COCTOAHHH IpO-
IesiaTh IPaKTUIECKH HEBLINOJIHMMbIe Bhaucenus). Kax u oberaso,
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MBI He 3HaeM, CyLIeCTBYIOT JN HoNobOHBIe I'€HepaTophl, HO HepBEIi
KaHAuIaT Ha Takoit reHeparop Obli1 mpemioxed Bmaomom  u Muk-
su [57}, KoTOpble MOKA3a/IM, YTO X TeHepaToOp fABJIAETCA HENpenu-
KaTUBHBIM BJIEBO B TIPEHTIOJIOXEHHMM, YTO BBHIYUCJIEHUE TUCKPETHBIX
JIorapupMOB ABJIAETCA MPAKTUYECKM TPYIHOOCYUWECTBUMBIM. To,
4TO BBeNleHUe IOHATHA HelpeIuK ATUBHOCTH TeHEPATOPOB BJIEBO OBLIO
BIIOJIHE YMECTHO, yCTaHOBMI JuApio o, JoKasas, uTo Jroboii Takoi
reHepaTop ABJsEeTCH KpunTorpaduuecku cuibHbIM [364]. Hakower,
Jleonun JieBun naJ1 HEOOXOIUMBIE M IOCTATOYHBIE YCJIOBUA IJs CY-
H[eCTBOBaHUA NOIOCHBIX reHepaTopos [250]. CM. Takxe [219, 211].

Celiuac Mbl IpHBeIeM omucanue OoJiee IIPOCTOrO ¥ B BHIYHCIIH-
TEJILHOM OTHOIIEHHH 6oJsice 3 dEKTHBHOrO KaHIMAATa HA KPUITO-
rpaduYecKy CUJIBbHBI ICeBOOC/IyYailHbI)t reHepaTop, KOTOpHIRt M3Be-
cten kak BBS-renepatop, HasBaHHBI! Tak B 4ecTh Jleonops! BiiioMm,
Manysna Bmoma u Maiika [lly6a [49]. On ocHoBEIBaeTCs Ha HallleM
BTOPOM KAaHIMIATe Ha OTHOHATPABJIEHHYIO QYHKIHMIO C HNOTAKHBIM
X00M, KOTOpbIl#t 6bl1 ipectaBiied B § 1. HamoMuUM, 4TO n Ha3bI-
BAETCHA YeadtM Hucaom Daroma, eCiiM OHO ABJIAETCH NMPOU3BEACHHEM
JIBYX Pa3JIMYHBIX IIPOCTHIX YHCEJ p H ¢, 06a M3 KOTOPHIX CPABHH-
MBI ¢ 9nciioM 3 1o momyso 4. HamomMHUM Takxke, 9TO B JaHHOM
caydae GpYHKIMA BO3BENCHHA B KBAJApPaT I10 MOLYJIO N ABJAAETCA IIe-
PECTAHOBKOH KBaJpPAaTHYHBIX BBIYETOB IO MOLYJIIO YMCJAA 7, U CUH-
TaeTCsd, YTO OHAa fABJIAETCA ONHOHAMPaBJeHHOR (yHKuMel C morafi-
HBIM XOHOM, TaK KakK OBUIO JIOKa3aHO, YTO TPYIHOCThH ee obpalue-
HUs (TO €CTh BBIYUC/ICHHA RPUMUMUSHHMT K6aTPAMMHT KopHEd 1O
MOMYJIIO 71) BHIYUC/IMTELHO 3KBUBAJICHTHA PA3JIOKEHUIO N Ha MHO-
KHUTeIH. B mpenmonoxenuu, 9To paxkTOPH3AlMA YUCIa N ABJIAETCH
Tpynuolh 3amayelt, MoXeT OBITH HOKa3aHa Jaxe DoJiee CHIILHAS TeO-
peMa: IJisi MOYTM BCeX KBAJPATHYHBIX BBIYETOB Y MO MOAYJIIO 7, TO
ecth y = 22 mod n, Kk HaMTydwed (A3 BCEX BO3MOKHBIX) BBHUTOJIHH-
MoOfl olleHKe TOro, KaKMM IOJIXKEH ObITh MepBhill 3Havaumit paspsn z,
HIPUBOIMT JIMIIb oAGpackiBanue kX pebus [349, 350, 8, 117]. Hdpyrumu
CJIOBAMH, OKa3BIBAETCHA, YTO MPAKTUYECKH TPYIOHO HE TOJILKO BhIUM-
CJIUTH CaM NPUMUTUBHBIZ KBaApaTHBHIR KOpPEHb, HO JaX€e MOJIYYUTh
BEpOATHOCTHYIO HHGPOPMALHMIO O ero IePBOM 3HagaueM 6ute (Hamo-
nobue cirenyouieli: «f He ybexneH, HO MHe Bce-Taku KakeTCsd, 9TO
3TOT 6T Bosbllle IOXOXK HA HYJIb, 9YeM Ha €XHHULY ).

Teneps mb1 roToBH! ontucats BBS-renepaTop u fokasaTh, 4TO IIpH



64 CucTeMbl € OTKPLITHIM KITIOHOM I'rasa 4

COOTBETCTBYIOIIEM TPEIINOIOKEHHH OH ABJIsAETCS KpHuTOrpadmude-
CkM CHJIbHRIM. IlycTb n — nesoe uncio Bioma ¢ HEeH3BECTHBIM
pa3JIoXeHNEM HA MHOXWTEIH. BoabMeM B KayecTBE MCXONHOTO 9HC-
Jla cyiydallHbIM 06pa30oM BeIOpaHHEIM KBaJpaTUYHKIH BhIYET To (OJ1d
TOro, 4ToOBl 3TO cHesaTh, BHOEpeM Hayraj I1IejIoe  B3aMMHO IIpO-
cToe € n, a To BRIYHCJIMM Kak o = z2 mod n). Jlaa ¢ > 0 ompe-
JeTUM Z; PEKYPCHBHO TIo dopMyJie Tiy; = z2 mod n u 0603HATAM
yepes b; nepBbift sHavammi 6ut z;. Torga gs mwo6oro mesoro ¢ nep-
Bble { GUTOB, KOTOpEIE TaKNM 00pa3oM OymyT creHepHpOBaHB U3 I,
MBI U OOBABUM MCKOMOHR TICEBIOCJYYaitHOi MOCAEmOBATENBLHOCTBIO
BBS,;):(J,‘()) = 606162 . .bg_l.

Korpa Mbl rosopum, uro BBS-reHepaTop HempenmkaTHBEH BJie-
BO, TO 3TO O3HAYAET, YTO HUKTO HE MOXET OTraiaTh by, OCHOBHIBa-
fch JIMIIb Ha 3HAHMA 1 U bi1bs ... b;_;. Eciam 681 310 6BLIO HE Tak,
TO NepBLI 3Ha4aluit OUT HEM3BECTHOTO IPHMUTHBHOIO KBaIPATHOTO
KOpHsA Z JII060TO 3aIaHHOTO KBaJApaTHYHOTO BHIYETA Y MOXHO ObLIIO
OBl onpenesuTh caeayomuM obpasoM. CHadasia BHYUCIIMM IICEBIO-
cayvafiHyro mocJjenoBarenbHocTb BBS, ;_1(y) u obsasum, 4To OHa
Ha caMoM JeJle fABJseTcs NocJefoBaTenabHOCTbIO BBS, ;(z) ¢ yna-
JIEHHBIM TIEPBBLIM OMTOM. 3aTeM OTTraJaeM 3TOT HpPOMYyUIEHHBIH 6uT
1 OTMETHM, 4TO IIO ONPENEJIEHHIO OH M SBJIAE€TCS TEM caMBIM Mep-
BBHIM 3HadaluM OMTOM z, KOTOpHIt MBI ucKaJu. M3 sToro cienyer,
yro BBS-reneparop nomkeH ObITH HENpeOMKATUBEH BJIEBO B IpEI-
MOJIOKEHMHM, 9TO PpaKTOPA3AIMS LEJOTO YUCTa N SABJIsAeTca TpyaHoR
sagayelt. CnemoBaTennbHo, o TeopeMe flo, Takolt reneparop GyneT
KpUnTOrpadpH4eCKH CHILHBIM.

JonosENTENIBHOE NPABJIEKATESLHOE CBORCTBO 3TOTO TeHEPATOpa
3aKJII0YaeTCsl B TOM, 4TO IJIs BCeX, KTO 3HAeT pa3jIoXKeHHe N Ha
MHOXMWTEJIN, OH JOIYCcKaeT npamoe onpedesenue TeX OTAENBbHEIX OH-
TOB, KOTOpHle B HeM BulpabarmiBatorca. [IjIsl 3TOro 3aMeTHM, 4TO
z; = 2§ mod n. Ho mo Teopeme Ditepa z#(*) = 1 (mod n), rae
o(n) = (p~1)(¢ — 1). CaemoBaressHO, MOCPEACTBOM ABYX IIpHMe-
HeHuit GBLICTPOrO aJTOPHTMa MOIYJILHOrO BO3BEJICHAS B CTENEHD, BCE
4qHCIa T; :’a:g, mod (") mod n MoryT GHITH BEHC/IEHb 3 bexTHB-
HO, HCXOZA M3 HaYaJsIbHOTO BEKTOPA Zp M ONPENEIAIONIEIO KaX 10€ U3
STHX 4uceJs HHIEKCA .
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-
§ 6. BepoarHocTHoe mudpoBanue

C omHoM cTOpOHH, KpHnTorpadus ¢ OTKPHITHIM KJIOYOM B 3Ha-
YHUTEJbHOM CTElMeHW pellaeT 3aJady paclpoCcTpaHEHHs KJilodel,
KOTOpasi fIBJIA€TICA IOBOJLHO cepbesHoff mpobaeMo#t mna kpumnro-
rpaduM C CEeKPeTHHIM KJIOYOM. A ¢ Ipyrof#f, kak Mbl YKa3bl-
BaJIKM BHIlE, 3JIOYMBIIIJIGHHHKY TpPH IepexBaTe IUdpTeKcTa ¢ =
Ex(m) B noboM cnydae CTaHOBHTICA H3BECTHOH HekoTopas WH-
dopmanusa o6 OTKPHITOM TEKCTE M, MOCKOJBKY OH BCErAa Mo-
KeT 6e3 IMOCTOpOHHeH MOMOIUM BBHIYHCIUTH 3HAYEHHE OTKPHITON
dbyuxkmun wndpoBarna £; O JM060T0 HYXKHOTO €My OTKpPHITO-
ro tekcra. Crano GHTb, 33JaBafAch IO CBOEMY BHIGOpY C€006-
lIeHUeM ™M, OH MOXET TaKXe€ JIeTKO BhiCHUTb, BEPHO JIM, YTO
m = 7, Tak KaK 3TO COPaBelJIMBO TOJbKO, ecim Ex(m) = ec.
Haxe ecqm HaXOXIEHUE M U3 ¢ U B caMOM Jieyie Obio 6Bl Tpyn-
HO OCYIIECTBATb IPHM 3HAHUU TOJIbKO €CTECTBEHHOTO AaJITOPUTMAa,
wudpoBaHusa, YTO MOKA €llie HE MOKa3aHO, HUYEro HeJb3s CKa-
3aTb O TOM, CKOJb BEJMKa U B 9EM COCTOUT BO3MOXHas YacTH4-
Hasd yTeuka uHdopmamuu o6 m. Ecau ucmonssoBarh Metado-
py Iladpu Tonbasaccep, To mpuMeHeHHE KPHUOTOTpadUU C OTKPHI-
THIM KJI0YOM MOZOOHO NOMBITKE NPATATh BEpOJIONa MOI OJEAJIOM:
MOXHO YTaUTh, Kakofl u3 BepO/IOAOB COpATaH, HO HE UYHCJO €ro
ropboB.

Ilenbio sepoamnocmmuoze wudposanuis — TNOHATHUS, BBEIEHHOTO
ITadu Tonsasaccep u Cunseuo Muxanu B [197] — saBnsaercd Takoe
Kpunrorpadudeckoe npeobpasoBaHUe Hall OTKPHLITHIM TEKCTOM coo6-
LIEHUS, TIPM KOTOPOM HHUKAKOE JIETKO BHITIOJIHEMOE BHIYHUCJIEHUE Ha
ocHOBe MHQPTEKCTa HE MOXKET JaTh KaKoft 6161 To HE 6bLT0 MHEOP-
MalUd O COOTBETCTBYIOIIEM OTKPBITOM TEKCTe (KpOME KakK, OBITH Mo-
KeT, ¢ NpeHeGpPeXUMO MaJIolf BEPOATHOCTHIO). DTO HANIOMUHAET CH-
CTEMBI, ABJSOIIMECH COBEPIIEHHO ceXpeTHRHIME B cMuiciie [[lennona,
HO C JONOJHUTEIbHBIMHA IPEUMYIIECTBAME, KOTOPHIE NPEXOCTaBJIs-
0T KOPOTKHE KJIIOYU, X BO3MOXHOCTDIO s KaXI0T0 MOJIb30BATEN A
06HapOOBAaTh CBOM OTKPHITHIE AJITOPUTMHI K¢ poBanusa. KoreaHo,
OT TAKUX CHCTEM HENb3sl OXKMIATh HACTOAIENH COBEpUIEHHON CEKpeT-
HOCTH — OHM B IIPUHIAIIE HECEKPETHHI AJIfA KPUIITOAHAINTHKA, 0BIa~
JAIOETO HEOTPAHNYEHHO! BHEIYUCIUTENIBHOR MOLIHOCTBIO.

OcHOBHOE TEXHHYECKOE DA3JIMiHe MEXAY BEPOATHOCTHHIM ILH-
¢poBaHMEM B CHCTEMAaMM C OTKPHITHIM KJIIOMOM COCTOUT B TOM, YTO
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€CTECTBERHHE aJITOPHTMEI IK(pPOBaHAA ABJIAIOTCA IPH 3TOM BEPO-
ATHOCTHRIMH, a HE JETEPMHBEPOBAHHHIMH: OIJHO H TO Xe cooblye-
HHE OTKPHITOIO TEKCTa MOXKET IIPABECTH K BOSHUKHOBEHHIO OOJIBIIOTO
4AC/Ia pa3AYHBIX WHGPTEKCTOB. B pesysibTaTe KpHITOAHAJIHTHK,
HMeIR#, 00 ero NpeaAnoJIOXKeHNIO, HCTHRALIH OTKDHTHI TEeKCT, He
CMOXeT HOJITO MPOBEPATH CBOIO JOTAAKY MOCPEICTBOM IM(ppPOBaHNA
9TOTO OTKPHITOI'O TEKCTa (C MOMOLIBIO €CTECTBEHHOIO aJITOPHTMA €T0
3aKOHHOTO HOJIY4aTelisl) ¥ MOCJIEAYIOMEro CPaBHEHHA HOJIY YUBIIETO-
cA pesyJsbTaTa ¢ MEpeXBadeHHHIM IHHGPTEKCTOM.

®opMaJILHO CHCTEMA BEPOATHOCTHOTO HMIHGPOBAHHA COCTOUT U3
npocmpancmea xaroxed K m, mis kaxnoro k € K, u3 npocmpancmea
omxpumsz mexcmos My coobuennll, npocmparcmea wudpmer-
cmos Cy, sepoammnocmuozo npocmpancmeéa Ry M maphl  YyHKImt
Ex: Mg xR = Ci 8 Di: Cx = My, 1akax uro Di(Ex(m,r)) =m
AJis1 JIIO60ro coobieHus OTKPHITOro TekcTa m € My, u ciydaitnoro
gncna r € Rg. C momoursio soboro k € K NOMKHBL JIETKO MOy 9aTHCA
3¢ PeKTHBHBIE €CTECTBEHHbBIE AJITOPDHTMHBI IJIA BhI9UC/IeHHAA KakK Fi,
TaKk H Dy, HO MOCTPOEHHE KAKOro-inbo 3¢ GEeKTHBHOIO aJIrOPUTMa
BHIYHMCJIEHHA D), Ha OCHOBE TOJIBKO €CTECTBEHHAIX aJITOPHTMOB BBI-
gncienda Ex, DO/KHO OBITH IPAKTAIECKA HEBO3MOMKHO.

Hcnonp30Banue CACTEMBI BEPOATHOCTHOTO MIM(POBAHAA OYEHH
noxoxe Ha WMCIOJBL30BAHHE CUCTEM C OTKPHITHIM KJo4oM.. Kaxk-
Ieift mOJIb30BaTE b Pa3 M HABCErAa BHIOMpaeT muisa cebst ko4 k€ X,
KOTOpBIH HCIOJB3yeTcA IJd MOJIYIEHHA 0GOMX €CTECTBEHHBIX a/Iro-
put™oB Boiunciiennsa £x u Di. OH menaer anropuT™M mm¢ppoBaHHs
E; oburenocTynabIM, HO COXpaHAET B CEKPeTe AJITOPHTM Aemndpo-
Barusi Dx. B TOM caydae, xorma Apyrol moJib30BaTe b 3aXOYET
OCJIaTh €My CBOe COOOUIEHHE 1, OH HaxomuT £ B CllpaBOYHHKE,
cay4alitHo BHIOHpaeT HEKOTOpoe r € Ry U BRIYHUCJIAET IAPPTEKCT
¢= Ex(m,r). Ilpu 2TOM TO/IBLKO 3aKOHHBIH HOJIy4aTelb, HCHOJb3Y S
CBOIO CEKpeTHYIO Jaseliky, MOXeT JIETKO OIPENEUTh M U3 C.

Bcaencreue TOro, 9To NpHM UCHOJIB30BAHHH BEPOATHOCTHOTO LIM-
¢poBaHAd KaXIOMY OTKPBHITOMY TEKCTY COOTBETCTBYET HOBOJIBLHO
60JTBII0E KOJTAYECTBO IMA(MPTEKCTOB, HEM3OEKHO IPOACXONMT HEKO-
Topoe packpumue dannvix: WHPPTEKCT BCerna JIJIMHHEE, YeM COOT-
BeTcTByIowmit' eMy OTKPHTHIRL TekcT. 3aMeTum, 4TO IJIA KPHITO-
cucreMul RSA, a10 6hUIO Be Tak. HecMmoTpsa Ha Bce cBOHM 3aMeda-
TeJIbHbIE TEOPETUHECKNe CBORCTBA, OPHIAHAJIbHAA CHCTEMa BEPOST-
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HOCTHOrO mugpoanusa Tonbasaccep-Mukamim AonyckaJa CIOb Cy-
HIeCTBEHHOE PACKPHITHE HAHHBIX, 9TO HE HMeJia BGONMBHIOrO HpPaKTH-
Yeckoro 3HadeHud. IloaToMy MEI He 6ydeM ONHCHIBATL ee 31eCh.

Tem He MeHee, BEpOATHOCTHOE MU POBaHUE JOCTHATJIO TAKOLO CO~
CTOSHMSA, YTO yXK€ B HACTOALIEE BpPeMs CYIIECTBYET KPHUITOCHCTEMA
naxe 6onee abderTunnad, yeM RSA. [lns obecnevennsa konduigeH-
uuajbHOCTH (HO He ayTeHTHdUKanuu — cM. § 5.1) Mexanuamer pabo-
THI 3Tolt cucTeMbl bBiioma-Tonbapaccep, KOTOpasi ONUCKHIBAETCS HH-
e, ABJIMIOTCS HaMJIy YIUMMH M3 TOrO, 9TO HayKa B HacTOALIEE BpeMs
MOXeT NpenJiokuThb. CHCTeMa OCHOBaHA HA BEPE B TO, YTO BO3BEME-
HUEe B KBaJpaT MO MOMYJIIO eJioro duciaa biioma — ogHoHAanpaBaeH-
Hast QyHKUHMS C MOTalHBIM X04oM (CM. mocsjenHu# npumep us § 1),
¥ Ha TOM, 9TO NceBaocaydafiueiit 6uToBwft reHepaTop, KOTOPHRIA GBI
ommcaH B § 5, ABiAeTCa KpunTorpadUueckn CHIBHBIM. EcTecTBeH-
HO, B KA4ECTBE TaKOTO FeHEPATOPa AJIA MOJIyYEHH ICEBAOCIIY YaHO-
ro oaHopa3zoBoro mudpa HeoHOXONUMON IJIMHEI M3 €ro COOCTBEHHOTO
cay4daitHeiM o6pa3soM BHIPADOTAHHOrO UCXOMHOTO BEKTOPA OTHIpAaBH-
TeJieM coobleHuA ncnosib3yeTcsa BBS-reneparop. CnocobrHocth 3a-
KOHHOTO TOJIy4aTessd BLIYAC/NATH KBaJpaTHLHE KOPHA {OCHOBaHHAsd
Ha ero Ju4YHOl MHGOPMAIMH O COOTBETICTBYIOWEM MMOTalfHOM Xoze)
TIO3BOJIAET eMY HAalTH 5TOT wudp, a 3aTeM C ero MOMOIIBIO ONpese-
JIMTh OTKPBITHIA TEKCT.

Bosiee dopmasinHO, NycTh p M ¢ — IBa CJy4afiHO BRIOpAHHBIX
Pa3JIMYHBIX MPOCTHIX YHCJIa, CPABHMMBIX C 3 IO MOAYJIIO 4, KOTOpHIE
BMecTe 06pasyloT CeKpeTHBIlt Kuou. WX IpOM3BemeHME N = p - ¢
SABJIAETCS OTKPHTHIM KJio4oM. IIpocTpalcTBO cooblueHuit OTKphI-
TOr0 TEKCTAa — 3TO MHOXKECTBO 6cer KOHEYHBIX JBOWYHBIX CTPOK
npousBosibHOR mnuHBL. JI06oe cooblieHne MOXKET B 2TOM Cilydae
wH@pOBaTHCA HENOCPEACTBEHHO 6e3 pa3OHEeHHsA Ha YacTH, MCIOJIb-
3yd OpH 3TOM ONMH M3 PEXHMOB, KOTOpHE OHIIM onucaHbl B § 3.4,
“TOYHO TaK 3Xe, Kak 3To Onuio B ciydae ¢ RSA. (Ipaeaa, 910 TONB-
KO 9HCTO TEOPETHUECKH, HOCKOJBKY Ha caMoM JeJie IJIMHa 6MTOBOM
CTpPOKH, NpeacTabisionelf OTKPHTHIL TEKCT He HOKHA OGLITH 60Ib-
lle MepHOja MCeBAOoCTydaltHoOl HmOCJieqoBaTeIbHOCTH, BHIPAbaTHIBA-
emoi#t BBS-rerepatopoM, X0TA Ha NpaxTUKe TOT NEPHOI B CTOND
BOJIBLIOE YMCJIO a3 HPEBHIIAET Pa3sMep MONYJA 7, YTO MO3BOJIAET
dakTHYECKH He OrPaHHIMBATH IJTMHY OTKPHITOrO TeKcTa.) Beposar-
HOCTHEIM HPOCTPAHCTBOM CJIYXHT MEOXecTBO (Q Ry, TO ecTh MHOXe-
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CTBO KBaJpaTHYHHIX BHYETOB MO Momysio n. IIpocTpaHcTBOM co-
obuennlt mWMpPOBANEOro TEKCTa ABJIACTCH MHOXKECTBO map, obpa-
30BARHBIX KBAJPATHIHLIMH BHIYeTaMH IO MOIYJIO 71 B KOHEYHHIMH
JBOMYHEIMH CTPOKaMH.

IIycts m — HeKOTOpOE t-paspanHoe coobuienne. U nycTe Takxe
Zp — 3TO cydvalHbil kBagpaTHuHbLI BhYeT mo MomyJio n. Ilpen-
noJioXuM gnajtee, 4ro BBS, (o) ¥ %, ompenensiorcAs TOYHO TaK
xe, kak B § 5. Torma mmdpoBanee m, HCOOJb3yoUiee NCXONHBI]
BEKTOD Lo ¥ OTKPLITHIl KJIIOY N, 33JaeTcsi B BHIE Naphl YHCEJ
{z¢,m @ BBS, +(20)), e «®» 03HadaeT MOpaspAJHOE CJIOXKEHHE O
monyJto 2. 3meck BBS, ((2p) ucnosissyerca B KadecTBe OZHODa30-
BOro mM¢Qpa K OTKPHTOMY TEKCTY m. 3HaveHHe Z; BKJIOYAETCA B
WHQPTEKCT TOJNBKO JJIA TOro, 10Ok 0becieyuTh 3aKOHHOMY HOJIy-
qaTesio ¢ pexTuBHOE NemndpoRanne, HO TEM CaMbiM HUKaK HE IIo-
Moras B 9TOM Hapyuigresio. HanpMauM, 910 HEOBXOAMMBIM H JOCTa-
TOYHBIM YCJIOBHEM JJist 3P PERTUBHOrO BHIMHC/ICHHS] TPHMHTHBHEIX
KBaJpaTHHIX KOpHEH ABJIsETCA 3HaHAe COMHOXUTeMeH dncira n [297].
TpocTethinuit ajroput™ nemindpoOBaHES 3aKJIOYAETCA B BBIYHCJIE-
HUM Bcel mceBmocaydaliHolf nocneqoBaTeJIbHOCTH, HAYHHAA C It, B
obpamnom nopadxe, K ACUOJB3YA IJIA ITOTO PEKYPPEHTHOE ypaBHe-
ame z; =,/Z;y1 mod n. B pesysibTaTe TAKOro BLIYMCJIEHUA CHAYaJIa
OHO3HAYHO BOCCTAHABJMBaeTcs 3HadeHHe BBS, .(z), a sarem us3
H3BECTHOTO IH(PTEKCTA JIETKO NOJYYaeTCd OTKPHIThIR TEKCT.

Obo3naunM 4Yepes [ YACIIO PAsPALOB MOLYAHA 2. DPPEKTHBHOCTD
TOJIBKO 9TO ONMCAHHOTO AIFOPHTMAa WHE@POBAHHA HOJHOCTHIO- COIIO-
cTaBEMa ¢ 3G HEKTHBHOCTHIO aJITOpATMA KpUnTocxeMel RSA | noromy
4TO B HEM [JIA Kak[IOro 6HTa OTKPHITOrO TEKCTa HCHOJIB3YETCHA Ofi-
Ha onepanus MOMYJILHOTO 6036edeHun 6 xéadpam, B TO BpeMs KakK B
RSA nna xaxpgoro (I — 1)-6710ka OTKPBITOrO TEKCTa TPEOYETCS OFHO
MOJIYJIbHOE 6038eJenue 6 cMmenens, ¥ IPH DTOM KaXJI0e BO3BEJECHHE
B cTenenb Tpebyet [ Bo3BemeHMil B KBanpaT #, KpOMe TOro, [ yMHOXe-
muit (cM. § 1). Hpocteiunit anropaT™ aeuradpoBaHAH, KOTOPEIR BT
TIPEJIOKEH -BhIIle, HE O9€Hb XOpoll, MOCKOJbKY JJs Kaxgoro 6uta
OTKPBITOTO TEKCTA OH TpebyeT BLIYHCJICHHUSA OJHOTO NPUMUMUSHOZO
xeadpamuozo KopuA, a Ha KaXKOOE TAKOE BHYHCJIECHHE PACXOLYeTCHd
OPHMEPHO CTOJIbKO K€ BPEMEHH, CKOJIBKO Ha OJHO MOIYJIbHOE BO3-
BelleHHe B cTelleHb. K cuacThio, 3HaHMe MHOXHTE EH n no3poJider
ONpeeJIATH BCe OTHAeJibAbie 6ATH ciydaltnolf nociienoBaTeNLHOCTH
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HETOCPEICTBERHO He TOJIBKO B HPSMOM HOpHANKe Tak; Kak 2TO OMmM-
cano B KoHue § b, Ho ¥ B obpaTHOM. Takoe BHIIHC/IeHHE 06XOOMTCH
NMPAMEPHO BO CTOJIBKO XK€, BO CKOJIBKO ODXOIATC OIHO BO3BEACHHE B
crenens (uan RSA-pemndpoBanune onuoro 6J10Ka); ¥ NO3BOJISAET 3a-
KOHHOMY TOJIY4aTeJIIo cOODLIeHNs] BEIYUCJINTD Ty HEMOCPEICTBEHHO
U3 Iy, a 3aTeM [J1d TOTo, 4To6nl nostyunts BBS, +(zo), mponenats To
e caMoe B IpAMOM NOpAIKe Tak Xe 3 PEeKTUBHO, KaK 3TO CAEJIas
€r0 OTIPaBATEND. :

Ceit4ac MBI BpEICTaBHM 5TOT 5D eK THBHEIH aJITOPHTM BHIYHUCJIE-
HHA Zg U3 Z; NP M3BECTHOM Da3JIOXEHMH 1 = p - ¢. B kagectBe
NpeaBapuTEIbHOIO Wara B HEM CHadaJlla ¢ NOMOUIbLI0 0GODMEHHOTo
asnroputMa EBKJMma pa3 M HaBCerla BBHIYHMCJIAIOTCA NeJIble YHC/Ia
a u b, Takwe 4To ap + bg = 1. 3aTemM BHINOJHAIOTCH CJIEAYIOUIAE
ollepaluy: -

1

a < expmod I:Z—,t,p—— 1

1
B ¢ expmod 2%—,t,q— 1

u - expmod ((z; med p), a, p)
v + expmod({z; mod ¢), 8,q)
return (bgu + apv) mod n

CxeMa BeposTHOCTHOTO mHbpoBanus Bmoma-Tonsasaccep Mo-
XeT ObITh cliesaHa Jaxe elle OuicTpee. Bosee TmaTensHuLd aHa w3
nceBnocJydalinoro reseparopa BBS {349, 350, 8, 117] nokasmiBaer,
9TO B HEM HOCJie KaX IOl Olepalui MOAYJbHOrO BOSBEAEHHMS B KBa-
IpaT MOXHO HCIOJIB30BaTh H0Jlee ONHOTO 3Hayalero 6ura odepen-
HOTO KBaJpaTHYHOrO BHIYeTa #;. A MMEHHO, OKOHYATeJLbHas IICeB-
JocaydailHasi TOCJENOBaTeJIbHOCTh He OCJabHMTICA, eCiM B HEe AJIA
KaxXJoro MHAEKCA ¢ OynyT BuOHparbca (DpubiusuTesbHO) logs(l)
HepBHIX 3HaYalEx OUTOB z;. Byaronapa TakoMy YJIyYHIEHUMIO BEPO-
aTHocTHoe mudpoBande OGyIeT OCYeCTBAATHCA OHICTpee, 4eM Inm-
dposanre B RSA, npumepno B log,(l) pas, npadeM 10 Xe camoe
CHpaBEVIMBO ¥ 114 AemndpoBanna AJIMHHLIX coobuiennit (TaKk Kax
B ?TOM CJIydaé JOCTATOYHO HPOLEJNATh BHIYHCJICHHE B 0OpaTHOM HO-
pAliKe TOJILKO ONHH pa3). B 3akiouenne oTMETHM, YTO KPHITOCXE-
Ma BepOATHOCTHOrO WA POBAHAA He TOJIbKO bHIcTpee, 9eM RSA, mo
H TaKke JoKa3aHo, 9TO TPYOHOCTH €€ PacKpHITHS BHIHCJIATEJIHLHO
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3KBMBAJIEHTHA PA3/IOKEHHIO Ha MHOXKUTENH.(TOrNA KAK PacKphiTHE
RSA mMoxkeT okasaThcsd TpoLte, 4eM GaKTOpH3alud), A KPOMe TOro
OHa He IpelocTaBJideT HMKakol#f yacTHolt uEPOpMaiimi 06 OTKPHITOM
TeKcTe, ecau paKTOpPH3aNU#A AeHCTBUTENIBHO TPYAHa (B TO BpeM:d
kak RSA 3aBegoMo NpenocTaBseT HEKOTOPYIO 4aCTHYHYIO UHGOD-
Mallyio, B MoxeT obJlaaTh TaKUM CBOUCTBOM, JaXKe €CJIM B OTKDBI-
THI TEKCT NMpH e€e HCHOJAB30BaHHMU OyHyT caydallHeiM obpasoMm no-
BaBiATHCA JHWHAE cHMBOJIBL). OZHAKO caelyeT OTMETHTD, YTO 3Ta
KpHIITOCXeMa Booblile HeceKpEeTHa IO OTHOIIEHHIO K aTake Ha OCHO-
Be BhibpaHHoro wWEdpTekcTa. MBI OpeijiaraeM 4UTATENIO CAMOMY
pasobpaTbci, HOYEMY 3TO Tak.

§ 7. 'nbpugHbple cUCTEMBI

HecMoTpst Ha BCe mpeMMyInecTBa KPUITOCUCTEM C OTKPBITHIM KJIIO-
YOM H CXEM BEPOATHOCTHOTO WHGPOBaHUsA, HA OIHA U3 MPEAJIOKEH-
HBIX IO HACTOSLIEr0 BPeMEHHW MX peaju3anuil He MoXKeT KOHKYpPH-
poBaTh NO bvicmpodeiicmeuty ¢ TAKEMH KPUITOCUCTEMAMH C CEKPET-
HBIM KJIFOYOM, Kak, HanpuMmep, DES. Korna neobxonumo nepenapaThb
GOJIbIIOE KOJMHIECTBO HHGOPMAIMH, TO MOXET CTAaThCH, YTO MPUMe-
Henwe RSA Gyaer cepbesHo 3amenidaTh paboTy, TOrjaa Kak UCIIOJb-
soparme DES mo Kakum-To mpuuuHaMm Jinb60O OKaXKeTCsd HEBO3MOX-
HBIM (HApUMeEp, U3-33 OTCYTCTBHA COBMECTHOTO CEKPETHOIO KJIIO-
4a), 6o MepecTaHeT OTBeYaTh HEOGXOMMMBIM TPeBOBAHUAM CEKPET-
HOCTH.

B rakolt cuTyanuu o4eHb NOJIESHBIM MOXET OBITH UCIOJIB3OBa-
HHe 2ubpudnoil xpunmocucmems, B KOTOpOH ONUH pa3 nepexn Ha-
JaJIoM KaXXZOTO ceaHca Iepenayd WugpOBaHHBIX COOBIIEHHH ¢ mO-
MOIIBIO KPHITOCHCTEMBI C OTKPHITHIM KJIIOYOM (OpPMHpyeTcs He-
Gonbliasg (COBMECTHAA M CeKpeTHas IJIsA APYIHMX) YacTb MHGOpMa-
UK, a 3aTeM B MHOCJenyiollell mepenade UCHONB3YETCHd B KadecTBE
KJoYa K wHdpaTopy (1 mewudparopy) AJd TeX TEKYWUX coob-
IeHn#t OTKPBITOTO TEKCTa, KOTOphle OyayT samndpoBHBaTbCA (M
pacuindpOBEIBATECA) [PH NOMOWM KPHITOCHCTEMEBL C CEKPETHBIM
KJIIO9OM. ’

Ecomn nepenaBaeMoe coobuieHne ABIAETCA OCTATOYHO IJIMHHBIM,
TO JIy4llle BCETO B TeYeHME KaxIol mepenadd HCIOJIL30BATh KPH-
ITOCHCTEMY C OTKDHITHBIM KJIIOYOM 11O HECKOJIBKO pas, C TeM HYTO-
6Bl CekpeTHHe KJII09M MOKHO 6bUJIO IMoYalle MeHATh. He BHI3EIBad
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0coboro 3aMeIJIEHHsA MPOTOKOJIa, 3TO 3HAYHTEJBHO IOBEICAT CTOH-
KOCTb rubpuaHolt CHCTEMEI 10 JBYM OPAYAHAM: BO-IIEPBHIX, IPA aTa-
Ke Ha OCHOBE TOJIbKO mAppTeKCTa, apdonleficd eqUHCTBEHHHM TH-
[IOM aTakK¥, KOTopas AMeeT CMBICJ B JaHHON CUTyaldl, KPUIITOCACTE-
MY C CEKPETHEIM KJIFOUOM JIerde PacKpPHITh, €CJIH JOCTYNEH Gonbioi
mHU@PPTEKCT, © BO-BTOPHIX, aXke eC/JId KPUOTOAHAJIUTHKY W YIAcCT-
cd ONpeleJiNTh Kakoi-HUOYyIbh ONMH M3 CEKpeTHHIX KJjtodelf, To OB
CMOXeT paclim¢poBaTh JIHIIL COOTBETCTBYIOILYIO €My 9acTh BCEro
coobleHu.



lrasa 5

AyTeHTucbmkayms n nognuce

HecMoTps Ha TO, YTO C CaMOro HadaJia MCTOpMYeckol mBmXyuie
cusolt xpuntorpadun 610 CTpEeMJIEHAE NepelaBaTh CEKPETHBIE CO-
OblIEHNS O HEeCeKpeTHBIM KaHaJjlaM CBA3HM, OCYlIeCTBJIEHHE TOJbKO
Taxol mepenadu uHQMOPMAIUN He ABJIAETCH €€ eAUHCTBEHHOR Hesbio.

§ 1. AyrenTudukauusa

Jo cux mop MBI MMENH HEO0 JHUIb C MOHATHEM RACCUGHO20 KPH-
[TOAHAJIUTHKA, TO €CTh C TeM, Ybf MeJb 3aKJI0YaJach TOJBKO B
HpOCJIYIIMBAHAY KaHaJa CBASH. Axmususiil KPUNTOAHAIUTHK (Ha-
3KIBaeMBIll TakXKe Basbcu@uramopom) HIET JajbLie: HE YIOBJIETBO-
pgsAch NMPOCJYIINBAHUEM KaHajla CBA3M, OH MOXET TaKye BBOIHUTH
cBoM cobCTBeHHBIE COOBLIERNS B HAAEX e Ha TO, 4TO MOJIydaTeb IpH
X pacuimdpoBKe MOXKET IOBEPUThH, YTO OHM OBLIJIM MTOCJTAHBI KEM-TO
apyruM. Usnuiise roBopuTh, uTO, HanpUMep, (PUHAHCOBBIE CIEJIKN
JIOJDXHB GHITH 3aIMIEHE B NMEPBYIO OYepeb WMEHHO OT IOA0GHOR
danbcndukanuu, 4eM 6HITH HEIIPEMEHHO 3aCeKPEeICHHBIMH.

Ilensio cucTeMbl aymenmuguxayuu, MJIH HHAYE CHCTEMB! ydo-
cmosepenua aémopcmea, TOYHO TaK Xe, KaK H CHCTEMBI nodmaéep-
otcOenuR YeAoCmHOCY, ABJAAECICA BLIABJICHHE YKA3aHHOTO BRILIE
danbcudukaropa-camo3Baina. Bcsakmit pa3s, xorma Bo6 nosydaer
coobleHre, B KOTOPOM YTBEPKAAECTCH, YTO OHO GBLIO MOCJIAHO OT
AJIACHI, CHCTeMa JOJ/IKHA NO3BOJIATH €My yGeIMThCA HE TOIBLKO B
‘ TOM, 4TO 3TO cooblieline nefiCTBUTENBHO MCXOOMT OT AJIHCHI, HO K
B TOM, 4TO OHO He OBIJIO H3MEHEHO HpH mepemade. Mul momyckaem,
4YTO (aJIbCHPHUKATOP B COCTOAHMH IPOC/IYIIRBATh CTOJIEKO Ay TEHTH-
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dbuuApOBaHHHIX (TO €CTh NOATBEPXKAAIOUIAX CBOIO COBCTBEHHYIO HOM-
JIHHHOCTB) COOBLIEHHH, CKOJIBKO OH XOY€T, H €I0 LEJb COCTOHT B TOM,
9TO6H TOOGUTHCA HMEHHO TaKol mOIJesIKH COOBINEHHA, KOTOpas Io-
3BOJIUT eMy u30exaTh ee ODHapyXeHUd. ITO HmoAAeaHHOE Coob-
LIEHHE MOXKET JIA6O TOTHOCTHIO OTIINIAThCS OT yXKe ITepexBavYeHHbBIX,
60 TOJIBKO MEHUMAJIbHO OTJINYAThCSA OT OJHOIO U3 HHUX, JIMOO GBITH
9eM-TO CpeIHHAM MeXAY 3THMM IAByMsd KpaliHocTamu. Iloatomy misa
TOro, 4To6hl OOHAPYXUThL TOAMEHY, BaXHO, YTOOH KaxkJ0e cooblle-
HHEe BKJIOYaJI0 BpEMEHHY IO OTMETKY HMJIM HexHil NOpAZKOBbIM HoMep.

Brityer y6exaeHHOCTB, 4TO Jirobaa KPUITOCHCTEMA C CEKPETHBIM
KJIIOUOM MOXeT MCHOOJIB30BAaThCsA HEMOCPEACTBEHHO KaK C LeJIbIo 3a-
WHTH AHPOpMANMH, TaK M JJd TOro, 9706b obecneduTh ee ayTeH-
tudukanuio. [lycts k — cekpeTHIll K104, 0OIMU KaK 1J1a AJIHCEHI,
Tax ® 1is Boba, u mycTh £ n Dy — cOOTBETCTBYIOIHE aJIrOPHTMEI
wugpoBaus U gewudpoBaHusi. Eciaum O6m Bob mosyuni or AJu-
cbl HeKOTOphii mudpTekcT ¢, oH Mor 6nl pacmudpoBaTh €ro Kak
m = Di(c). B ToM city4ae, Korna nosiydMBIIMACS OTKPHITHIA TEKCT
m uMeeT cMBICJ, Bo6 MoXeT 4yBCTBOBaTh ceDsl YBEPEHHHEIM B TOM,
410 WHOPTEKCT ¢ B B caMOM nesle GBI MOJIydeH Kak ¢ = Ex(m)
€IWHCTBEHHBIM KPOME HETO CaMOIO YEJOBEKOM, 3HAIOWMM CEKPEeT-
HBI# KJ04 k, a UMeHHO AJimco#f. ApryMeHTaIMell 3TOro ABJISAETCHA
TO, 4To (danbcudukarop, He 3HadA k, OB OBl HE B COCTOAHHM CO-
CTaBUTH GasbIIUBHIL IAPPTEKCT TaK, YTOOH OH IpH paclindpoBKe
He npeBpaTHJICcA Obl B DeCCMBICTIEHHYO MEIIAHARY CAMBOJIOB. QnHA-
KO sma 8epa owubouna, IOTOMY 4TO (aJbCHPHUKATOP MOKET, 3HASA
Taphl COOTBETCTBYIOIMX OTKPHITHIX H WIM(POBAHHKIX TEKCTOB, OKa-
3aThCA CHOCOOHBIM OOBEIMHUTD OTIEIbHEIE YaCTH WHGPTEKCTA B He-
49TO BIOJIHE ocMbIcsienHoe. IloMuMoO Toro, maxe camble JIydiune KpH-
ITOCHCTEMbI MOTYT OBITh abCOIOTHO GeCnoIe3HbBIMY I leselt ay-
TeATHQAK AN, OCOBEHHO €CIIM OHH MCHOJB3YIOTCH B PEXHUME 3JI€K-
TpoHHOH KonoBo# knuru (cM. § 3.5).

JJ1a Toro 4TobH NOHATH, IOYEMY 3TO TaK, JaBallTe pacCMOTPHM
KPHUIITOCHCTEMY, KOTOPas ABJNAETCA COBepLIeHHO cekpeTHol mo [Ilen-
HOHy. IlpemmosnoxuMm, 4ro AJisA mepenadu mHGOPMANMH OCHOBHOMY
6aHKOBCKOMY KOMIBIOTEDY KAacCOBHIM aBTOMAT MCHOJIB3YET OJHOpa~
30BBI}t Kb, M JOMYCTHM, 9TO OTKPHITHI TEKCT MepechiIaeMolt MH-
dopmammu npeacrabien B popmaTe, KoTophiit u3BecTeH dbabcudu-
karopy. Torma mociennmit MoxeT HNOXOHTHM K aBTOMAaTy, CIesIaThb
BKJIaJI, CKaXeM, B JeCATH JO0JIJIapOB, MEPEXBATAT 3amngpoBagHOe
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coobiieane 06 2TOM BKJlaJle HA €ro NyTH K KOMOBIOTEPY, C HOMOIILIO
3amu¢poBaHAOTO COOBILEHNA M CBOETO 3HAHASA O TOM, KAaKHM JIOJDKEH
6GBITh OTKPBITHIH TEKCT, YCTAHOBATH TOT WM(p, KOTOPhI#l IpA 3TOM
JAeHCTBATEILHO HCHONL30BAVICH, B MOIM(bUNHpoBaTh HeOOXOmMMEIE
HO3MIMHA B WKH(PTEKCTe, 3aMEHAB YKAa3aHHYIO B HEM CyMMYy Ha Ty,
gro eMy Gosbire HpaBuTcs. axe ecsu mudprekcT He H3BECTEH B
TOYHOCTH, JOCTATOYHO NPENNOJOXHUTENHHO 3HATH ero dopmar nasa
TOro, 4Tobbl MPOCIENTh, KAK MOXeT ObITh BOCIPUHATA IOILRENIKA,
6e3 onaceHusi CIMUIKOM BOJBIIOro pucKa ORITh OOHAPYXKEHHEBIM.

Jliobas aymenmudurayuonnaa cucmema COCTOHT U3 NPOCTMPLH-
cemea xmoueti K w nna kaxpaoro k € K u3 npocmpancmea coobuje-
nutl My, npocmpancmea memox T 1 aymenmudurayuonnott Gynx-
yuu Ax: My — T . llpu aTom nuist soboro 3ananBoro k oKeH Jier-
KO ToJiy9aThcd 3¢ ¢PeKTHBHBIE aNropuT™M sBuluuciaenusd Agx. Ayrtes-
TudUKAMOHHAH CHCTEMA MCIIOJIb3yeTCs ciaenyomm obpazom. Eciu
Anuca u Bob 0XHIAIOT, 9TO CO BPEMEHEM OHHM MOTYT OOMEHHBAaTHCA
JpYT C APYTOM IOATBEPKJAIOUMMHA CBOIO HOLJIMHHOCTE COOBIEHMS-
MH, TO OHHM CHa4aJ1a JOJDKHEL JOFOBOPUTHECH O HEKOTOPOM CEKPETHOM
ximove k € K. Besakwih pa3, xorma AJumca 3axodeT ayrteHTHOHIMPO-
BaTh HEKOTOpOe coobmenue m € My, nia Boba (To ecTh NooTBEpAXRTD
€My CBO€ aBTOPCTBO JAHHOIO COOOIIEHN), OH BEIYHCIAET €10 METKY
t = Ag(m) m nocrraer ee Bmecte ¢ m. Jlas Toro 9tobs ymocTo-
BEPUThCH B [OJJIMHHOCTH 3TOro coobmenusd, Bo6 Takxke BHIIMCIAET
Ag (m) M CpaBHMBaeT €ro ¢ Toit MeTkoi#t ¢, KoTropyio or mosyyus. Ko-
HEYHO, 3TO HE MCKJII0YaeT BO3MOXHOCTH IIPH 3TOM 3aliH¢ POBHIBATH
coobuienne m, ecnm Tpebyercs He TOJBKO MONTBEPXKIEHHE €r0 MOM-
JIMHHOCTH, HO ® cOOJIIOIERrAEe CEKPETHOCTH.

Ayrentudnkannonnas GyHKUES He 0643aHa OKTH B3aMMHOOIHO-
3HAYHO# H MPOCTPAHCTBO METOK MOXET OHITH CYMECTBEHHO MEHDINE,
geM NPOCTPaHCTBO coobiennit. OHEAKO OHO HE JOIKHO GHITH CJIALI-
KOM MAaJIEHBbKHUM, ¢ TeM 9TOOH cjydalino BHOpaRAasd MeTKa Bee-Takd
MMeJla MpeHeOpeXuMO MaJIyI0 BEPOATHOCTH OBLITH NPaBHJILHOR Iuis
KOHKPETHOI'O YIAYHO U3MEHEHHOroO PaJbCH¢HUKATOPOM COODUIEHNA .

Kax u B ciiywae kpuntorpagpuu ¢ CEKpETHHM KJII0UOM, 3/1eCh TaK-
ke MOXHO BHIJEJIATH PA3JIMIHBIE YPOBHM aTaKH:

e Amaxa ua ocuose uasecmuozo coobujenua: dayibcudpuKaTop
DOJCJIylIaJl HECKOJIBKO ayTeHTH¢HIHUPOBAHHLIX map (mi,?;),
(ma,t2), ..., (my,t;), Takmx gto t; = Ak(m;) Ana Kaxoro j,
1 £ 7 < i, npu HeH3BeCTHOM k; TOrJla OH CMOXET:
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~ HJIM BBIYMCJIMTD k HJIM OKa3aThCd HECIHOCODHBIM 3TO Cie-
J1aTh;

— WJIM BBIMHCIHATD t;41 = Ag(m;41) 0018 6u6pannozo um ca-
MUM COOBUICHMS ;4 HJIM OKa3aThCA HECHOCOBHBIM HAa
3TO;

)

— WJIM BHIYHCIHATH ;41 = Ag (mH_l) o4 Jioboro m;yq, 0OI-
smgHoro 0T My, 1 € j € 1 (B Hamexze cOUTH C TOJIKY),
HJIH, €CJIM JaXe U 9TO OKaXKETCA HEBO3MOXHBIM, TO

— BBHIYMCJIHTL HEKOTOpy!o napy (m;ii,tiy1) IJIA HOBOTO
M;y1 TAKOTO, 9TO ;41 JOJIKHA ObITH NPABUIBHOA METKOM
Ai(mit1) ¢ BepoaTHOCTBIO 6 OJIblUEl, HEXEH HEKOTOpAd
npeHebPEXUMO MaJlasd BeJIMYUHA.

e Amaxa na ocnose evbpannviz coobwenud: banbcudurkaTop
BHadYaJle GOPMHPYeT HEKOTOPbIE COODLIEHUA M1, My, ..., My,
3aTeM eMY IPEeOCTABJIAIOTCA COOTBETCTBYIOLINE 3THM coobuie-
HuaM MeTkm i1 = Ax(mi), t3 = Ax(ms), ..., t; = Ax(m;), no-
CJIe 4ero OH PEIaeT OfHY U3 YHOMAHYTHIX Bhillie 3anad (Takolt
THII aTaK¥ MOXeT OBITh MOIATOTOBJIEH C HOMOUIBIO BD EMEHHO
yCTpomBllerocs Ha paGoTy B 6aHK CJIyXKallero, KOTODHI ume-
eT IOCTYN Ha OrpaHHYEHHOE BPEMHA K ayTeHTH(HUKATHOHHOMY
JEPHOMY FAIMKY aBTOMATA).

HecMoTpst Ha Bce, 4TO OBLTIO CKa3aHO paHee, KPUOTOCHCTEMA C
CEKPEeTHBIM KJIIOYOM 3a4aCTYIO BCE XK€ MOXET UCIOJb30BATHCH B CH-
cTeMax ayTeHTH(HKAIMK B KadeCTBE COCTABHOroO 6ji0Ka. DTO BO3-
MOXHO, €CJIM KPHITOCHCTEMA UMeeT 6JI0K HPUKCHPOBAHHOTO pa3sMepa
¥ ecJid cooblieHre, KOTOpoe JOJIKHO ayTEHTUGHINPOBATLCA, ABJIA-
eTcs HOCTATOYHO AJIWHHBIM, M TO3TOMY 3aHMMaeT HECKOJbKO BJIo-
koB. Wges sakmouaeTca B ToM, 4TOOH 3aindpoBHIBaTL COODUICHUA
aubo B pexumMe WHGPOBAHUA CO ClemeHHeM GJIOKOB, JH60 B pe-
XuMe 1 POBaHKs ¢ OOPATHOU CBA3BIO M PA3PENINTH UCIIOIb30BATh
O ay TEHTH(GUKAINOHHOR METKH TOJIBKO TaKHM 00pa3oM HOJTy 4alo-
muiics B pesysbTaTe 6uI0K. B 5TOM Cilydae, COIVIACHO OIIpeze/IeHHIO
KaXJOro M3 peXuMOB, MeTKa 6yleT 3aBHCETh OT BCEro COODUieHH.
Ecnu xe no6uBaTbCcsd M CEKPETHOCTH, M ayTeHTADUKANUKA OTHOBpE-
MeHHO, ¥ ecJin A obecniedenus obenx 31ux bysxnult ucnonpsyerca
OMIHA M Ta Xe KPUITOCUCTEMA C CEKPETHBIM KJIIOUOM, TO TOT/IA CYIlie-
CTBEHHO HaJiexHee OyeT UCIOJIH3OBATh BA PA3AUNHBIL CEKPETHRIX
KJao9a [226].
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Korzma kpunTocucTeMa ¢ CEKPETHRIM KJII0UOM HCIOJb3yeTcd A
obecnedeHNs CEKPETHOCTH, TO €€ HaNeXKHOCTb 3HAYHTEJILHO yBeJsM-
yuBaeTCcA Npu YacToll cMeHe kJjrodelt. J[OBOJIBHO cTpaHHO, 9TO IJiA
neselt ayrenTudpukammu 310 He Tak [146]. K ToMy Xe mocsencreus
PEeAKHX NMOJJe/BIBaHH) METOK, KOTOPhIE OCTAIOTCA HEOOHApYKEHHEI-
MU, KaXkyTCAd MHE HaMHOTO 6oJlee IpaMaTUIHBIMHU, Y€M [I0CJIEICTBHA
penKuxX HapylleHu#t CEKpeTHOCTH, KOTOpbIe NPOUCXONAT OJaromaps
ycnemHoMmy aemudppoBaHH0 COODIEHUH KPANTOAHAJTATAKAMHE TIPO-
TuBHEKa. BesiencTBue 3Toro 6osiee KpUTHYHBIM ABNAETCA TIIATEb-
HBI#f BHIGODP KPHUIITOCHCTEMBI, KOTOpPasd MOTOM GYIET MCIOJIb30BATH-
ca and nesnelt ayrentudUKanumd, a He AJdA obecnedeHus ceKperT-
HOCTH.

KoMGuHEpys NOHATHA OJHOPA30BOrO MK(Pa U YHABEPCATHHOTO
xemmposanus [98], Mapk Berman u Jlappu Kaprep paspa6otanu ay-
TeHTUUKANAOHHBIE METKH COBEPIIEHHO APYTO#t IPUPOIBI: OHYU Mpel-
JIOXKHJTM CUCTEMY ayTeHTUuUKAIMU, KOTOpas ABJAAETCH HEPACKPHIBa-
eMoli B TeopeTuKo-uHPOpMAmHOHHOM cMbiciie [355]. Kak u B ciaydae
KJIACCHYECKOTro NPUMEHeHNs OQHOPAa30BbIX WHdPOB, B Helf Koumde-
cTBO HeobXoauMoit cekpeTHO# MHGOPMAIUMHE IPONOPIUOHAILHO THC-
Jy coobriennft, KOTOpble JOIKHBL Ay TEHTAPHIUPOBATHCHA {XOTHA OHO
U He 3aBMCHUT OT AJIMHBI 9THX coobuennit). JpyrumMn ciaosamu, Koraa
KaKoe-T0 coobleHne ayTeHTUUIUPYeTCsd, TO HEKOTOphie OHTHI ce-
KPETHOTO KJII0Ya UCIOJb3YIOTCA HeoaHOKpaTHO. Ecid nosnb3oBaTenn
3aX0TAT HMCIOJIL30BaTh fJdg aToro ¢ u 6oJsiee 6T Ha OmHO coobuie-
Hue, Berman u KapTep nokasasnu, 4To faXe NPOTUBHHUK C HEOTPaHK-
YeHHBIMM BBIYUCJIMTEIbHBIME PECyPCaMH, IPHEMEHAIOUME aTaky Ha
OCHOBe BBIOpaHHBIX coObIeHnE, He CMOXeT MOoAeIaTh HUKaKYIO UX
MeTKY ¢ BepOATHOCTHIO ycmexa Gosbureit, yem 27°. Omm Takxe Io-
Ka3aJii, YTO 3Ta BEPOSTHOCTH ONTUMAJILHA.

?Kuas Bpaccap nokasad, kak cieryeTr cKoMOHHHPOBaTH popMa-
poBanme MeTOK Bermana-Kaprepa ¢ ncesnocsiy4aiiHbIM reHepaTopoM
BBS (cM. § 4.5) mua Toro, 4To6u ZoGHTHLCA TOTO K€ CaMoro ¢ GpuKcH-
POBaBHBIM KOPOTKHM KJIIOYOM, He 3aBHCALUAM OT YUcJia coobleHult.
OfHAKO NOJIYYMBIIAACH CACTEMA OKA3bIBAETCH CEKPETHOM TOJBKO OT-
HOCHTE/IbHO IPaKTHIeCKH BHINOJHMMBIX BBIYHCJeHult (6e3 meorpa-
HU9eHHBIX BHYACJIATENBHEIX PECYPCOB}, B TOJILKO ec/Jii hbaKTOpH3a-
IHA DeJILIX 9Hces JelicTBhTeNAbHO TpyaHa [67]. Omenom Tosapeitiem,
Illadu Nosnbasaccep u CunbBuo Muk3am Oblia MpejIoKeHa TakKe
BLIYHCJIMTEJBHO CEKPETHAA ayTeHTHGHUKANMOHHAA cacTeMa [192], B
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KOTOpO# B KadecTBe IPUMEHEHHA HCHOJIB30BAHO BBENEHHOE UMH IO-
HATHE NoJHCaydalioro ceMmelicTsa dbynxuumii [193] (cM. Takxe § 6.5).

§ 2. Iludposas nognucy

HecMoTps Ha TO, 4TO cxeMa ayTeHTH¢UKanun mossosder boby mo-
c¢TH4Yb 60JIbIIOH YBEPEHHOCTH B TOM, YTO COODIlIeHHE, KOTOPOE OH MO~
JIy9HJI, HCXOMMJIO HMEHHO OT AJIHCEHI, 3Ta CXE€Ma He MO3BOJIAET eMy
y6enuTh Koro 6b1 To. HE OBLJIO €lle B TOM, 9TO A4uca ¥ B CAMOM IeJie
HochljlaJjia NoJiydeHHoe MM coobitenne. TakuM obpasoM, ayTeHTH-
pHKaMOHHBIE CXEMBI MOT'YT HCIIONB30BAaTHCH B OTHOUIEHUAX MEXIY
JBYMS JOBEDSIOUIMMHE JDPYT IPYLY CTOpOHAMM, HO OHHM HE CIIOCOGHEI
obecrieynBaTh yJaXHBaHUE BO3HUKAIOWMX MEXAY HHMHA Pa3HOIJIA-
cuit. Takasa BO3MOXHOCTb NMPEIOCTABJIAETCH TOJbKO 6Jiaromaps cy-
IEeCTBOBAHUIO OHOHANpPaBJEHHbBIX QyHKUMH ¢ moTallHBIM XooOM H
OCHOBaHHOTO Ha HUX oJiee CUNBLHOTO MOHATHA YUuPPosotl, Ui .aex-
mponrot, NOANUCH.

Ecau Aumca mnocwitaer Boby coobuienme, mommmcaHHOe CBoeb
3JIEKTPOHHOM NoANUChIo, To Bo6 NpH ero NOJIydYEHUH HE TOJBKO CaM
cMoxeT yOemuThCas B TOM, YTO 3TO COODIUEHHE MOINIMCAHO HH KeM
HHEIM, KaK ero cocTaBHTeNeM (T.e. Aaucot), Ho u OyIeT Takke cIo-
cobeH doxaszamd ¢ cyde, YTO UMeHHO AJIHCa, ¥ HUKTO HHOHU, mommu-
caja 3To coobuenue. [ousTue mudpopoit moanucH GLLIO BBEIEHO
Yurpnmngom Juddu u Maprunom Xennamanom [157); uuTaitte Tak-
xe [307, 296, 297, 258, 201]. ludposas mognuch K 3J1EKTPOHHAH IO
4Ta CYJISIT 3HaYUTe/bHbIE MPEUMYIIECTBA, KOTOPhie AaXe B HPHHIIM~
e HEOCYIIECTBMMEI B TPAIUITHOHHOM 6YMakHOM JIOKYMEHToobopoTe.
Tax, B § 6.5 MbI mOKaXeM, YTO OHHM, HANIDUMED, HEJAIOT BO3IMOKHON
HEe TOJILKO 3JIEKTPOHHYIO MOYTY ¢ ydocmosepenuem O MOJYIEHAN CO-
oblleH i, HO ¥ 3JIEKTPOHHOE 3aKJIIOYCHHE KOHMPAXMos.

XoTenoch OBl NOACHUTH, TOYEMY CXEMa ayTeHTH(HKAIMK He obec-
mequBaeT nugposolt noanucu. g sToro 3ameTuMm, 4To ecad AJsHca
ayTenTuduuEpyeT coobutenne nia boba tak, kak 310 onmucaHo B § 1,
To Boby 66110 6Bl CTOJB Xe€ JIEFKO MMOJIy YUTh COOTBETCTBYIOILY IO MeT-
Ky ¥ camoMy. CiienoBaTenbHO, eMUHCTBEHHO npuuuHol auisa Boba
OLITH YBepeHHEIM B TOM, 9TO TakKoe BBEIYUCJIeHHE OBIJIO BHINOJHEHO
Adncolt, sipnsgercs 10, 410 bof 3HaeT, 9T0 OH caM 3TOro He HNeJTajl.
PasymMmeeTcs, 4TO 3TO HE IOJDKHO OBITH CTOJIb XK€ OYEBHJIHO A CyAbe.

KpuanTocxeMa ¢ OTKPHITHM KJIIOYOM IIO3BOJISIET O0ECEeYnThH 603-
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Mootcrhocmd yudpoeolt nodnucu, ecyu AJjia Kaxporo kiwo4da k € K,
My = Ci u ecoa B (Di(m)) = m ana xaxmoro coobuienus m € My
(BTOpOE yC/IOBHE ABMAETCA CJIENCTBHEM IEPBOro, ecyi My KoHed-
Hoe MHOXecTBO). [lj1a ocymecTBieHMa nudpoBolf HoAIMCH TaKad
cXeMa MCIOJb3yeTcs cyenyrummM obpasoM. [lycTs a — HeKOTOpHIH
cexpeTHHI# kJ1t04 Astrcel w nycTsh E; 1 Dy — ee byuxnun nimgpposa-
HMs H, COOTBEICTBEHHO, Neuu@poBanud. Torma, ecyid KpUITOCHCTE-
Ma ABJIAETCA CEKPETHON, TO TOJIBKO AJIHCA CMOXET BHIYMCIUTEH Dy
3¢ ek TUBHO, XOTS [PH 3TOM KaxX bl 3HAaeT, KaK BHIYUCHATD E,.

PaccMoTpuM JaJiee HEKOTOPBIY OTKPBITHIM TEKCT M U MOJIOXUM
s = Dy(m). OueBmamo, 4910 JI060# MONB30BATENb KPHITOCACTEME]
MoxeT 3¢ PpeKTUBHO BRIYHCIUTH Eq(S) U BBISCHHTB, YTO ee 3HAYEHH-
em aBjsercd m. OnHako ToabKo AJnca objanaeT TeMH 3HAHUAMA,
KOTOpHE HeoGXOMMMEI, 4TOBB! MONyduTh Takoe s, uTo E,(s) = m.
B sToM cMBIC/IE § MOXET paccMaTPUBaThbCA KaK IOANNCH caMoi
Adamcer non coobmennem m. Eciau Bo6 nokaxeT s cynwe, u eciin
E.(s) = f momxsa Bob6y THCAYY RoMITApOB, CY[IbdA BHIHYXKAEH Oymer
COTJIACHTBCS, 9TO HAKTO APYTO#f, Kpome AJIHCHI, He MOT NOINHACATD
3TOrO yTBepXIeHUA. JlpyrumMu cjioBaMH, CEKPETHBI aJropuT™ le-
uudpoBanua D MOXeT paccMaTpUBaTbCcd B 2TOM CJIy4ae Kak ajl-
TOPHTM, OCYLECTBAAMMA 1ndpoBy0 HOANUCE, a OTKPHITHIA anro-
puT™M wHdpoBanua £ — KaK cOOTBETCTBYIOMHMHY airOPUTM IIOATBED-
KIEHUs >TOH HOANKCH.

B KPHITOCHCTEMAX C OTKPBITHIM KJIIOUOM HU(pPOBasi NOAIKCH MO-
JKET MCIOJIb30BATLCA COBMECTHO ¢ WM@pPOBaHHEM, ecsin TpebyeTcs
Takxke cobJonaTh U ceKkpeTHocTh. IIpenmomaoxnm, 410 b — cekper-
HEl# Kmiou Boba. Torna, ecin Aquca 3axodeT nocsaTth Boby nonmnu-
CaHHOE CEeKPEeTHOe COOBIIEHHUE 1, TO OHA MCHOJIb3Y €T CBOM ceKpeTHhiH
asiroputM noanucu D, u ero oTKpHITHI ajroputM mu@poBanud Ey,
4106kl NOTyduTh ¢ = Ep(Da(m)). Ecom Asmnca nouuter coobuenne c
Bo6y 1o HeceKpeTHOMY KaHaJy, TO TOT CMOXET BHIYHCJIHTD NOAMHACH
Anncsr oz, aTEM coobuenneM kax s = Dp(c), a 3aTeM BoccTaHOBATH
ero B OTKPHITOM Bume kak m = E,(s). Ilpu sToM mpenmosaraer-
¢, KOHEYHO, YTO B 3arOJIOBKE COODIUEHHS ABHO TOBOPUTCA, YTO OHO
UCXOOUT OT AJIHCHI, TaK 4T0 B06 3Haer, 4ell aJirOpMTM TORTBEp-
KIOECHES MOAMUCH NPUMEHATDH I TOTO, YTOOBI NOJIyYATH OTKPHITHIY
TekcT. Bostee Toro, ecsim Bo6 coxpaHHT s, TO, Kak Ml yXe 06bACHs-
Jii paHee, OH CMOXeT OOKa3aTh CyIObe, YTO MMEHHO A.rmca H HUKTO
npyroﬁ HOCJIaJIa eMy cooDlLieHue m.
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EcTecTBeHHRIM aJIbTEPHATHBHBIM pelueRHeM g AJTHCH Obii10 66
nocaath ¢ = D,(Es(m)), koTopoe mosponser nemmdpoBaTh ¢ Kak
m = Dy(E,;(¢)). Onaako Takoe pellleHHe XKeJIaTeJILHO He NPEMEHATD,
TaK Kak OHO NO3BOJIMIO On danbendurkaropy (MMewleMy cexper-
HElll ko9 t), HasoBeM ero ToMacoM, mepexBaTHTB é IO TOrO, KakK
ero nosiydaT Bob6. Ecnu 6n1 3ateM Tomac Brramcani ¢ = Dy(Eq(¢€)),
TO OH cMor 6m1 mepecsath muadpTekcT ¢ boby, caenas Bun, byato
3TO coObLIEHHE C CAMOro HadaJia MMEHHO OT Hero M ucxomut. Tor-
Na Hudero He nojospepatount Bo6, serancanB Dy(E;(c)) = m, Gbin
651 abcosoTHO y6exIeH B TOM, 4TO 1 MOANMCAHO UMeHHO Tomacom
(xoHeuHO, eciM M He HaYMHAJIOCH CJOBaMH «MeHA 30BYT Amucay).
CyTb 3ak/nodaeTcsl B TOM, YTO YKa3aHHOE pelleHHe no3posdeT To-
macy PpakTHIeCKH NOANHACHIBATL COODINEHHE, CONEPXKAHHE KOTOPOTO
OH CaM He B COCTOSHMM NPOYHTaTh. XOTA M TPYHAHO IpPEICTABHTH
cebe, moyeMy Tomac Mor Obi 3aXOTeTh 3TO CleJaTh, Bce Xe OymeT
Jydule He NPEIOCTaBIATh €My TaKO# BO3MOXHOCTH BOBCE.

Ecau RSA ncnosnbsyercs Kak A obecriedeHHd CEKPETHOCTH, TakK
M 101 uagpoBo#t moamucH, MOXeT GHITh NPEANOYTHTENbHEH, YTOOBI
KaX el OJIb30BaTe b XPaHHUJI AJIA ABYX Pa3HHEIX Nejiell 1Be pa3jind-
HEIe NapH GyHKIHHA ¢ ToTallHEIM XogoM. Torma y KaXIoro moJib3o-
BaTeid OblyIa OBl OHA 3allMCh B OTKPBITOM CIIPaBOYHHKE WA GpOBa~
HHS, a Jipyrasg — B OTKPBITOM CIPABOYHUKE IPOBEPKH NOAMHCEH.
Takoe pasgeseHHe 1esecoobpa3HO O ABYM MpAYHHAM. Bo-HepBHIX,
OHO II03BOJIAET U30ekaTh HpobJeMBl epepasbnenuss Ha OJIOKH, KO-
TOpas B OIPOTHBHOM CJIYy4Yae BO3HHKAET, €CJIM MOIYJIb OTIIPABHTENS
oKaspIBaercs Gosbe Momysis mosydarensi [307]. Bo-BTopmix, Kak
Mmul yxe ujesna (B § 4.4), kpunrocuctema RSA sBnserca ciabolt
OTHOCHTEJILHO aTaKM Ha OCHOBe BhlGpaHHoro wudprekcta. U Takyio
aTaKy MoxeT OHITb TpyAHee HPOBONUTH, €CJIH NpoNeAypa mdpoBo
MOINHUCH OTJINIAETCA OT NPOLENyPhi JeindpoBaHUA.

Heobxoaumo mpoaBAATH HEKOTOPYIO OCTOPOXHOCTh B yTBepXKie-
HEH, 9T0 caM ¢akT Toro, 4ro Bo6 3maer s Takoe, 4ro E4(s) = m,
IOJDKeH HENpEMEHHO pacCMaTpHBATHCH KaK TO, UTO 1M JOIKHO OhI-
J0 OHITH TOANHMCAHO MMeHHO AJjmcoit. B konmne konmnos, Bo6 Mor
651 BEIOpaTh HeKoTOpoe ciydafinoe s, Beianciaats m = E,(s); koTo-
pO€ MOYTH HaBEPHAKA HE MMeeT BOOOLIE HEKAKOTO CMBICJIA, H 3aTeM,
JEeMOHCTPHPYH €ro, yBepaTb, 4TO AJHca, HOIKHO GHITH, colLIa C
yMma, noammcaB Takyio 6eccmrurciiany, kak m. llomobroe yTBepx ge-
HEe 0COBEHHO HeIpaBOMEPHO TOTAA, KOI7ia MJIOTHOCTh OCMBICJIEHHEIX
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coobleHn JOCTATOYHO BHICOKa (4TO CIpaBelIMBO CKOpee [T HEKO-
TOPBLIX THIIOB YHCJIOBLIX JaHHHIX, a He 1A oBLIYHBIX TeKCTOB), 1 Bob
CMOXeT BHIOHpATh CiydaifHO pa3/IMYHBIE § JO TeX NOp, MOKa eMy He
HoBe3eT HacTOJIbKO, YTO OH HaTKHETCH Ha HEKOTOpOe TaKoe §, I
xoroporo Eg(s) 6ymer ocmeicsiennsim. Ilo sTum npuumuam 6iraro-
Pa3yMHO JOTOBOPUTbCHA O HEKOTOPOM BHAE HOpMaJibHOM GHOpPMHEI Co-
obuieHUl ¥ TIPU3HABATH S B Ka4eCTBE IOAIMUCH IO M, TOJBKO €CJIN
m = E,(s), a m 3anucano B aTolt Hopmaavnoil popme. K coxane-
HHMIO, JIO CHX TIOp HEsICHO, KaKO# JoJKHa OBITh HaleXHas HOPMaJb-
Has ¢opma qua RSA. Hanpumep, BcTaBka GUKCHPOBAHHOTO YHCJIA
HyJsiIe#l ABJseTCA HeHalexHol [223, 224].

BosmoxHocTh mHGpOBON MOANHCH TPENOCTABJIAET, HAIPHMEP,
kpuantocuctema RSA. Onnako ee Hcnosib3oBaHue oOHADYXXHBAET He-
IOCTATKH, CXOAHKIE C TEMH, KOTOPHIE OHA HMeeT KaK cxeMa mudposa-
HHUA C OTKPHITHIM KJII0YOM. B 94acTHOCTH, HEM3BECTHO, ABJISETCH JIH
€e pacKpBITHe TaKuM Xe TPYJHBIM, KaK M Pa3JjIokKeHue Ha MHOXHTe-
J1 GOJIBIIMX HeJhX Ynces. Jfaxe ecsiM ¥ B caMOM JieJie TPYAHO IJTs
BLIGPaHHOTO OTKPBITOTO TEKCTa 1M ¥ KaKOLO-TO OTKPHITOIO KJIIOYa
{e,n) BLIYACAMUTDH NMOJIACH § TaKyk0, 4T0 M = §° mod n, TO MOXeT
0Ka3aTbCAd HAMHOTO MpOIE CAeJaTh TO XK€ CaMO€ NP U3BECTHOM,
KpOMe 3TOro, nape 4Hces {§, 1), rie § — NOANKCH 3aKOHHOTO TMOJIb-
30BaTesid HOJ HEKOTOPHIM COOBlEHMEM 71, KOTOpOe JIMIIb HEMHOTO
oTJIM4aeTcst oT m. JIpyraMH cJI0BaMK, MOXKeT OKa3aTbCd Jierde moj-
JIeJ1aTh MOANUCH MO, 3aKOHHBIM COODLIEHNEM TIOCJIE TOTO, KaK CTaHyT
HU3BeCTHEI HCTUHHEIE MOIIACH HECKOJIBKHUX MOXOXHUX COOBIEeHNH.

Tlpentiaymutt ab3anm mogckaselBaeT, 9TO AJIsA TOTO, 4TOOHI pas- -
pabaThBaTh CXeMHl JJIa U@ POBol MOANHCH, MOXHO ObLIO OBI HO-
po6boBaTh NPUMEHUTH BEPOATHOCTHOE WIX(pPOBAHUE, a HE KPHIOTO-
rpadHIo ¢ OTKPHITHIM KJ0doM. OIHaKO TaKas HAJEXK A OKa3hiBaeT-
cd HeoBocHOBaHHOM: cXema BepOATHOCTHOTO 1M poBaHua Biroma-
TonwaBaccep cTosb ke HecnonesHa nJis obecnedenns 1udpopoit noa-
TIHCH, CKOJTb Geclolle3seH I1d ay TeHTUDUKALMN OQHOPAa30BLIH mudp.
K cuactbro, 6bin .paspaboranst 6oJiee CHIIbHBIE KPUIITOCXEMbI LH-
¢dpoBolt mognuCH ¢ NOKa3aTeNbCTBOM (B IPEANOJIOXEHNH, 9T0 (ak-
TOPHM3ALUA LEbIX YUCesI ABIAeTCH TPYAHOBBIYUCINMOl mpobeMoit)
TOTO, YTO OHM BHRIZIEPXKAT aTaKy Jaxe Ha OCHOBe BHIODAHHBEIX COOB-
mennlt (cooTBeTCIByIOMEe ONpenesieHAe, NpUBeneHHoe B § 1, ser-
KO IepeHocHTCs Ha caydalt naédposnix mommmcett). Ilpasma aTu
CXeMBI JIOBOJILHO CJIOXKHEI H HMO3TOMY Mhbl He 6yIeM ONMHCHIBATHL HMX
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3pech [190]. Ins wimpokoro obcyxaenua nudpoBoil noquucu u cBa-
3aHABIX c Helt IpoGJIEM; a TaKXe HEKOTODHIX OPYTHX pelleHU#t Mb
orchliiaeM K [200]. Kpome Toro, untaitre [190, 318, 18, 72, 275).

§ 3. Nnentudukanna nosab3oBareneh

(nanrcano smecre ¢ Knonom Kpeney u Knogom I'otse)

OcHOBHOH BONpOC HAEHTUDHUKALMH 3aKJIIOYAETCA B CJAEAYIOLIEM: €C-
JIL IOTEHIMAJIBHEIL HO/IB30BaTeNb (KPHUITO)CUCTEMH obpalaeTcs K
ycsyram KommbioTepa (JHGO B TOM cJIyvae, KOLLa OH, HAIpHMED,
3axX04eT BOCIOJIb30BATHCH aBTOMATAYECKUM KacCHpoM, Jimbo Toraa,
KOrIa TaKOMY KacCHpY MOHAIOOHTCH MOJIYYUTh JOCTYI K MEHTPaJib-
HOMY KOMIIblOTEpY 6aHKa), TO KaKMM OBpa3oM HPH KaXIOM TaKOM
ofpallleHHH 2TOT UEHTPAJBHEIE KOMINBIOTEP CMOXKET YIOCTOBEPUTH-
cs, 9TO TOT, KTO K HeMy ofpauaeTcs, ABJISAETCA UMEHHO TeM abo-
HEHTOM, 3a KOTOpOro oH cebsa Brgaer? Kilaccmyeckoe pemenune aToit
npobJieMBl 3aKJIl04aeTcA B ucmosibsopaHum napoJet. [Ipennosaras,
YTO MOJIB30BAaTEJIb  KOMIBIOTED pacHpeleswsn Mexay cobolt me-
KOTOpYI0 KOoHGHIEHINAIBEYI0 9aCTh MH(POPMAINH, TOCJIETHAN Mo-
KeT noTpeboBaTs 3Ty HHMpOpMAIHNIO OT OOpaTHBILETOCH K HEMY B TOM
cJjydae, KOTHA €ro MOIJIMHHOCTbh COMHHTENbHA. SICHO, 9TO IIEHHOCTD
Takol cXeMBl peuralomuM o6pasoM 3aBHCHT OT €€ CHOCOGHOCTH CO-
XpaHATh MapoJId B CEKPeTe, YTO yKa3blBaeT HA JBa MOTEHIMAJIBHO
cJIabbIX 3BeHa: CYUIECTBOBaHHME TIEe-TO B NaMATH KOMIbIOTEpA Ta-
61U TapoJielt u yrposy mepexsaTa cOODLIEHHMR 1O HX NONATaHUA B
Hero.

CaMm daxT, 9TO MapoJId HAXOAATCSA B KaKOR-TO 0OJ/IACTH MaMATH
KOMIIbloTepa, ABJIAeTICs OYeHb ONMAacHKIM. BHe 3aBMCHMOCTH OT TOTO,
HACKOJIbKO OHH XOPONIO CIPATAHBI U 3alliMOIeHb, HCKYCHBIH! IPOTUB-
HUK Bcerna Hallzer ux, rlle OH OHM HH OBIIM (IIPeNIOYTHTEIBHO, HO
COBCeM He 0053aTeJIbHO, eCJIM OH uMeeT dusndeckult JOCTYN K TOMY
KOMIBIOTEPY, €r0 BCIOMOTATE/IHLHON HaMsITH H JIACTHHTY COCTOSHHA
onepanmonHo# cucTemnl). Bosee Toro, B cocTaBe HepcoHasia, 06-
CJIyXHBaIOIIETO paboTy GOJIBIIMHCTBA KOMIIBIOTEPOB, CYIHECTBYET MO
KpaMHelt Mepe OOHH YeJIOBEK, TaK Ha3bIBaeMbiil aIMHHMUCTDATOD CH-
CTEMBI, TO €CTh TOT €e (CaMHBIit) IPUBHJIETHPOBAHHbI MOJIB30BATENIb,
KOTOpHil 06J1afaeT BCEMH MpaBaMM JIETAJIBHOTO AOCTYHA K JHPEK-
TOpMM, TAe XpaHATcA naposin. Cxosib 60/IbMIMM JOBEpHEM IpYyTHe
IOJIb30BaTeNH MOTYT 06Jiedb Takoro dejjoBeka? (O4eBHIHO, 4TO B
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caMoM KpaltHeM cjiy4ae B PasHBIX CHCTEMaX MPEAyCMOTDHTEbHbIE
NOJIL30BAaTE/ M NOJDKHEI UCTIONB30BATh PA3/IAYHEIC HAPOJIH.

PaccMoTperHas Bhlllle yIrpo3a MOXeT OBITH JIETKO NIPedOTBPallleHa
Ha mpakTHKe [167, 291, 358, 272, u 1. 1.]. KutoueBas MuIC/Ib 3aKMI0-
YaeTcad B TOM, YTO KOMIIBIOTEPY B TaKoll CHTYalHE COBEpUIEHHO He
0bsA3aTENBHO 3Hamd JefcTBATENbHEIE TAPOJIH TOJIH30BaTENIed — A
Hero HeobOxoAMMa JTHIIb CIOCOBHOCTL nodmeepoicdenus NAHHBIX Ha-
pouneli. D10 MOXeT OBITH PEasIU30BAHO IOCPENCTBOM MCIONb30BAHUA
ONHOHAIPaBJIeHHBIX ¢GyHKIuE. KoMupooTepy IOCTATOYHO XpaHHTH
JMIIL 06pa3b MONB30BATENBCKUX NapoJielt, ABJIAIOIMECH Pe3yIbTa~
TaMM BBLIYHCJEHHA HeKoTopo#t ¢ukcupoBanHOM OXHOHAIIpaBJIeHHOR
$yHKIME OT KaxXgoro naponsa kak aprymenta. [lockosibky ¢dyHK-
OuA OJHOHANPABJEHHA, TO XPaHATh B CEKDETE e€e CaMy COBepHIeH-
HO He obszarenbHo. Torma Bcakuit pas, Kak TOJIBKO KakoW-HUOY b
HOJIL30BATEJb 3aX0YeT [0Ka3aTh CBOI0 IMOMJAMHHOCTB, OH CooDliiaeT
CBOHI HCTUHHRIY MapoJib, 8 KOMILIOTEP Cpa3y Xe BRIYUCJIAEeT OT HEro
3HadeHHe 5TO OJHOHANPABJIEHHOH (YHKIUH. 3aTeM pesy/IbTaT BHl-
YUCJIEHHH CBepsIeTC C XpaHAumehcs B KoMubloTepe Tabudneit. Oge-
BUJHO, YTO B JAHHOM CJydae HPOTHBHHK B CHJIy cBoelt Hecrocob-
HOCTH BBRIYUCJIATH NpooOpasbi 3Ha4eHH# COOTBETCTBYOlIIER OMHOHA-
opaBJ/ieHHO# yHKIMY 6y AeT BHHYKIEH IPH3HATH GECIIONE3HAIM AJ11
onpeesIeHUsI KCTHHHRIX NapoJiell moJIb30BaTes el pacnevaTKy Tako
npeobpasoBaHHON TabJIHIEL.

ITa cxeMa MOXeT OKa3aThCHA JOBOJIBHO C1aboH, €CJTi Mo/Ib30BaTe-
JIM CKJIOHHE! YNIOTPeOATH NapoJid, KOTOPhie MOXHO JIETKO YraJaTh.
B Taxoff CHTyall¥ ¢ IOMOIIBIO KOTO-TO, KTO MMeeT JOCTYH K TabJidue
(upeobpazsoBaHHEIX) Iaposiell U K aJTOPUTMY BBIYACJICHHA OJHOHA-
npaBJieHHOR GYHKIMH, MOXET, 3a4acTyIO0 JOBOJBHO YCIEINHO, NPH-
MEHATHCA CJIENYIONas aTakKa. 3aJaBIHCh, CKaXeM, THICAIbIO NPEs-
TOJIOXKHUTENBHO HauboJlee ynoTpeGUMBIX MapoJieil ¥ BHIYUCJIMB 3Ha-
YeHNA OIHOHATPABJEHHOH (YHKIMHM OT HHMX, 3TOT «KTO-TO» MOXKET
3aTeM 3¢ HeK TUBHO CPABHUTH HOJIy YEHHBIE PE3YJIBTATHI C Tpeobpaso-
paHHO} Tabsmmelt napoJielt (MCOB3Ys OPH 3TOM TEXHHKY XEUIMpO-
BaHMA MJIA COPTHPOBKH). Torma kaxaoe Takoe YCIEUIHOe CpaBHEHAE
OpEeNoCcTaBHT €My B pacnopsXeHHe HeKOTOPHIH HCTHHHEIN IOAb30Ba~
Tesibckult mapoJib. flcHo, -9T0 MogobHad araka He MO3BOJIAET Hapy-
INATENIO PAacCKPHTh BCE HAPOJH, KOTOPHE OH XOTes Obl y3HaTh, HO
TeM He MeHee OHA OYeHb IPOAYKTHBHA B HAXOXJIEHNHA HEKOTOPHIX H3
HaxX [176). ' :
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XoTs ¥ He [eJ1asi HUYETO JONOJTHATENHHOIO AT 3aIIATH HHANBH-
AyaJIbHEIX Tapoviel, T4k HasbiBaeMas cayualingd dobaexa ABJAETICA
TOH TeXHHMKOU, KOTopas MOYTH HCKJIOYAaeT ONMMCAHHHIE BBILE KOJI-
JIEKTUBHEIE yrpo3bl. Ilpm dopmupoBanum Tabinubl maposell ¢ Ka-
XKIOBIM UMEHEM OJIH30BATEJNs CBA3BIBAETCA HEKOTOpad CJydaHHBIM
06pa3oM creHepupoBaHHas OMTOBasi CTpoKa (B OTKDBITOM BHIE), a
XpaHslieecsl 3HAYCHUE OTHOHANPABJEHHON (PyHKUMH BHIYHUCJISETCH
OT KOHKAMERYUYU UCTHHHOTO MAapoJId KaXJA0To MOAb30BaTeNa U 3Tol
ero ciydaltnolt cTpoxu. B pesysbTaTe okasbiBaeTcsd, YTO IBa pas-
JIMYHBLIX MOJIL30BATENA, KOTOPBle MOIVIN 6b ciydJaiiHO BHIOpaTh Onu-
HAKOBBIE€ TapoJIH, OyINyT UMETh pasHbIE 3alUCH B Npeobpa30oBaHHOM
cucTeMHOl Tabmaurle.

HecMoTps Ha Takoe yJjydllieHHe, OCTaeTCs OZHA OCHOBHAsl CJa-
6ocTh. Beakuit pas, Korna moJp30BaTe b 3aX04eT, YToOH 6bisIa mom-
TBepXieHa ero IOMJMHHOCTh, OH JOJIKE€H BBOOUTH CBOU HacroAumi
mapoJjib B KoMmmnbioTep. Ilaposib B 3TOM ciydae CTaHOBHTCA YS3BH-
MBIM K IepexBaTy Jiubo TOra, Koraa oH HPOXOAMT IO JIMHUHM CBA3H K
KOMIIBIOTEPY, JIU60 BHYTPH CAMOTO KOMIIBIOTEPA BILJIOTH IO TOTO MO-
MeHTa, MoKa OH He 6yaeT nmpeofpa3oBaH MOCPEACTBOM BHITHCJIEHH
COOTBETCTBYIOIEH ONHOHANpaBIeHHO# byHKINH.

JJiss Toro 4Tobsl M30aBUTHCA OT MONOOHOM yrpo3wl, HeobXomm-
Mo, YTO6BI KOMIBIOTED HE TOJILKO HE MMeJ maponelt B maMATH, HO
¥ Boobule He BhigaBaj Obl X HH TPH KAaKMX oOCTOATENHCTBAX. JTO
TpeboBanye KaxeTca NapajoKcaJbHBIM. Tem He MeHee OHO MOXeET
BBITH YIOBJIETBOPEHO IOCPEACTBOM KOMOMHAIME OflHOM MIen BpeMeH
BTOpOlt MHDOBOU BOHHBI — CHCTEMBI MIEHTHMUKAUMM THIA «ApYT-
nin-spar» (LF.F.) [228] — ¢ monsTHeM onmoHanpassieHHOH GyHK-
ouu ¢ moTaliHeIM xomoM. [lis aToro Tpebyercsd, 4TOBHI MOJIB30Ba~
TeJIH UMENM B PACHOPSKEHUH CBOM COOCTBEHHBIE MHTEJIEKTYAJIb-
Hble TEPMHUHAJIB! UJIA, YTO TPEANOYTUTENbHEE, HEPCOHAJIbHbBIE smart-
kapTouku [264, 116, 209). .

T Toro 4wrobs1 pelnTh IpobiaeMy UaeHTU(DHKAIAN T0Ib30BaTE-
Jelt Kakol-HHOY b CACTEMBI, KaXk Il ee NOIb30BaTe b BHpabaThIBa-
eT ciay4allHBIM 06pasoM JIMYHMH (CeKpeTHBL) K/TI0Y B COOTBETCTBHA
C HEKOTOpOM KDHUIITOCXEMOHR C OTKDHITBIM KJIIOUOM. ITOT KJIIOY OH
ACIOJIb3YyeT MJIf KOHKPETH3aluH cobcTBeHAON corylacoBanHoft Taphl
afTOPHTMOB: 1M POBaHUS ¥ JewndpoBaHusa. 3aTeM aJITODHTM HIH-
¢{ppoBanns-OH NpeNOCTABJAET B PACHOPIKeHNe IEHTPAJILHOTO KOM-
ObloTEpa CHCTEMBI, @ Ha CBOEM TEPMHEHAJIE IPOTPAMMHDYET aJITOPHTM
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nemndposanua. Beaknt pas, Korna HyXHO yOEIHTLCA B MOLTHRHO-
ctH (Toro, KTo, GHITH MOXET, TOJIbKO HeficTBYeT OT HMeHH JIera/lb-
HOIO) NOJIB30BATE/A CACTEMH, HEHTPAJIbHBI KOMIBIOTED BHIPAOATHI-
BaeT ciay+daliHoe coobuenne, BRIYHCIIAET OT HETO, KaK OT apryMeHTa,
sHadeAne GYHKNUHA 1WHGPOBAHUA 3TOTO HNOJIL3OBATENHA, M HOCHLIIA-
eT pesyJibTaT Ha ero TEpMHHAJ B KadecTBe onpoca. [lonb3oBaTens B
OTBET Ha OlPOC 3aflyCKaeT CBOIO XPaHAIYIOCH B CEKPETeE OT BCEX IIPO-
rpammy pemmdppoBaHMs M BHYHCJAET caMo McXomHoe (ciydaitHoe)
cooblleHne, KOTOPOE B Ka4eCTBE YAOCTOBEPEHHS] NEPECHLIAET HAa3aI
B koMnbioTep. Kak cjefyeT HENOCPENCTBEHHO M3 OHNpeJeJIEHHA Ol
HOHANPABJICHHKIX (QYHKIMH ¢ MOTafHBIM XOIOM, TOJIBKO 3aKOHHBI
[OJIb30BaTEeIb clocobeH npoliTu nomobHbie onpock 3¢ dbekTHBHO, Oa-
Xe ecqm ero GyHkuus mugpoBanus (IporpaMMa KOTOpOl XpaHUTCHA
BHYTDH IEHTPaJIbHOTO KOMIILIOTEPA) M3BECTHA HapyuuTe 0. Kak u
Gb1710 06BABJIEHO pPaHee, IPH TaKOM MeXaHH3Me PabOThl CHCTEMBI TI0
THIIY «ONPOC-OTBET JIMYHBIH IIapOJIb OJIb30BaTe d, KOTOPKill dax-
THYECKH ABJIAECTCH ero 3 PEeKTUBHBIM AJITOPUTMOM el poBaHuA,
HAKOTHA HE MEPECHUIAETCA B HEHTPAJIbHBIE KOMIIBIOTED.

3aMeTHM, YTO B ONUCAHHOU CATYallUM HAPpYWIMTENIO HE IOMOXET
IepexBaT OMPOCOB H OTBETOB, KOTOPHIMH OOMEHMBAIOTCA KOMIbIOTED
H KOHKPETHHIH [I0JIb30BATENb CHCTEMEI, IIOCKOJIBKY OH (BEPOATHOCT-
HO TOBOp#A) MoT OB ¥ CaM, OCHOBBIBAfCH JIMIIb Ha 3HAHUH OTKPHITOM
HHPOPMAUHMH OJb30BATeNs, IPOM3BECTH TOYHO TakKoHl ke OOMeH.
KpomMme Toro, ecsin 6b OH moONBITAJICA BHJIATh ce0d 3a JIETaJIBHOIO
HOJIL30BATENISl, TO NOYTH HABEPHAKA CTOJIKHYJICH 6Bl C 3alpOCaMH,
OTJIMYHBIMH OT T€X, KOTOPBIE OH yX€ IepexXBaTuJI.

C ppyroli CTOpOHBI, HCTHHHBIH [OJIL30BATEb CHCTEMBI, OYEBH/I-
HO, HE IOJDKEH NOBEPATH KOMIBIOTEPY B TOM, YTO 3aPOCKHI H B CAaMOM
nesie popMmpyoTca caydallapiM obpasoM. N3 aToro ciemyer, 9TO
kpanTorpadHuieckas cXeMa, Ha KOTOpPO#k OCHOBHBaeTCs NpejJiarae-
MBIl BeIllle MeXaHU3M paboTHl CHCTEMBI, AOTXKHA OBITh cTolKOU mpo-
THB aTax Ha ocHOBe Bhibpanmoro umdptekcta (cM. § 4.3). llosTomy
3[ECh HEAD3A MCHOJIb30BAaTh KPUITOCXEMY BEPOATHOCTHOTO IHUGPO-
BaHna Bioma-Tosbasaccep (cm. § 4.6).

B nefictBuTENBHOCTH IS TOro 9TOGH MOJIyYHTH paboTocnocob-
HYIO CHCTEMY HIeHTHQHUKARMM [OIH30BaTesel, HyKHO IPHHATH BO
BHEMAaHHWE BCE HIOAHCH TEODPWH OJHOHANPABJEHHHIX GyHKUmE C mo-
TaltaBM XomoM. Ilpemmosioxmm, Hamp®Mep, YTo B HEKOTOpOH Kpu-
aTocxeMe Jiioboe AOCTATOIHO KOPOTKOe CooblleHMe, eC/id HMETb B
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CBOEM pacClOpsXEHHH JUYHBIH ceKpeTHEIll o9 AenAdpoBanus,
MOXeT OHThb IemndpoBaHO MeHee, YeM 3a ONHY CEKYHHY, HO OHO
TaKXe MOXeT GBITh OCcyniecTBAeHO B 6e3 Hero 3a HECKOJIbKO JacoB.
Cronb 6HICTPHIl KpUIITOAHAIAS O3HAYal Ol Kpax Bcelt Takolt kpu-
nTorpaduIecKoil CHCTEMBI IPH €€ NCTIOJIb30BAaHMH s LI POBaHAS.
Onnako 11 cucTeMsl HAeHTHGOHK MK OJIB30BaTeel oHa 6riia Obt
IpHeMJIEMOl, TOTOMY YTO HEHTPaJIbHBI#f KOMHBIOTED BCETAA MOXKET
MPOBEPHTH, KaK IIOJITO MOJIb30BATENbCK U TEpMHUHAJI ObLI 3aHAT 114
orBeta. IIpaBMiIbHBIA, HO BHIYACAAEMBIH CJIMIIKOM JOJITO, OTBET By-
JET TOYHO TaK XK€ GecmosieseH [JIA HAPYIUUTENsd, KAK B OTCYTCTBHE
oTBeTa BooDIIE.

MexaHu3M, KOTOpBIH MBI OMMUCAJTH BhIllie, ABJIAETCA HA CAMOM Je-
Jie He cXeMO# HIEHTH(pHKAIMH 704b306ameneil, a CKopee cxeMol
HaeHTUDHAKAIAN mepMunaros. B Helt nrobolt desoBek, uMeomumit
U3MIeCKUR JOCTYN K KOHKPETHOMY TEPMMHAJY, CMOXET BOCHOJdb-
30BaThCA KOMIBIOTEPOM, Ja¥kKe eCJIHM 3TOT AOCTYN K TEPMUHAJLY -ABJIsA-
eTcsl He3aKOHHHBIM. Iy mueHTHGbMKamMK TOJb30BaTeselt ONHO U3
peleHuii 3akJjio4aerca B TPEGOBaHMH, YTO MTOJIL30BATENNA JIOJIKHEL
MMOATBEPIUTE COBCTBEHHBIE TIOJIHOMOYNA Ha CBOEM T€PMHUHAJIE JI0 TO-
ro, Kak Ha49HYT MCIOJb30BATh €0 B COCTABE CUCTEMEI. IDTO MOXeET
6BITH CHeJIaHO IOCPEACTBOM KJIACCHYeCKol cucTeMbl napoJel, eciu
M [OJIb30BATEJbCKHUE TAPOJIH, X aJITOPHTM ellndpoBaHuA XpPaHATCA
B 9YE€pHOM HIIUKE JAHHOIO TEpPMHHAJa, KOTOPHI# caMopaspyuiaercs
TOrMa, KOLa B HETO MBITAIOTCH 3aJ1€3Th.

Jlyqmasa xe uues CBOOTMTCA K TOMY, 4TOGI aJIrOPUTM melmdpo-
BaHWs PeaJA30BaTh C IIOMOLIBIO NEPCOHAJILHON MHTEJJIEKTYAJIbHOH
KapTO4KHM mosb3oBaresd [264, 116, 209]. Ilpm TakoM pewenun oT
TEpMHMHAJIOB TpebyeTcd JMLIL MIHEMAaJIbHAA MHTEJJIEKTYaJIbHOCTD,
IIpHYeM BCe OHH MOT'YT OBITh ONHHAKOBBIMH M TIO3BOJIATH HOJIb30BATE-
JIIO BXOIHMTB B CHCTeMY (pu3mdeckn ¢ siioboro Mecta, KoTopoe o6opy-
IoBaHO cOBCTBEHHO TAKMM TEpPMHHAJIOM. BaxHbie pe3ysbTaThi, Ka-
caommecs OmacHOCTell NCIOJIL30BAHNA MHTEIVIEKTYAJIbHEIX (smart)
KapToyek, ymomanyTh B [188]. Boobue rosops, 6bli1o 66 HaMHOTO
HajexXHee, eciu OBl TaKMe KAPTOIKHA MMeJTH COOCTBEHHYIO KJIABHATY-
pY ® amciieft.

OnycanHbit MeXaHA3M HIEHTHGUKAINE MOXET ACHOJIB30BATHCS
B peXHME HERPEPBIEH020 ONPOca, KOrIa NEeHTPaJIbHEI KOMIbIOTEp
MOCTOAHHO ONPALIMBAET TEPMHHAJI U€pe3 PETYJIAPHO nos'ropamlim-.
ecqa npoMmexyTku Bpemenu. Takolf pexwmMm cHEMaeT JaybHellmne
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YTDO3BI CO CTOPOHEI HapyIIMTENA, KOTOPhl GyJeT BHIHYXAEH Nof-
KHUIaTh 3aKOHHOI'O MOJIL30BATEJIA, C TeM YTODB yCTAHOBHTH COeli-
HeHHe JI0 MOAKJIIOYeHNs KaHaJla CBASH K ero COGCTBEHHOMY TePMHHa-
Jy (MJTH, YTO elle JIydlle Bo u3bexaHue BO3SHMKAOWMX ONO3PEHHH,
OXHIATh 10 Te IOp, TOKa 3aKOHHBIR TOJB30BaTe/ b He TOUIET KO-
MaHIy «logout», ¢ TeM YTODHI cpa3y Xe Iocje STOTO epEXBaThBATh
ero kanaJi). Ec/am momosHuTesnbHble BBIYHCJIEHUS B COOTBETCIBYIO-
LHe 3aJepXKH B TaKol CUTyaluu sIBJASIFOTCS JOILYCTUMBIMHE, TO BBLJIO
OBl HazeXHee elle U ayTeHTUUIMPOBAThH KaxJoe OTAeJIbHOe obpa-
LIEHHE K CHCTeMe, UCXOfAiee OT NOJIb30BaTe . ‘

Jlns npakTudeckux npuMmeneHutt sydiie Bcero, ecim mOmOOHBIM
OIIpOC MOXeET OBITH nocmpoer OUYeHb OBICTPO, JaXe ecsau nodmeep-
orcdenue caMoro ompoca Tpebyer GoJiee 3HAUMTENBHBIX BHIYHCIECHUN.
OTo CBA3AHO C TeM, YTO OCHOBHO{ KOMIIBIOTEP MOXET O6CIyXHBATh
BoJIbIIOE KOJIMYECTBO TEPMHUHAJIOB, TOTMa KaK KaXIbIj MHIMBHUIY-
aJIbHBIH TepMuHaA crocobeH o6pabaThHiBaTh TakKde ONPOCH B HOHO-
BOM pexuMe (TeM CaMBIM C TOYKHN 3peHHs H0Nb30Batess obecneyu-
Bad GYHKIIHOHHPOBaHHE C BHICOKHM bbicTponeicrsrem). Hanpumep,
MOXHO ObINI0 OBl ACMIONB30BATh NPUHIKOL PabOTHl KPUITOCHCTEMHI
RSA, HO mpu 3TOM OTKPBHITYIO 3KCIHOHEHTY KaXIbll pa3 mojararhb
paBHO# 3 (moCKOJIBKY HM3BecTHOH c/1aBOCTBIO IpHMeHEHHs HEBGOJb-
WMX 3KCIOHeHT TpH wmpoBanuu (210] B mamHOM cilydae Boobue
HHKaK HeJb3s BOCIIOJIb30BATbCA).

Koneuyno, nmpobaema npoBepkd monHoMouuit koro 6s1 T0 HH ObI-
JI0 He orpaHUYHMBaeTCs JIALL HCHONb30BaHUEM KoMIbloTepoB. B 06-
LEM BUJIe pacCMaTPHBaeMas 371eCh 33/1a4a UACHTHGDHKAIKK 1T0 THIY
«BOIIPOC-OTBET» MOXKET OBITH pellleHa, HCHOJb3YS METHUKY MUHU-
MaABHO20 DACKPHIMUA — IOHATHA, KOTOPOe paccMaTpHMBaeTcs HH-
ke B § 6.3. DBonee mompobuoMy obcyxIeHHIO HACHTHQHKAIMOH-
HbIX. IPOTOKOJIOB C MHMHMMaJIbHBIM pacKpHITHEM (TO4YHee, C Hy.se-
6bLM 3HanUEeM) TOCBAlIEHa cTaTba YpHia Pelire, IMoca Duata u
9nau Mamupa [171]. Onucanme TOrO, Kak pacno3HaBaTh MOTEHIH-
aJIbHBIX MOLIEHHUKOB, NpMBOIuTCHA B paboTax YBo lecMenra u ero
KoJzier {148, 147, 94, 24].



Trasa 6

[lpumerHenuns

B HacTosee BpeMs coBpeMeHHas KpAnTorpadus (KaK ¢ CEKpETHEIM,
TaK M C OTKPHITHIM KJIIO9OM) HMEET CaMble pa3sHoOGpa3Hble B MHOTO-
9YHCJICHHHIE IPEMEHEHHS B HallleM yNpaBjigeMoM mHbopManuelt o6-
umecTBe. B 3Tolt r1aBe MBI AETaJILHO OIHIIEM OJHH M3 HEX H.KOPOTKO
nepeuucanM (B § 5) HeKOTOpHe IpyrAe HHTEPECHEE MPEMeHeHRA 60-
Jiee TEOPETHIECKOro CBoCTRA.

§ 1. Bpocanue xxpebdbus

B 1982 rony ma 24-o#t kommnbioTepHo#t kondepenuun IEEE (24th
IEEE Computer Conference — CompCon’82) Manyasem Biomom
6bly1a MpOYHMTaHa YPE3BHIYalHO NJIOZKOTBODHAsA JIEKUAA MOJ Ha3Ba-
HueM «Bpocanme Xk pebus no testedoHy: NPOTOKOJI JAJIA PEIIEHAS He-
pa3peuMEIX npobieM» [51]. DTa nekuna oKa3a1ach IPOJIOTOM K IO
CJEAYIOUIEMY 3aBOPAXHBAIOUIEMY DAa3BEPTHIBAHUIO COORITHH, B X0oJ€
KOTOPOTO pellfajiach Bee boltee ¥ Hosiee «Hepa3pellnMile IPOBIIEMBI».
JJist 0630pa HEKOTOPHIX M3 TaKAX HauboJlee BHIJAOMAXCH HEAABHUX
KPHITOJIOTHYECKHKX JOCTAXKEHUM, KOTOphIEe CTaIH BO3MOXHEIMH HJ1a-
rogaps akalJeMHYeCKHM HCCIIeNOBaHMAM, obpaalitecs x [69]. Ha
neknmu BiloM BBes1 mondATHe OpocaHus XpebHA ¢ MOMOINBIO MpH-
MEPHO CJIENYIOIIET0 04apOBATEJIbHOIO MOBECTBOBAHUA.

Annca 1 Bo6 xorar 6pocats kpebmit mo Tenegony. (Onn
TOJIGKO 9TO Pa3BEJIACH, XKHBYT B Pa3HBIX FOPON4X H XO-
TAT pelATh, KOMY HocTaHeTca MauaHa.) Kpebuit 6po-
caer Aimaca. Bob cumTaet, 9TO BHIALET peutxa H COO6-
maeT 06 3ToM 1o TesteboHy AJHce, NOCJIE Jero CJIBIMIAT,
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kak Ajmca (Ha OpyroM KoHIe mpopona) ropoprr: «Hy,
xopomto. .. 5 6pocaro... Opea! Tour npourpa !»

3aTpyIHeHUE B 2TOM HaMBHOM IPOTOKOJIE, KOHEYHO XK€, COCTOHUT
B TOM, 9YTO OH IO3BOJIAET AJIHCe TIOOMEHUTH PE3yJbTAT KepeObeBKH
mocJie Toro, Kak bo6 coobin eft o cBoeM npeamostoxenuu. JJyist Toro
YT06bI IPEJOTBPaTHTh MOAOOHEIM B MolleHHUYecTBa, Bob moskeH
noTpe6oBaTh, YTOGH AJIHca CHadas1a GpOCHJIa MOHeTy W 3adHKCH-
poBajia pe3ysbTar. Tousibko mociie aToro Bo6 Mor OB BHICKa3aTh
cBolo moraiaky. Ilpu peasimzanum 3To#l Maew BO3HUKAIOT ABa Tpebo-
BaHHA, BHINIOJTHEHAE KOTOPHIX MPUBOIUT K OCYLIECTBUMOMY Ha MPAaK-
THKE TIPOTOKOJY: AJIHCa He JOJIKHA MMeTh BO3MOXHOCTH Gpocarhb
XKpebull ocse Toro, Kak OHa YCJBILUUT npennosoxenue boba, a Bob
B CBOIO O4epellb He JOJKEH UMETH BOSMOXKHOCTH y3HATh, KaK-yIaIeT
MOHETa JIO0 TOrO, KaK OH OOBABHT O CBoel Joraike. ‘

Iycte f: X - Y — onHonanpasiieHHas GYHKUHMS U IIPEXIIOJIO-
XKHM, 94To X — 3TO KOHEYHOE MHOXECTBO HATYPaJibHBIX YHCEJ, Cpe-
M KOTOPHIX CONEPXKUTCA OMMHAKOBOE KOJMIECTBO YETHHIX M HEYeT-
HeIX. B npexanosioxennn, uto Ajnca u Bo6 3apaHee IOrOBOPHJIHCH
o dynkuuu f, BaioMmom 1 MukaH BuepBEle OhlVT NPENJIOKEH CIIELy-
owu# IpoToKOJ:

Anuca BHIOHpaer ciaydaitHo wucio z € X, 3aTEM BHI-
YUCsAET 3HAYeHMe ¥ = f(£) H npexbABIAET ero
Bobty;

Bob NBITaeTCA OTTalaTh, ABJIAECTCA JIH YHCJIO Z YeT-
HBIM WJIM HEYETHHIM, ¥ OObABJISIET CBOIO JIOTAIKY
AuJtace; ’

Autuca coobmaer Bo6y, okasajica OH MpaB WJIM HET, U
JIOKa3bIBaeT €My 3TO, PACKDhIBad &;

Bo6 nocpencTeoM mposepkn f(z) =y ymbo moxreep-
KaaeT, 6o ONpPOBepraeT 4eCTHOCTH AJIHCEHI.

CyTbh npencTaB/IEHHOrO IPOTOKOJIA 3aKTI0YAETCA B TOM, YTO AJH-
ca CBA3LIBAET cebs (B KayecTBe 06A3aTeIbCTBA) YUCIIOM T, BBUAY TO-
ro 9To oHa coobmaeT Boby sHadenme y= f(z), omnako Bo6, sHad y,
He MOXeT BBIYHCJIHTH I CaMOCTOATENBHO, IIOTOMY 970 GyHKOHA [
ABNdeTcH odHoHanpasienHolt. (B § 2 mu1 mpemupmmem 6osiee ne-
TasibHOE 06CYXKIeHne OOUIEro NORATHA HoHobHOro Humosozo obA3a-
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meavcmsa.) MHTYRTHBHO $ICHO, YTO 3TOT IPOTOKOJ ABJIAETICS KOH-
CTPpYKTHBHEIM; XOTH ecyiH GbyHKkmus f 6p1a BHOpaHa HEAOCTATOYHO
TIATENBHO (fake eciIM OHA B B CaMOM JeJie OQHOHANPAB/IEHHAA ), TO
OH BCe paBHO OCTaBJIAeT ABEPb OTKPHITO] [IJIfi MOIICHHHYECTBA KakK
€O CTOPOHH AJIHCHI, TaK ¥ co cTopounl Boba.

Ecau ¢pyukuua f He AB/1AeTCA B3aMMHOOIHO3HAYHOH), TO BOSMOXK-
HO, 9To AJIHCa 3HaeT Takue YHCJa T ¥ &, Aud KoTopeix f(z)= f(Z)
M IpH 3TOM CyMMa T + & KOTOPHIX HedeTHa (4TO 3apaHee He BKJIIO-
4as0ch B ONpeAe/icHE OIHOHANIPABICHHOCTH). B TakoM ciydae ona
MoOXeT 06bABUTH Y = f(z), dakTudecky He cBs3nBaa cebs obasa-
TeJILCTBOM HM TOCPEICTBOM &, HH HocpenctBoM Z. CJienoBaTesbHO,
ecJsii 6Bl 3To 6bLJIO Tak, TO AJHca MorJa B6ul cMolleHHa4YaTsh. C npy-
ro CTOpOHBI, MOXeET OBITH Tak, 4TO GYHKIMSA [ B3aMMHOOTHO3HAYHA
W 9TO BHIYAC/]EHHE Z U3 f(Z) IPaKTHIECKA TPYAHOOCYIIECTBAMO, HO
€ro TO KaK pa3 JeJaTh 3aBeJIOMO U He 0613aTe IbHO, IOCKOJBbKY OKa-
3BIBAETCH, 9TO Y€MHOCMY YUCIA T MOXKET OBITH JIETKO OIpelesieHa
u3 BAIa camoro 3Hadennsd f(z). Ho maxe, ecn 66l 4eTHOCTD T OyneT
TPYHHO ONPERETATH B TOYHOCTH JJIfl JAHHOTO 3HaYeHud f(z), MOXeT
cTaThCH, 9TO €€ MOXHO YraJaTh ¢ BEpOATHOCTBIO yclexa Gosee, yeM
50%. B aToii curyanum Mor 66 MoureHHWYaTh Bo6.

B npennonoxesu#, 4To dpakTOpH3alUa OOJBUIMX HEJNBIX YHACEN
ABJIgeTCA NPaKTHYEeCKH HEBBHIIOJHUMOM 3afiadefl, 5TH NOTEHIIHAJD- .
Hbl€ TPYJHOCTH MOXHO 0OONTH C IIOMOLIBIO CAELYIOLUIEr0 TPOTOKOA:

Asnca BHIOMpaeT ciy4afiHEIM 06pasoM Kakoe-HHOyIb
gucno Baioma n u HeKoTOpOE T € Z,,, 3aTEM BBHI-
qucager y = 22 mod n u z = y? mod n, mocxe

gero coobliaer 4ynucaa n 1 z Boby;

Bob obbaBiIgeT AJHcCe CBOe NpenIoJIoXeHHe O TOM,
ABJIAETCA JIX YACJIO Y YETHHIM HJIN HEUETHHIM;

Asnca packpuiBaeT Boby uncia ¢ ¥ y, a Takke IIO3BO-
JifleT eMy y6eIMThCHA B TOM, YTO N SIBJISETCA YH-
caom Bmoma,;

Bob [[pOBepﬂeT 9TO ¥ B CAMOM ,uene y=z?modn, a
2=y mod n.

Nubima cnoBamu, Astaca nepenaet Boby xBagparnunhiil BEYeT 2
o MomyJito mejioro uucyia Bioma, a Bob6 mposepsier, siByifeTcd Jiu
€ro OPEMETHBHBIN KBalpaTHHIA KOpeHb YETHHIM HJIM HEeYeTHHIM. B
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3ToM ciydae Bo6, kak MH yxe Bumesu B § 4.5, 9106 BHICKa3aTh
CBOe NPpPENNOJIOKEeHHe, He MOXeT HallTH HHYero Jydinero, 4eM 6po-
cuthb )Xpebuit. C apyrolt CTOpOHEI, KPETHYIHO, YTO N ABJIAETCH 1IE€JIBIM
gucsioM BiitoMa, Tak KakK B MPOTHBHOM CJIydYae MOTJIO 6B OHITH Tak,
4YTO z MMEET JBa KBAIPATHHLIX KOPHS Pa3/IM9HON yeTHOCTH, 0b6a W3
KOTOPHIX ABJIAIOTCA KBaJpaTHYHHMH BHYeTaMHu. BoT nogemy AJnca
JOJIXKHA TI03BOJINTh Boby «ybeIuThes B TOM, 9TO N ABJIAETCS 1IEJIBIM
gucsiom Buroma». Jlns sToro Asmca MoxeT coobwuthk Boby pas-
JIOXeHHe 1t Ha MHOXHUTENH (Teneps Ans Boba Gymer yxe cammkoM
NO3HO MCMOJIB30BATh 3TY MHQPOPMALHMIO, ¢ TeEM 4TOOH! NOBJIHATEH HA
pesynbTaT cBoero Bribopa). Ecum ke AJHca XodeT MpUMEHATH CBOE
nesioe uucJso biioma n elle 1 0y1A OPYTHX LEJiel MJIM ACIOJIB30BATh
€ro B HECKOJIBKEX XepeDObeBKaX, TO OHa, IJid TOro 4ToOm y6emuTh
Bob6a B cBoeit 106pOIOPATOIHOCTH, MOKET BOCIOJL30BATHCS HHTEP-
aKTHBHBIM MPOTOKOJIOM MEHAMAJILHOTO packpHTHs [206]. CMoTpuTe
Takxke § 3.

JlomO/THATE/IbHOE TPEUMYINECTBO 3TOTO MPOTOKOJIA COCTOMT B
TOM, 9TO OH TO3BOJIAeT OpocaTh Xkpebult kKak 6l 6 Koaodey. ITO
O3HAYAEeT, YTO HACTYMaeT Takoff MOMEHT B MPOTOKOJIE, KOTa AJHca
3HAET HCXOJ COOBITHS ¥ HE MOXKET €I0 H3MEHHTh, XOTs CaMa B COCTOsI-
HHM OyIET OTCPOYATH TO, YTO B PEIYJIBTATE JOJIKHO OBITH PACKPHITO
EBo6y. Ilo otHOmenno k Boby 3T0 aHAaJIOTHYHO TOMY, KaK €CJIM OH
B CaMOM JieJjie X pebuit Opocasca Ha JHO 1ybOKOro KoJiola, pacio-
JIOXEHHOTO PAAOM ¢ AJTHCoH: OHa MOXET BHIETH, KaK yllajia MOHeETa,
HO He MOXeT HMYero M3MeHUTh, a Bo6 HaXOomMTCA CIAUIKOM JaJ1eKO,
9TOOHI €€ YBHAETH, HO AJIHCa MOXET B KOHIE KOHIIOB MO3BOJIATE EMY
mofoiTH MOBJIHKE M 3aIlJIAHYTH B KOJIOAEM.

B [27] obcyxmaeTcs npoTokon ns1s 6pocaHus KpebUsa B KOJIOTEI,
KOTOpbI#f OCHOBaH Ha NpHHOHIAX kBaHTOBo# ¢msuku. OH ocraercs
CEKPETHBIM [laXe TOrJa, Koraa Jimbo ogHa, ubo obe CTOPOHH MMe-
IOT HEOTpaHMYEHHHIE BHIYHACJATENBHEIE. pecypch. HecMoTps Ha To,
YTO B HEM ONIHA M3 CTOPOH B IIPHHIKIIE MOTJIa 6B MOIIEHHMYATD, 3TO
moTpeboBaJsIo 6B TaKO# TEXHOJIOTHH, KOTOPYIO HEBO3MOXHO OyleT pe-
aJIM30BATh B CKOJIb-HUOYAH 0603pUMOM BymyIeM.
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§ 2. Cxemsl 6MTOBBIX 06sA3aTebCTB

(Ha.H}(CB.HO BMecTe ¢ K.no,zzom erney u IapunoM qayMOM)

Honsatue 6umosozo obasameascmea ABJSEICH CHJIbHBIM B OBIIHM
IPUMHTHBOM JJIs Pa3spaboTKM CEeKPeTHHIX KpPUNTOrpadpuiecKux mpo-
ToK0J10B. 1lesb 6uTOBOrO 065A3aTE/ILCTBA 3aKJII0YAETCSA B TOM, YTOORI
HO3BOJIUTH AJIice B3iATh Ha ceba B KadecTBe 06s3aTeJILCTBA 3Hade-
HHe HekKoToporo 6uta MHOpMaIMu TakuM crnocoboM, KOTOpHIH# He
nosBosieT Boby y3HaThb 3TO 3HadeHHe 6e3 ee MOMOIIM, HO KOTODBIM
TaKXe He TIO3BOJISET ¥ caMo# AJtice ero H3MeHHTb. EcJIM BO3MOXHa
HepacKphIBaeMas cxeMa OGUTOBBIX 0Dsi3aTesIbCTB, TO DpocaHMe XK pe-
6us (Tak, Kak OHO ONHCaHO B § 1) CTaHOBUTCS TPUBHAIBHBIM B pe-
anusanun: Asmnca 6epet Ha ceba B KadecTBe 00A3aTesILCTBA 3HAUE-
HEEe HEKOTOPOrO CJydalHO BHIGpaHHOro 6uta, Bo6 yraamiBaer 3To
3HadYeHHe U aHHOHCHPYET CBOIO JOTAIKy, a AJjiHMca TOKasbiBaeT eMy,
JoragaJics JIM OH Ha CaMOM [ieJie uin HeT. Bosee TiiatesisHO npopa-
foTaHHOe PUMEHEHNEe CXeMBl GHTOBHIX OBA3aTENbCTB ONMCHIBACTCH
B cJenmylonieM naparpade.

BuToBoe 0643aTESILCTBO PEaIM3yeTCsl MOCPENCTBOM HEKOTOPOTO
OCHOBHOTO TIOHATHs, KOTOpOE MBI Ha30BeM «baobom». Kaxabiilt 65106
HCHosb3yeTcs Kak obsasaTenpcTBo Jnbo 0, mbo 1. U3 coobpaxennit
OBLIHOCTH MBI He HaKJalblBaeM HAKaKHX OTDaHMYeHHH Ha NPUpPOLY
6J1060B. OHEM MOrYT OBITH CHEJIAHHEI JaXe U3 «YJIBLIOKM YelHpCKOo-
ro KoTa» (AWM W3 NoJApH30BaHHOrO doToHA!), ecim 2To oKaxercs
nonesHuM. Ilon cioBamm: «AJsmca Geper (nmpmenMaeT Ha cebs) B
KauecTBe obsA3aTeIbCTBA HEKOTOPHIH 67106», HiH, Kopode: «Asuca
3a7aeTcsd HEKOTOPHIM 6/1060M», MBI IOHHMAaeM, 9TO AJmca XpaHUT
KOHKpeTHOe 3HadeHHe, COOTBeTCTByIollee AaHHOMY 6106y «B yMe»
H BO BCEX CBOMX MOCJIEAYIOUTNX NelCTBUAX TPUAEPKUBAETCA HUMEHHO
aToro 3Hadenus. Eciam 67106 caM no cebe MoxeT OBITH IPEICTABJIEH
B BAIE GHTOBON CTPOKM, KAK OKA3HIBAETCH B GOJIBIIMHCTBE NPaKTH-
9ecKHMX CJIydaeB, TO JEMOHCTpalMel NpuHATHA 61062 B Kd4ecTBe
0633 TeIHCTBA MOKET BHITH IIPOCTO IOKA3 €ro B IBHOM Bn,uef

AbcTpaKk THEIMY CBORCTBaAMH, KOTOphIe OIpeNenstoT 606k, ABJIs-
0TCA CJIeAyoLMe:

(a) AJinca MoXeT HPHHATH 6JI06H B KadecTBe 0bA3aTesbCTB: 3a-
JaBasCh HEKOTOpPEIM 671000M, OHa B CYUHOCTH IPHHHMaeT B
KadyecTBe '0053aTesIbCTBa HEKOTOPHIY 6ur.
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(b) Aurca moxet packprimd 060#t 67106, KOTOpBI# OHa NPHHSAJIA
B KayecTBe obs3arenncTia. [Ipn aToM ona Moxker yoemnts bo-
6a B ToM, 4TO AEUCTBATENHHO 33aBaJlaCh MMEHHO YKa3aHHBIM

. €10 3HAYEHHEM COOTBETCTBYIOWEro OuTa MHMOPMAIHMH, KOLIa
DpPHHEMAJIA B KadecTBe 00A3aTesIbcTBa HaHHBIM 65106. Takum
obpazoM, HuKakolf u3 6710608 He MOXKeET OBITH «paCKpHT» e u
kak 0, m xak 1.

(c) Bob He B COCTOSIHMHM y3HATh HHYETO O TOM, KaKMM 06pa3oM
Autrca MOXeT pacKpbITh Kakolf 6B To HU ObIJIO HEPACKPBITHIR
67106, KOTOpHI# OHA NPUHsJIA KaK 0D:A3aTeIbCTBO. DTO OCTAET-
Csl CHpaBemJIMBBIM [aXe IOCJIe TOTO, KaK Ipyrue OJIoOn yxe
OBL/IM PACKPBITH AJIHCOH.

{(d) Buobel HEe comepxaT HUKako# nobounol undopmayuu: 671001
caMu o cebe, Tax xe Kak U TOT IPOUECC, IOCPEACTBOM KOTOPO-
ro AJsmca npuHAMaeT HX B KayecTBe o6S3aTeJIbCTB M PACKDHI-
BaeT, He KOPPeJIUpYyeTCsa HUKaKUM JIPYIMM CEKPETOM, KOTOpHI}
OHA MOXeT 3aX0TeThb yTauTh oT boba.

PaccMmoTpuM caenyrouyo uiumocTpanio peaansannn 6moba. Ko-
rma AJmca Xo4eT NPUHATH B KadecTBE O6I3aTE/IHCTBa HEKOTOPHIA
6ut (cBoficTBo (a)), OHa NHLIET €ro 3HaYEHne Ha MOJIY M [0 TOTO, KaK
Bo6 cMoXeT ero yBHIETb, 3aKJIEMBAET €r0 HENMPO3PAvYHOH JIMIKOM
nenrofi. Torma, ¢ omHo#t cTopoHH, Bo6 He MOXeT cKa3aTh, KaKol
6uT CKpHIT nox JeHTolt (cBoltcTso (¢)), a ¢ Apyro#t — AJtmca mocie
3TOro B NpUCYTCTBUH Boba yxKe He MOKET M3MEHHUTHh 3HAYEHHE 3a~
KJIeeHHOTo 6uTa. J115 TOrO 4T06H «pacKpuITh 6106% (cBoficTRO (b)),
AJtica nosposigeT boby OTKJIEHTH JIEHTY ¥ B3IVIAHYTh Ha 3TOT OHT.
CsoitctBo (d) ymoBJ/IeTBOpSeTCS, €CJIU HE CIIOCOD, ¢ TOMOUIbIO KOTO-
poro 3HaYeHMe OuTa OBLJIO 3aMUCAaHO Ha HOJIY, HA CaMa JIeHTa, HH ee
MECTOIIOJIOX €HHE He KOPPEeJHMPYIOTCH HHKAKMM CEeKPEeTOM, KOTOpBIit
Anmuca mMorsta 651 3aX0oTeTh CKpHTH 0T Bofa.

Ecsi 6/106b1 HCIOJIB3YIOTCS B PAMKaX OBLIEHPHHATONO KpPHIITO-
rpa¢pIIECKOro NPOTOKOJIA, B MPOLECCE KOTOPOrO NPOMCXOIAT oOMeH
3JIEKTPOHHLIMH  COODIIEHUAMM, TO CAMH OHM TAKXe JOJIKHHE OHTH
npencTaBJieHH B uadpoBoM Buae. B aToM cayuae, kasanoch 6w, Ha-
JIANO sIBHOE NPOTUBOpedYHe MeXIY CBOMCTBaMH, KOTOPHIM HOJIKHBI
ynoJsieTBopATh 6J10681. M3 cBolictsa (b) caenyer, uro 6510681, KO-
Tophie AJIACa MOXeET OTKPHTb Kak (), IOJDKHHI OTJIMYaThCA OT TeX,
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KOTOpHIE OHa MOXeT OTKpHTh Kak 1. Ho Torzma 4To xe Bocmpendr-
ctByer Boby oOGHapyXHTh 3TO pa3jiAdMe M HApYUIMTb, TAKAM oOpa-
30M, cBoltcTBo ()7

CyTh OHHOrO M3 BO3MOXHBIX OTBETOB Ha Takoll BOIPOC COCTOHT
B TOM, YTO 3Ha4YeHHE NPHHATOro OHTa NOKHO ONPENETATHCA HE Ca-
MEM TI0 cebe OioboM, a ckopee 3HaHHeM AJHCE 0 HeM. Eciam aty
HIE0 PeaJIM30BaTh akKKypaTHO, TO 1A Bo6a cTaHOBATCS HEBO3ZMOX-
HBIM y3HaTh 4TO OBl TO HH OBLITIO O TOM, KaKHM 00pa3oM AJIHCa MOXKET
PAcCKpPHITH JIIO6OH] ellle HepacKPHITHIH e1o 6,106, KOTOpHI}t OHA MpUHA-
Jia B KavecTBe 0DA3aTESILCTBA. lIpMdeM MOXHO IOGHTBCA, YTO 3TO
OyIeT cipaBesJIdBO B CAaMOM CHJIBHOM TEOPETHKO-HHPOPMaIHOHHOM
cMeiciie. TeM He MeHee TOTIOJTHATENBHEIE 3HAHUSA MOTYT B IPMHIHAIE
HO3BOJIUTH AJtHce HapyuuTh cBo#ictBO (b).

C npyro#t CTOPOHH, €CJIM MBI HACTaMBaeM Ha TOM, YTODHI cBOiCT-
8o (b) BrImONEAIOCEH Be3ycioBHO, TpebyeTca MPUHATE TBORCTBEHHOE
pellleHne, 3aKJI0Yalomeecss B TOM, 94To OJIoObI, ucoin3yeMbie AJrH-
colf xak 00sa3aTesIbCcTBO 0, JOIKHB OBITH OTJIHYEMHL OT TE€X, KOTO-
pHE OHA HCIOJB3YET B KadyecTBe obga3aTesibcTBa 1. B aTOM ciyuae
oHa HeuW3beXHO 3alaeTcd HEKHM OCOOBIM OMTOM BCAKHMM pa3, Kor-
Ja MPHHHMAaET B KadecTBe 0DA3aTebCTBa HEKOTOPHIH 61100, U, Kak
ciiencTeue 3Toro, Bo6 MoxeT B mpHHIMIE HapyWATh CBoifcTBO (C).
HecMmoTpsa Ha TO, 4TO 06a MOAXoda MPESOCTABJIAIOT BO3MOXHOCTD
ONHOU W3 CTOPOH CMOLIEHHWYaTh, 3TO MOXET OBITH CHEJIaHO BEIYHU-
CJIMTEJILHO HEOCYIHECTBEMEIM MPH COOTBETCTBYIOUMX KPANTOTrpadu-
YECKHX MPENNOIOKEHUAX.

B xadecTBe 3/1eMeHTapHOrO (XOTH, ORITH MOXET, W He O4YeHb Ha-
JIEXHOTO) TpUMEpPa PacCMOTPKM IBa m3oMopdHbIX rpada G u H, o
KoTophix AJmuca u Bo6 ycsoBusmch 3apanee. llpeamosoxum, 9To
Austuca ybexXIeHa B TOM, YTO OHH H30MOPQHBI, XOTA B AEHCTBHTEI -
HOCTH M He 3HaeT HEKAKoro usoMopdusMa Mexy Humu. BoJtee Toro,
MPEANOJIOKAM, YTO OHa HECTIOCOOHA B BLIYHCIMTEILHOM CMBICTIE Hall-
TH Takoli m3oMopdu3M 3a npuemiiemoe BpeMd. ([laBallTe OTIIOXKHUM
1o § 3 Bompoc o ToM, KakuM obpa3oM AJHca MOXeT ybeIMThcd B
TOM, YTO JaHHBIE TpadHl ABJIAIOTCA A30MOPGMHEIMHA, HE Y3HAB OPH
3TOM camoro m3oMopdm3sma.) B aTux npeamosoxenuax AJrca noro-
papuBaerca ¢ Bobom, aro moboil rpad, nJd KOTOPOro OHa CMOXKET
ykasaTh m3omopdusM ¢ G (coorBercTBeHHO ¢ H) ABIfEeTcs MpHHA-
THeM B kadecTBe o0bA3aTesbeTBa 6uta 0 (cooTBercTRenHO 1).

Yro kacaerca cBolicTs, onpenensonmx 600k, TO B HpABENEH-



94 Npumenerus ; . , ILraea 6

HOM NpHMepe CBOUCTBO (a) BHINOJIHEHO NOTOMY, 9TO AJIHCA MOXET
3afaThea 6uToMm 0 (cooTBeTcTBEHHO 1), CayyaltHEIM oGpasoM nepe-
crapus BepumHsl G {cooTBercTBenRO H) U UpeXbABAB MOy IHBIIHH-
ca rpad-65106 Bo6y. s Toro urobel packpslTh 65106, Astnce mocra-
TOYHO YKa3aTh Bob6y aToT m3pecTHH# elf m3oMopduam ansa awoboro
n3 a8yx rpados, G uam H. CeotictBo (b) BrImosHseTcA, eciiu H
TOJILKO ecJid AJlHca He MOXeT HallTH usoMopdusma mexny G u H.
Toynee, n1a Toro 4Tobsl Asnca Morna HapywnTh cBoltctBo (b), oHa
IOJIKHA NOJIYYNTH TaKylo HHPOPMALUIO, KOTOpad I03BOJIHT efi Jier-
KO OOHapYXUTh nonobHuilt usoMopdusm. CpoitcTBo (c) GesycioBHO
CIPaBEIJIMBO, IOTOMY 4TO bJI00HI, HCIIONb3yeMule AJHCOl B Kade-
cTBe o6a3aTenscTBa (0, B TEOPETHKO-HHGOPMALMOHHOM CMEICTE He-
OTJIMYMMBI OT TeX, YTO UCHOJIB3YIOTCA KaK 06A3aTesCTBO 1 — Bens
M Te, ¥ OpYrue ABJIAIOTCA cAyYalhHBIME H30MODQPHHEIMYE KomuaMu G
(a, cnenoBaTensHo, n H). Haxonen, cBofictBo (d) ymoBnerBopsercd,
IIOTOMY 4TO AJIHCa NEPECTaBJAET BEPIUHLL (G CIIydallHBIM 06pa3oM,
TO €CTh TAKMM CIIOCOGOM, IPH KOTOPOM IEPECTAHOBKA HE KOPPEJH-
pyeTca HHU4YeM BOObDIlE.

Taxum 06pa3soM, NMPHUBEINEHHBLIX BbIIE NPHMEP. HJIIOCTPUPYET
MMEHHO TOT cJIy4ail, B KOTOpoM He 65106 cam no cebe (mekuit rpad,
KoTOphilt u3oMopden u G, u H) onpenenser HeKoTOpHld 6UT MH-
dbopmarnun, a, ckopee, 3HaHHe AJHCH 06 3TOM 65106e (bakTHIECKUit
usomopdn3M, usBecTHbIt Asnce, Mexny »Tum rpadoM u subo rpa-
dom G, nubo rpadom H).

BoJsiee mpaxkTHUHBIH, XOTA B TEXHHYECKOM OTHOIUEHHMH U boJiee
CJOXKHBIL NMPUMEP TaKOrO X€ THIA CXeMbl OHTOBBIX 06A3ATEJIBLCTB
OCHOBaH Ha IPENNOJIOXEHHH O TPYIAHOCTH pelleHUA 3aadi JUCKPeT-
Horo Jiorapudmuposanus {cM. § 4.1) {112, 62]. HycTs p — Gosbinoe
HPOCTOE YKCJIO U HyCTh ¢ ABJISETCH NIPUMATHBHBIM (II€PBOOGDA3HBIM)
KOPHEM IO MogyJiio p (nopoxaaomuM £, — My/IbTHIUINKaTHBHYIO
rpynny o6paTHMEIX JIEMEHTOB KOJIBIAa KJIaCCOB BRIYETOB IO MOMIY-
mo p). HamomuuM, 4T0 Qs s1060ro 3aJaHHONO TEIOTO YUCIa Y
MOXHO JIETKO BBHIYHCJATL a¥ mod p, HO HO CHX HOp He M3BECTHO
HUKaKoro 3¢ ¢pekTUBHOro ajroput™ma obpalieHns 3Tol Tponemyphl,
Bonee Toro, npenmosoxnM, 4To BHHUMCIEHNE ¥ B3, , p H a¥ mod p
oCTaeTca MPaKTHYECKH HEBHIIOJIHUMBIM, aXK€e €CJIH M3BECTHO pas-
JoXeHAe qucaa p— 1.

Cnavana AJauca u Bob ,uoronapnnaxol‘cx 0 oAXOoNAWEM l'IpOCTOM
9ECJIe P, AJIS KOTOPOro MM o60MM H3BeCTHO Pa3JIoKeHHe 9AC]Aa p— 1.



§ 2 Cxemu 6MTOBLIX 0BGa3aTeabers 95

Onu Takxe noropapusaiorca o6 a, reneparope Z,. Biaronaps cso-
eMy 3HaHHIO MEOXUTeJEH p — 1, oHE 06a MOTYT C OUpeNeSIeHHOCTBIO
ybenMThca, 9To p H B CAMOM JeJjle MPOCTOe YHCJIO, a & SABJIAETCH
reepatopom Z, [236]. Ykasanuble napameTpsi p ¥ a MoryT 6mITh
cesaBbl ObMEIOCTYIHBIMA B TOM CMBICJIE, YTO K HAM MOXHO Mpe-
JOCTAaBHTh JOCTYIl BCEM, KTO 3aXO4YeT MPUHATH y4acTHE B MPOTOKO-
Jax 6uToBBIX 0bs3aTenbCcTB. BHavane Bo6 BHIOHpaeT, IOMHMO BCEro
upodero, ciaydalinoe ducno s € Z, Takoe, 4To 5 # 1, B mepenaer
ero Asmce. CorjlacHo HalleMy IPENNOJIOKEHH0, AJIHCa HE MOXKET
BhIgHCTUTD €, 0 < e < p — 2, 11 KoToporo s = a®  (mod p).

3aTeM, )i TOro YTOOH NPHHATH B KadecTBe 0DA3aTEHCTBA
3HauYeHWe HeKoToporo OuTa b, AJsHca BHIOMpaeT CjydaliHBIM Obpa-
30M YHUCJIO Y, Jiexamee B HHTepBasie oT 0 00 p — 2, ¥ BBIYUCJIIET
z = s’a¥ mod p. Ilocsie 3TOrO OHA NepenaeT T, KOTOPOE M ABJIAETCH
6Js1060M, Bo6y, HO COXpaHAeT B CeKpeTe y B .KadeCTBe CBOero ydo-
cmogepenus droro 65106a, MO3BOJIAIOILETO elf OTKPHIBATH £ KaK OHuT b.
fAcHo, 4TO KaK B KayecTBe 0bA3aTesibcTBa (), Tak U B KadecTBe 06a3a-
TeJIbcTBa 1, AJicolt MoXeT OBITh MCIOJIb30BaH Jiobol ssiemeHT £ ;,
KOTOPHIi 3aBHCHT TOJIBKO OT ee 3HaHui o HeM. Bousee Toro, snemen-
Thl Z,, TOJTyJalOlecs ¢ IOMOIIBIO 3TOrO NPOLECCa, HMEIoT PaBHO-
MEpHOE paclpefiesieHHe BEPOATHOCTeH, He3aBHCALLEE OT Toro GuTa,
KOTOpHI AJtHca 10XeJlaeT B3ATh B KadecTBe obasarenscra. Ciie-
IlOBaTeJILHO, CBOUCTBO (C) 31ech Takke 6e3yC/IOBHO CIPaBeIJIHBO —
6J100B1, IIPHHATHE B KadecTBe 00A3ATEbCTB AJIMCOH, HE CONEDPXKAT
HUKaKOl mHQpOpMAIEA O TOM CHOCObe, KOTOPHIM OHa MOrJia OBl UX
packphiTh. CBoilicTBo (b) yI0BJIETBOpAETCA B BEIYMC/IBTETHLHOM CMBbl-
cJie, IOToMy 9TO AJiHCa MorJia Gbl JIEFKO NOJIYYUTE € (4TO, KaK MBI
IPENIIOJIOKMIIA, ABJIAECTCA IJ1A Hee IPaKTHIECKH HEOCYIECTBUMBIM)
M3 3HAHUA Yo ® Y TaKHX, 94T0 af = s- o} (mod p), mockosbKy To-
ra e = y1 — y2 mod (p — 1). Hakonen, cpolicto (d) BHOTHAETCH,
noroMmy 9T0 AJiHca BHIOHpaeT y ciydaltHo.

IIpennonoxenne o TPy IHOCTH peIlEHHA 3aJa4l TUCKPETHOTO JIO-
rapugpMHpPOBaHUA MOXKeET TaK¥kKe HCIOJb30BaThCS IJIST Peasiu3aliuy
cxeMbl GUTOBHIX 06s3aTesILCTB AyasnbHoro Tuna [78]. CHoma, mycThb
p - BoubIoe IpocToe IHCIIO, | MyCTh & ABJAeTcs leHeparopom Z .
IlycTs u — HaMMeHbIIEE HEJoe, Takoe, 94To 2% He menut p —~ 1. Hnq
moboro 3amanHoro s € £, obosHayum depes hard(s) u-Teilt Mitan-
il 3Havaluil GHT €IMHCTBEHHOTO UEJIOro 4YHcJja €, TaKoro, 4To
0L e p—2us =-a® mod p. B npeanosioxeHnN O CIOKHOCTH
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3a/a4¥ KHCKPETHOro JIOTapudMAPOBARMA MpaKTHIECKY HEIEro He-
BO3MOXHO Y3HaTh 0 hard(s) (Ip® 3aJaEHBIX Jub p, & B cAydaltHO
BEHIODAHHOM §), OTOMY 9YTO JOKa3aHO, YTO pelleHHe 3TOH 3amadn
SIBJIIETCA CTOJb XK€ TPYIHHEIM, CKOJIb ¥ CAMO JUCKPETHOe Jorapud-
MupoBaHue (B CAJIBHOM BEPOATHOCTHOM cMbicse) [285] (xora u — 1
MJIAIUIAX 3HAYAIAX 6UTOB ¢ MOTYT OHTh JIETKO BEIYHCJIEHE! J14 JaH-
HOTO §).

Cuavasia Anuca u bob nOroBapHMBaIOTCA O p M ¢ TOYHO TaK Xe€,
KaK 4 B npenwsiayiieM npumepe. I[ig Toro 94Tobbl 3a1aThCd HEKOTO-
* pbiM 6uTOM b, AJraca caydalHEIM 06pPa30oM BHIGHPAET HeJIoe THCJIO Y,
Jexamiee Ha orpeske ot 0 10 p— 2 1, KpoMe Toro, NoJ1araeT b paBHBIM
Uu-TOMY MJIaJIUEMY 3HadaleMy buty y. 3ateM oHa Briuuciget 65106
z = a¥ mod p u nepenaer ero boby. ScHo, uro Torma croitcTBa (a) n
(d), onpenenaoume sToT 6106, BHIOMHATCA TOYHO TaK Ke, KK
" B IBYX TNPENBIAYAX peain3anaax OUToBLx 06:a3arenscTB. OnHako
ceoitcTBo (b) Temeph cupaBensinBo 6e3yC/IOBHO, IOTOMY YTO O ABJIA-
erca renepatopoM Z,. CilenoBaTesbHO, THCKPETHEL! JIoTapudM z
onpenesigeTca OJHO3HAYHO, a 3TO 3HAYMT, YTO TAKKe ONHO3HAYHO
3ajaerca M u-Thifl Maaguimit 3Hadammit 6ut y. HakoHen, cBolicTBO
(c) BEIMOJIHAETCA ¢ BHIYACIATELHOR TOYKH 3PEHHs IPH CALJIAHHOM
paHee KpHOTOrpa¢HIecKoM IMPENNOIOKEHHH, TaK KakK GUT, 3aK0oH-
poBanHEIH 6s1060M s, CyTH HH 4TO HHOe, KaK hard(s).

B [78] 6b11m mpensioxeHB HEKOTODHlE APYTHEe CXeMEl GHTOBHIX
obsasaresiseTB. CYLIECTBYeT TaKXe pEaJIM3allMsi, KOTOpad OCTaeT-
cd HepackpbiBaeMoll, naxe ecin u AJjwca, 1 Bob6 umeror Heorpa-
HHYEHHEIE BRIYMC/IMTEJIBHEIE PECYPCH, HO OHa OCHOBHIBaeTCH Ha II0-
cTysnaTax kBauToBOM ¢usuxku. Kpome Toro, eme oIHO MpHUMEHEHHE
ABJIieTCA GE3yC/IOBHO HEPACKPHIBAEMEIM /I BCEX CTOPOH, KOTOPHIE
B3aUMOJEHCTBYIOT B MHO20N0Ab306aMeAbeKxol cpenie (cMoTpuTe § 5)
B NIPEATIOJIOXK €HMY, 94TO He BoJiee OFHOM TPETH BCEX YYACTHAKOB 3TOTO
B3aNMOIENCTBHUA ABJAOTCH HedeCTHHIMH (111, 37).

§ 3. Joka3saresbCcTBa C HANMEHBIINM pacprlTheM

(ranxcano smecte ¢ Knomom Kpeney u Oapunom Jaymom)

IpennonoxnM, uro AjAca XoueT Joxa3ame, 4TO eif H3BeCTHa He-
Kasa wHPopmanmsa. Haupumep, 3To MoxeT OBITH Kakad-TO TeOpeMa
HJIM pasjioxeHre GOJBIIOro IeJoro YMCa Ha NPOCThIE MHOXUTEIN.
“Tlpemmosnoxum nasee, 910 HAEGopManus AJIACH ABAAETCA RpPosepse-
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Mot B TOM CMEICJIe, 9TO CyliecTBYeT 3¢ ek THBHAA IIPOLEAypa, clo-
cobHad MOIATBEPIMTL CIpPABEIJIMBOCTL 3Tol mHopmamur. . Tornma,
ecsan Bob 3axoder nposepumsb, 4T0 AJIHCE U B CAMOM JI€Jie H3BECTHA
Ta uHOpManusz, 0 3HAHNM KOTOpo# OHa 3asBideT, T0 AJHca, O
Toro 4T0bH y6enuTh B aToM Boba, MOXeT MPOCTO MPEACCTABATDL EMY
3Ty mHOpMaANMIO, YTOOBI OH CaM CMOT BHINOJIHATL IPOBEPSIONLYIO
npornenypy. IlogobHoe mokazaTesibcTBO HBLIIO 6B JOKa3aTEIbCTBOM
¢ HauboabwWUM packpuimueM, TaK Kak B pe3yabtare Boby crana 6w
@3BecTHa Bed 9Ta mHbopManma. [loaToMy B manbHeliieM oH caM MoT
OBl HE TOJILKO COODIIAThL €€ KOMY YIOTHO, HO JaXe yTBEPKAATh, 4TO
OHA M3HAYAJIBLHO fABJsAeTcA ero cobcTBeHHo! nHdopMaiuett.

B »ToMm maparpade Mbl onuuiem obmmit 1 a¢dexTMBHEI HpoTO-
KOJ1 [J1 TPOBEIEHAA NIOKa3aTebCTB ¢ HAUMENDUUM PACKPHINUEM.
IToT NpOTOKOA Mo3BoJiAeT AJmuce ybenuts Boba mocie soboro ero
Pa3yMHOT'0O COMHEHHA B TOM, 4TO OHa IeMCTBUTENbHO 00JIalaeT He-
koit urdopManmelt, KoTOpas ¢ ycuexoM npoeT NpoBepIoNYo IpOo-
nexypy, Ho cnocob, KOTOPDBIM OHa 3TO HEeJIaeT, HUKOUM 0o6pa3oM He
MOMOraeT eMy ONpENEJNTh caMy 3Ty mH@opManuio. Hampumep, ec-
g Takolt mHdopmanuelt AJKCH ABIAETCA MOKA3aTEJIbCTBO Kakoii-
HUOYIb TeopeMbl, T0 Bo6 OyneT B MOJIHOM yBEpEHHOCTH, 4TO AJiMcCa
IeficTBUTESBHO 3HAeT, KaK €€ JIOKa3biBaTh, H, CJeJOBaTesbHO, 4TO
TeopeMa BeprHa. Onnaxo Bo6y npu 2TOM He NMpenOCTABUTCA HUKAKO-
ro HaMeKa Ha TO, KaK TaKoe JOKa3aTebCTBO (3a HCKJIIOYEHNEM pas3Be
4YTO BepXHel TPaHUIBI Ha €T0 AJIHHY) MOXHO 6BLI0 6B OCYLIECTBUTH
eMmy camomy. CremoBaTesibHO, HECMOTpPA HA TO, YTO OPHTUHAJbLHANA
uaopManusa AJHCH ABIAETCA IPOBEPAEMOit, Ta y6eXNEHHOCTH B ee
CIIPaBeJINBOCTH, KOTOPYIO moJiy4aeT bob, dbakTuuecKd HUIETO eMy
He naeT. B gacTHOCTH, MpoBedeHue MPOTOKOJNA ¢ AJHcoid He obsa3a-
HO (a BO MHOTHX CJIy4Yadx M ne 6ydem) MpenocTaBIATh BOSMOXHOCTH
Boby enocsencTBu y6enuTh B 3TOM TaKHM Xe 06pa3oM Koro-Huby b
elle. ’

B obiemM ciydae 3TO JOCTHTAeTCA C HOMOLIGIO HHTEPAKTUBHOIO
MPOTOKOJIa, COCTOAIIETO U3 HECKOJIBKUX PayHIOB. B KaxaoM payHIe
Boby nospoasercs 3anaBaTh AJIHce OOUH U3 ABYX BO3MOXHBIX O9€Hb
TPYIHBIX BONPOCOB. ITH BOMPOCH 33[AI0TCA TAKHM O6pa3soM, 4TO
AJinca cMOXeT OTBETHTH HpaBHUJABHO Ha oba Bompoca Boba nalub B
TOM cJIydae, eCJIi OHa JAeUCTBUTEIHLHO BJIAZEET TEM CEKPETOM, O 3Ha-
HHM KOTOPOTO 3adBJIdeT. Opnako cnoco6, KOTOpHIM AJIHca 3TO HeJia-
€T, He npenocTasiager Boby Hukakol#t mHbopMamuu o coxpaHAeMOM
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€10 B cekpere yTBepxkAcHUA. [IoCKONbKY AJHCa He MOKET paHblle
BpPeMEHN TPeNyrafaTh, Kakoff n3 ponpocos sagacT Bob, To Kaxapi#t
payH A IPOTOKOJIa YBEJIMYRBAET €0 YBEPEHHOCTD B CNPABEIIHBOCTH
ee cekpera. B JefCTBUTENHHOCTH OHA MOXET HaIeAThCA OOLYDHTH
ero 3a k ycmeuiHbIX payHIOB C 3KCHOHEHIHAJIbHO YMeHblnaonlefica
BeposTHoCTbI0 2%, Mul 6yIeM HasEIBATH TaKylo TEXHHKY NpHEMOM
paspe3anui-u-éubopa, OCKOJBKY KaXIblif ee payHn nonobeH KJjac-
CHYECKOMY «IIPOTOKOJIY*», C MOMOUIBIO KOTOPOIo ABoe HeTel meJsaT
KYCOK TOpTa — OIMH M3 HHX peXeT, a apyroit BEIOMpaeT Ty 4acTsb,
KoTopas eMy bouibiie HpaBHTCA. HeobprdaliHast MOJIE3HOCTh HPHEMA
«pa3pe3aHud-u-BuIbOpa®» COCTOMT B TOM, TO OHA OOECHevYMBaeT dKC-
MOHEHHHAJILHO BO3PACTAOIYIO YBEPEHHOCTD EHOH JIMib JIMHEHHOTO
YBEJIMYEHHA YUCJIA PAyHIOB.

Camoe paHHee MCIOJIB30BaHNE TEXHUKH «Pa3pe3aHusi-H-BEIOOpa»,
KOTOPOE HaM M3BECTHO B CBA3M C KPUNTOrpacdMIeCKAMM NHTEPAK THB~
HBIMM [IPOTOKOJIaMH, 6bLTO npeasoxeHo Maitksiom Pabunom B 1977
roay [296]. Ilousitue unmepaxmuerozo npomoxose GBLIO BHOCJIEI-
creur ¢opmanuzsoBano, a llladpu Tonpapaccep, CunbBuo Mukamau
u Yapuassom PakoBoM B [199] 661510 BBEIEHO TOHATHE HY.4€6020 3Ha-
nus. ([loHATHE HYJIEBOTO 3HAHMA CXONHO C NOHATHEM MEHMMAJIBHOTO
PacKpEITHs, 33 MCKJIIOUEHHEM TOTO, YTO OHO Tpebyer, uTobrl Bob He
MOT NOJIY9HTH U3 MPOTOKOJIAa BOODIE HUve20, KpPOME 3HAHUS O TOM,
yro Asmca obnamaer Toi mHdopmaimeit, o koTopolt oHa 3asABIA-
er.) Jlacao Baban ¢hopMan30BaJI TaKXKe IOHATHE, CXOTHOE C IOHHA-
THEeM MHTEPaKTHUBHBIX. 1poTokoJioB [11]. Momenn, npeicrapienHble
B (199, 11], npeanonaraioT, 9To HoKasbiBaom#i o6/1agaeT HEOrpaHH-
YEHHBIMM BHIYMCJIMTEIBLHEIME pecypcamu. aBuaom Yaymom 6niia
npeJioXKeHa HECKOJIBKO WHasi MOJeJib, B KOTOpo#t 6osbiioe BHUMA-
HHe yJesieHo GesycsoBHOR HepackpbiBaeMocTH (B cMbiciie [llennona)
cekpeTHON vHPOPMalMH AoKa3niBafowero [101], maxke ecim nposeps-
ol ”MeeT HeorpaHWYEHHABIE BEIYHCANTEIbHbIE MOIHOCTH. 31€Ch
K€ MBI COCPEIOTOYHNMCS Ha MOJIENTH, B KOTOPOH TIpeIoJaraeTcs, 910
BCe 3aTparuBaeMble CTOPOHAI JOMKHBI HMETDh «Pa3yMHBIE» BEIYHCJIH-
TeNbHBIe PECYPCHI.

PaccMoTpaM TOBOJIBHO HPOCTOH], HO 3JIeTaHTHEIM pUMeED IpeaJIo-
xensoro Onenom lonppeftaem, Cunssno Muksnn u 9su Barmepco-
HoM [196] npoToKosIa 0K a3aTeIbCTBA C MHHAMAJILHBIM PACKPHITHEM,
KOTOpHH nosposiger Asuce yGenuts Boba B TOM, YTO OHa 3HAET He-
KOTOpHIfl H30MOPA3M MeXIy NBYMA 3aAanHHIMA rpadamu G u H,
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TakuM o6pa3oM, 4TO 3TO HHKAaK He momoraer Boby pasranaTh 3ToOT
m3oMopdmaM. JaHHLE OpEMep WIIOCTPHpYET NpHMEHEHHE MpWH-
IMOa «pa3spe3aHds-N-BEI6Opas» (M PacKPHIBAET CCHUIKY, KOTOpad Ok
Jla cliejaHA B KOHIE § 2 B ToM absame, rie NpHBONNTCA ONMHCAHHE
mpuUMepa CXeMBl OHTOBOTO 0643aTesIbCTBa, OCHOBAHHOU Ha M3O0MOP-
dusMe rpados). B npomsBosbHOM payHIe 3TOro mpoToKosa AJHca
cJiy4allHO mepecTaBsfeT BePIIMHEI (G, YTOOH MOJIyYHTH HEKOTOPLIH
rpad K, msomopduruilt kak rpady G, tax m rpady H, m mepenmaer
K Bo6y. OueBumHO, 4TO ecim AJiMca mpaBiuBa, TO OHa JOJIKHA
3HaThb TakXe M w3oMopdusM mexny H u K (mocpenctBom KoMmo-
3NUIOHUH cIOeJIaHHOM NepecTaHOBKH C IepeCcTaHOBKOH, ompenengdoonieh
nsomopdusm Mexay G u H, o 3HaHHM KOTOPOLO OHa 3aABHJIA).

Ilocsie sToro Bob seibupaer G unm H # npengaraer Ajmce mnpe-
MIOCTaBHTb €My H30MOpbu3M MeXIy BHIOpaHHHIM UM rpadoMm H K.
ficHo, uTO AJIHCa B COCTOSIHME DEIIATH 3Ty TPYAHYIO 3a1a4y, TOJIbKO
ecsia oHa He BpeT. OnHako AJiHcCa, BHE 3aBHCHMOCTH OT TOTO, KaKHM
cnocoboM oHa mosydaer K (maxe mosaras, 4To OHa NONBITAETCHA
MOIIIEHHHYATh), He CMOXeT GbITh FOTOBA OTBETHIb. Ha 06a BO3MOXK-
HBIX BOIIPOCA, €CJIN OHA B NEHCTBATEILHOCTH He 3HaeT m3oMopdHu3Ma
mexay G u H. CrenoBaresibHO, MOCKOJBKY AJIHCA HE MOXKET! IIPe-
CKa3bIBaTh, Kakoit U3 BompocoB byaer mocrasiieH BoboM, mobaa ee
MONBITKa CMOLIEHHNYATh OYIET BHIABJIEHA UM C BEPOATHOCTHIO paB-
HOM mo kpaitHeit Mepe onHolt BTOpo#. BeposaTHOCTE HE BHISABJIEHHOIO
obMaHa MOXeT ObITh, TAKEM 06pa30M, cliejlaHa CKOJIb YTOIHO MaJiol
IpH MOMOLUIY MOBTOPEHMA 3TOTO MPOIECCA JOCTATOYHO HOMBIIOE IHC-
Jo pa3. HeckosbKo TpylHee, OQHAKO, YBHIETh, YTO 3TOT IIPOTOKOJI
He B COCTOAHHHE NIoMoub Boby onpenesnTh usoMopdusM Mexay rpa-
damu G u H. JJna BeifacHenusa najbHeRmKX Aetasieit obpamalitech
x [196].

OnwucaHHEI TPOTOKOJ Xopolo paboTaeT g Takodl cnendduye-
cxolt npobsieMbl, Kak nsomopdusm rpados. OmHako s Toro 4Tobk
MOKa3aTk, YTO CHPaBeNJIABOCTH 410601 3ddexTHBHO NpoBepAeMolt
uHpOpMaAIUA MOXKeT OBITH MOATBEPKICHA ¢ MOMOIUBIO JOKA3aTeIhb-
CTBa C MUHAMAJIGHBIM PACKPLITHEM, HaM HeobXoauM 6oJiee CHIIbHBIR
pesynprar. C nomousio TeopeMsbl Ctesera Kyxka [120] rexnuka goxa-
3aTeJIbCTBA C MUHUMAJIBHBIM PDACKPBITHEM NI 3aJa4d O BHIDOJIHH-
MocTH (riz mobolt Apyro#t NP-nonro# npobnemst [186)) 6yxer asTo-
MaTHYECKH JaBaTh TaKOe JOKAa3aTEeJIbCTBO JJIA JIIOOOrO MO3HTHBHOIO
YTBEPXIEHAA, OTHOCAIIErocs K MPQU3BOJILHOMY A3biky u3 NP. Ilpn
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HOAXORAUMX KPHITOrpadATECKHX NPENUOJIOKEHAAX TAKHE IPOTOKO-
Jnl 6pn mostydenst Onenom Fonppetidem, Cuibsro Mukaaun 1 I84
BuraepcorsoMm nia tako#t NP-nosuoif npobnemnl, kak 3-packpacka
rpados [196], a HeBunoM YaymoM — [JIs 3aHa9d O -BEIOOJIHHMO-
cti [103]. CxonBrie pe3y bTaTH A1 6yJIeBHX cXeM OBIIH 01y Y€HBL
HE3AaBUCHMO, HO HECKOJIBKO nosgnee, Kuaem Bpaccapom u Kiromom
Kpeney {79, 78].

ITousATHe MOKa3aTENHLCTBA ¢ MUHMMAJIBbHBIM DPACKPBITHEM €CTe-
CTBEHHBLIM 06pa30M pacCHPOCTPAHAETCA HA 6EPOAMROCMHO TIPOBEpAE-
myio uEgopmanmo [78]. B npuHuEne MOXHO fake nybaukosams Io-
Ka3aTeJIbCTBa ¢ MUHMMAJILHEIM PACKPHITHEM (TaK 4TO MHTEPAKTHB-
HOCTB, BOOBIIIE TOBOPA, He ABAAeTCA 0baA3aTeasrol) [55]. Ilo sTomy
nopony uurailTe Taxxe [183, 54, 114, 21, 206, 345, 346, 78]. O muc-
KyCCHHM Ha 3Ty TEMY OTHOCHTEJIHLHO MuHHCTepcTBa 06oponn Coenu-
nennbix 1lITaToB coobiaercs B {189, 103]. Ceituac ke MbI IpHBexeM
KOHCTpyK1MiO Yayma B AeTasidX.

HpeanonoxuM, 4T0 AJIHCe N3BECTHO KAKOE-TO BHIIOJIHUMOE IIPH-
CBaMBaHHEe MCTHHHOCTHHIX 3HadeHui I HeKoTopoit bysesoit dbop-
myasl. IlpoTokous, KOTOpbIft OyaeT mpeacTaBiieH HUXKE, HO3BOJIAET
Asnce yoennts Boba B ToM, 4TO OHa 3HAET 9TO HPHUCBaHMBaHHE, He
BblJaBad [PU 3TOM HHUKakolf MHGopMmaumu o HeM. (3amernmm, 49TO
OyneBa dopmysia cama 1o cebe He ABJIACTCH CEKPETHOH — TaKOBO
JIHIIb TO BBHIMOJIHAMOE IIPUCBAMBAHHE, KOTOpOe AJIHCA XOYET YTauTh
or Boba.) B xadecTBe npumepa paccMoTpuM 6yieBy popmyity

V=[pAg@@Vr)A[GOaV(pAF)]

¥ TIPEMTOJIORHM, 470 (p = true,q¢ = false,r = true) — BBINOJIHHA-
Moe cexpeTHoe npucBansanne Auucel. (Camo coboit pasyMeercs, 4To
paccMaTpHBaeMbIlt IpUMeD HeJIp3 CYUTATH PEAJIbHBIM, TaK KakK JJIsd
Boba 661710 OB CJAHIIKOM JIETKO BHIACHHTH, KAKUM OOPa3oM MOXHO
cIes1aTh BHIOJIHHMBIM CTOJIb IIPOCTOE OYJIEBO BEIpaXeHHe.)

Ha nepsoMm wmare Asmca u Bob noroBapuBaoTcs 0 peasu3aimn
OysieBoll cxemHl, BhIumcsiowelt ¥, [[J9 OpOCTOTHI MBI HCIIOJIL3yeM
B KayecTBe 0asnca TOJBKO ABYXBXOIOBHIE BEHTHJIA H HHBEPTODHI.
Cxema ana ¥ usobpaxena Ha puc.6.1 ma crp.10l. Kpome Toro,
Ha 9TOM DHCYHKe IOPHBEAECHO BBHITOJHAMOE NpUCBaMBaHWe AJIMCHI B
NpeRcTaBJeHH TabINOb MCTARHOCTH JJIA KaXI0ro U3 BeHTH ed {3a
HCKJ/IIO9eHHEM BEHTHJIEH OTPULAHAA).

OTMeTuM, 4TO, B KaxX 10l TabJialle NCTHHROCTH BhIAe/IeHa OgHA K3 -



§3 HoxasarenLCTBa ¢ HauMenLmMM packpurtaem 101

syl

>
m|=]olo
wloj=]o
wlolo|o

<
=lo|=|O
minlofe
w|=f=]o

mlol=|e
o|=ijo]e
=I=lo|O
=lol=|o
mlolojo

01010, ojolo
111]lo0 1]1}o0
®101 V101
11t]o 1]11}1

0ojofo0

/\010

1j0}|0

1]141

Puc. 6.1. BysieBa cxeMa ¢ noJHBIMH TabJIHIAMH HCTHHHOCTH

CTPOK, KOTOpas COOTBETCTBYET Pe3yJIbTaTaM paboTh paccMaTpuBae-
Mol CXEMBI B COOTBETCTBUH C BHITIOJIHEMBIM IPACBaMBaHUEM AJIHCHI.
AHa/M3Hpys TH CTPOKH, JOBOJIBHO JIETKO NMPOBEPHUTH, 4TO ¥ ABJIA-
eTCs BHIMOJHEMOU. DT0O MOXKHO BHIACHATE C IIOMOBIO TPOCTHIX HE3a~
BHCHMBIX IPOBEPOK Ha COBMECTHOCTD Kax/o#t nenu. Hampumep, Bbt-
XOIHOE 3HaueHHe JiJIs BEPXHETO JIEBOTO BeHTWJIA A pasHO (), KoTOpoe,
B CBOIO 0Yepelb, ABJSECTCHA IEPBHIM BXOJHBIM 3HAYEHHWEM B CpedHEN
CTpOKe TabJIMIbl ACTHHHOCTH jJid BeHTH A &. K Tomy Xe mepsble
BXOJiBl BEPXHETO JIEBOTO M BEPXHEro NMPaBOro BEHTHJIA A SABJISAIOTCA
OJMHAKOBBLIMH, KaK 3TO U JIOJDKHO OBITh, TaK KaK OHH COOTBETCTBYIOT
omHOU M Toit Xe BxomuOHU nepemennoif. Hakonen, Brxon nocjennero
BEeHTHJIA paBeH 1. 3aMeTHM TakKXke, YTO MPOCMOTP STHX BhIJIeJICH-
HBEIX CTPOK BHIABJIAET B COOTBETCTBYIOIEE BHIIOJHUMOE NPUCBAMBa-
Hue (maxe ecsu OHO He 6BUIO BEIMUCaBO sBHO). IosToMy Ham mo-
TpebyeTcsa Takoit IPOTOKOJ, KOTOPHH MO3BoJINII OH AJIHCe yOenuTh
Bo6a, 4To oHa 3HAET, KAaKAM 06paz’0M JIOJIKHO OBITH C/EJIAHO BRI
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IiejieH#e CTpoK B Kaxaol Tabiuume HCTHHHOCTH, HE PAacKpHIBad [pH
3TOoM Kako# 651 TO HE 6B1I0 PHGPOPMALMH O TOM, YTO IO 3a CTPOKH.

Kak n paHee, 3TO ROCTHragICsi INOCPENCTBOM MHTEPAKTHBHOIO
[POTOKOJIa, COCTOAIIETO U3 HECKOJILKMX payHIoB. B KaxIoMm payHIe
AJTHca cHadasla «HepeTacoBHIBAET» BCe TabJHNLI MCTUHHOCTH pac-
CMATPHUBAEMOM CXeMBI M MPHUHEMAET B KadecTBe 00A3aTeNBbCTBA CO-
OTBETCTBYIOUME UM ceMelicTBa 610608 (cM. § 2). Ilocie storo Bob
3afaeT AJIMce OOWH W3 IBYX TPYIHBIX MPOBEPOYHBIX BOIPOCOB: B
Ka4yeCcTBe OTBeTa Ha OIMH M3 HuX OT AJHCH TpebyeTcs, 4TOOBI OHa
HOKa3aJia, YTO [MPUHATHIE €10 OJ00H U B CAMOM JeJie KONUPYIOT npa-
BUJILHOE IEPETACOBEIBAHUE Tab/IHL; ACTHHHOCTH CXEMBI; [/ OTBe-
Ta Ha npyroit Bompoc AJuce HeOGXONMMO OTKPHITH CTPOKY, KOTOpas
JoKHa GEITH BhiNEJEHHO!, B IPEAIOJIOKEHMH, YTO MEPETaCOBbIBA-
HHe CIejlaHO mpaBuisHO. Kak u Bcerma, Bonpocm dopMyTUpYIOT-
cA Tak, 4Tobn Ajrca 6bLJ1a B COCTOAHHA IPABUJIHLHO OTBETHTH HA
06a U3 HUX, TOJBKO €CJIM OHa 3HAET, KaK 00eCneYnTh BHIIOJTHUMOCTD
CXeMEI, HO OTBedYad HA KaKOoN-1O oJun U3 HAX, OHa HE NOJKHA Ope-
IIOCTABJIATH HUKAKO# MHGOPMALIMU O TOM, KaK 3TO MOXKHO CHENATh.
Kax 6BLJ10 [TOKa3aHO paHee, IOCKOABKY Y AJIHCH HET BO3MOXHOCTH
3apaHee NpelyranaTh, Kakoi us sompocoB byner sanan boboM, To
C KaXXIIbIM yCIIENIHO TPOBEIEHHBIM payHiIoM josepie Boba k yTsep-
KJAeHUIO AJmchl GylieT BO3pacTaTh.

[lepetracoBbBande KaxIo# TabauIbl WCTUHHOCTH, KOTOPOE OCY-
WECTBJAET AJIHCA, COCTOUT U3 CIydallHOil epecTaHOBKY €€ CTPOK B
COYETaHHH CO CIYYallHEIM HHBEPTHPOBAHNEM COLEPKAMOLO €€ CTOM6-
1oB. [TpomsmocTpupyeM 3TOT MexaHu3M Ha npuMepe. Ha puc.6.2 Ha
ctp. 103 B gacTu (a) usobpaxena Tabsnla HCTUHHOCTH 1JiA 6yJsieBoi
KonbloHKIMA (A). CTpoku aTol Tabauub! ciydaltHbM 06pasoM nepe-
CTaBJAAITCA U HoJNydaeTca Tabiuiia, KoTopas NPUBEIEHa Ha pUC. 6.2
(b). (IIpu sToM Kaxnad ¥3 24 BO3SMOXHEIX IEPECTAHOBOK, BKJIIOYAs
TOXJIECTBEHHYIO IIEPECTAHOBKY, MOXeT OBITh BHIOpaHa C ONMHAKOBOR
BEPOATHOCTBIO.) 3aTeM JJiA KaXIOro M3 Tpex CToJOUOB Tabuus!
HCTHHHOCTH CJlydaitHO 3ajaeTca 3HadeHHe Hekoroporo bura. U Ha-
KOHell, AJ1A KaXJOTo U3 CToJONOB, TOra H TOJAbKO TOLAA, KOIAa Co-
OTBEICTBYIOUIMH eMy caydalinbill 6uT papen 1, BEIYMcCIAETCA X0 10~
noJiHenHe (IIpH KOTOPOM MHBEPTHPYIOTCA BCe GMTHI, COCTAaBJAIOLIME
HaHHEI cTosbel) Tak, Kak 3TO HOKA3aHO Ha TPeX HPOMEXYTOYHABIX
tabauax. OkxondaTesbHEIN pe3ysbTaT NpeAcTaBieH Ha puc. 6.2(c).
3aMeTHM, 9TO NOJIHOCTHIO EpPETacOBaHHAA TaKHM 06pa3oM Tab/una
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Puc. 6.2. IIpumep neperacosrbarusa TabIML HCTUHHOCTH

HCTHHHOCTH MOXeT O6HITh, TeM He MeHee, 6e30nmnb09HO ONO3HaHa KaK
IpecTaBisALman 6yJIeBy KORBIOHKIMIO (IIPA YCJIOBHH, 9T0 GUTHI co-
OTBETCTBYIOIIMX Olepanuil JOMOJHEHN CTOJIOIOB, KOTOPHiE YKAa3bl-
BAIOTCSL BHYTPH KPYXKOYKOB JJIsi OTBEYaOUIMX UM Iellelf, 3apaHee
ompeneseHsl):

JlomosIHEHNsA TIpH 3TOM JOJDKHBI OpaThCd COIVIACOBAHHO: OMTHI
BCEX CTOJIOIOB TabJIAN HCTHHHOCTH, COOTBETCTBYIOIME ONHOR H Tol
XKe MEeNH CXEMHI, JOJDKHH JIH60 MHBEPTAPOBATHCH, JTUOO OCTAaBATLCA
TeMH Xe, 9T0 U OeIM. D10 mocrrraerca BHbopoM GHTOB JomosiHe-
HHH ciydailHO M HEe3aBHCHMO IJIA KaXJOU COOTBETCTIBYIOIEH ILenn.
{[ly1s IPOCTOTHI MBI HUKOI/IA HE WHBEPTHPYEM BEIXOJ PE3YJIbTHPYIO-
wero BeaTHs.) Ha puc. 6.3 Ha cTp. 104 npuBesieH pe3ysibTaT HEKOTO-
PHIX cJIy9alHBIX IEepPecTaHOBOK H JomoJiHeHnl cTonbnos B Tabumiax
HMCTHHHOCTH IIJIfl Halllelt acxomuoll cxemul, n306paxennoll Ha prc. 6.1.

Ilocsie Toro xak ¢ npoBepaeMoft cxemoft ciesIaHO TO Xe CaMoe,
49T0 B pe3syJibTaTe B KadecTBe NPEMepa NOKa3aHO Ha puc. 6.3, Anmca
NPHEHAMAET €€ B KadecTBe 00A3aTeIbCTBA: JIJIA KaX0oro 6|Ta TabJim-
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Puc. 6.3. Cxema ¢ neperacoBaHHHMH TabAMIAMHE UCTHHHOCTH

IbI MCTUHHOCTH AJIHCA 3aa€TCH HEKOTOPBIM HJ1000M, 0 KOTOPOM OHa
3HaeT, KaK OH, COOTBETCTBYIOMM 06pa3soM, IOJIKEH OLITH OTKPHIT.
(B nmeficTBuTeIBHOCTH U4 Hee He 00:A3aTeJIbHO 3a0aBaThcd OUTaMK
JonoJiHeHull; HO OHM B TOT MOMEHT IOJIKHBI OCTABATLCA B CEKpe-
Te.) MoxHo npencraBnaTs cebe, 4T0 AsHca usobpasuia puc. 6.3 Ha
HOJIy, HO JI0 TOTO, KaK HO3BOJIUTH BoOy BI3MVIAHYTH Ha HETO, 3aKJe-
Hia Bce ero OMTH HempospayHoll sunkol seHroft. B aToT MOMeHT
npouecc ¢ashl «pa3pe3aHus» NAd AJIHCE 33KaHYMBAETCA ¥ HAIMHA-
erca dasa «Brbopa» s bBoba. OH mpocut Ajncy ybeouTh €ro B
ee 9eCTHOCTH, IpeJiaras JaTh OTBET Ha BHIOPAHHYIO UM CJIydaltHEIM
obpa3soM oZHY M3 IOBYX 3alad, 3aJady A mam 3agady B, xKoropwie
3aKJII093I0TCA B CIAELYIOUEM: '

3adana A. Aamca JOJTKHA OTKPHITHL Bce O3 MCKJIIOYEHHA OJIOOH,
KOTOpHIE OHA TOJIBKO 9TO MPHHAJA B KAdecTBe 0DA3aTesbCTB.
BoJjiee Toro; oHa JOJDKHA TakXe NOKA3aTh Bce OUTHI JONOJ-
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HeHUH, KOTOPLIE UCIIOJB30BAJINCh €10 B IPOLECCE NEepPETacOBhI-
paunda. Ilpogospkaa Halre npenbigyiee obpasHoe MPEACTABIE-
HHe, AJHca, JJ1A TOTO YTOOH NpoleMoHCTpupoBaTh Boby croii
3KBHMBAJIEHT CXEMbI, BpoJe Tol, 4yTo m3obpaxeHa Ha puc. 6.3,
IOJIXHA OTKJIEATh BCE 3aKJIEEHHBIE €10 MECTA. DTO MO3BOJISAET
Boby npoBeputh, 4T0 HHpOpManua, KOTopasd 6bljla CKPHTA NOo-
cpencTBoM 6s106a, COOTBETCTBYET MPaBUJIBHLIM IIEpeCTaHOBKaM
H JOIOJTHEHAAM TabJIMIBI MCTUHHOCTH TpoBepsieMolt DyseBolt
CXEMBI.

3adanae B. AsHca OTKPBIBAET TOJBKO OJI06HI, KOTOPHIE COOTBETCTBY-

10T omHolt cTpoKe B Kax aolt Tabsmnne nctuarocTH. CTPOKH, KO-
TOpHIe JOJIXKHBI OTKPHIBATBCA, OYAYT B TOYHOCTH TaKMMH XK€,
KakK Te, 4To obBeleHH Ha puc. 6.1, HO, BO3MOXHO, C HOBBIM pac-
ITOJIOXKEHNEM, KOTOpOE OMNpeNessaeTCs MepecTaHOBKOH CTpOK.
[fo-tipexxHeMy, Kak OBl mpomoJsixasa Halile obpasHoe MpeacTa-
BJeHue, AJsAca DOXHa BHIOOPOYHO OTKJIENTH KYCOYKM JIMII-
Ko#t JIeHTHl, 9TOOH MOKa3aTh Bo6y 4acTh cXeMbl, KOTOpas CO-
OTBETCTBYET TOM’, 4TO M30bpaxeHa Ha puc.§.4 Ha ctp.106. I10
IpeIoCcTaB/IgeT eMy BO3MOXHOCTD IPOBEPHTE COIIACOBAHHOCTD
KaxXJo#l memu u To, YTO 3HAYEHHEM BBIXOHA Bcelt mpoBepsieMolt
cXeMHbl JgeficTBATeNIbHO ABJIAeTcA 1.

s Toro 4TobB MOXHO BBIIO HOKA3aTh KOPPEKTHOCTH MPUBE-
IEHHOTrO IPOTOKOJIa, JOJUKHEI yIOBJIETBOPATLCA TpU TpeboBanusa. B
[IPETIO/IOKEHNHA, ITO BHIOJHEHBl TOJIBKO T€ YeThIpe CBOUCTBA, KO-
TOpPHIME onpefensiorca 6o6u (cMm.§ 2), B [78] nokasano, yrto 3a
ACKJIIOYEHHEM, BO3MOXKHBIM, Pa3Be YTO, C PKCIOHEHIMAILHO MaJioh
BEPOSITHOCTDIO, CIIPABEIJIMBO CJIEAYIOLIEe:

1)

AJsTACa MOXET HOBECTH OO KOHIIA CBOX YacTh MIPOTOKOJIA IPH
YCJIOBHH, YTO OHa 3HAeT BBHINOJHAMOE [PHCBavBanue mja V.
(Koneune, HEKaKol IPOTOKOJI HE CMOXET 3acTaBUThL Bo6a ymo-
CTOBEPUTHCA B 9eCTHOCTH AJIHCHI, JakKe €CJIH Ta COODUHT eMy
BHIIIOJIHEMOE [IPUCBAUBaHUE B IBHOM BHJIE, IIOCKOJILKY OH BCe-
roa MOXeT OTKa3aThCA ee CJIylIaTh. )

Ecsm AJrca He 3HaeT BHINOJIHMMOrO NpHCBanBaHuda mis ¥, To
K KakuM OBl yJI0BKaM BO BpeMs IPOTOKOJIa OHa He mpHberaJia,
y1o6h ybenuth Boba B cBoel mpasore, Bo6 Bcerma cMmoxeT
YJIMYHTD €€ B MOIIEHHAYECTBE,
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Puc. 6.4. [lemMoRCTpanus CymecTBOBaHESA BHIOJIHHEMOIO NPUCBAMBAHHS

3) Ecom Autrca 3H3eT HEKOTOpPOe BHINOJHHMOE IPHCBaHBaHHE
mna W, @ ecsd OHA B COOTBEICTBHM C [AHABIM TMPUCBAaHWBa-
HHAEM HEYKOCHHTEJLHO CJIEHAyeT CBOell 1acTH mPOTOKOJA, TO B
XOJle ero oHa He mpeaocTaBuT Boby Hukakoil madopManun, Ko-
TOpas MOIJIa 6K IOMOYb MY ONPENEJATH HA 3TO KOHKPETHOE,
HY KaKOe-TO JIPYroe BHIIOJIHAMOE OPUCBauBanue (MJii XoTd 6ol
KaKyo-TO JacTH49Hy0 HHGpopManuio o HeM). Bce ato octaerca
CIpaBeIJIABRIM flaXke TOrua, korma Bob6 MpoH3BOJILHO OTKJIO-
HAETCH OT NOBENEHHs, IPEANUCAHHOTO €MY MPOTOKOJIOM.

HecmoTpsa Ha To, 9TO B HallleM MPOTOKOJIE TpeThbe TpeboBaHmE
YIOBJIETBOpAETCH, H3 3TOr0, BooOlle ropops, He ciexyerT, 9o Bob
He MOXeT MOJIyYuTh KaKylo-HuGY Qb TOMOIHATENbHYI0 BHGOpPMan,
KpoMe Toro GpakTa, 4To AJIHCa NeHCTBATENHHO 3HAET BHIIOJHUMOE
npuceanpanne Nyia ¥. Hanpumep, Bo3MOXHO, 9T0 TOJBKO AJHCA
BJIAJIEET TEXHOJIOTHEeH H 3HaHASAMA, KOTOPHE Heo6XOMEMBI 151 TOTO,
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9T00BI PUHATH O/100H B KadecTBe 0bdA3aTesIbcTBa. B TakoM ciydae
Boby Moxer OHITH HOCTyNIHa HEKOTOpas HHMOpPMaIMs, KOTOPYIO OH
He B COCTOSHMH NOJIYHHTE .CAMOCTOATE/IbHO, XOTA OHa M He byxer
HMETh OTHOLIEHAA K BRIIOJHMMOMY IpHcBanBaHmio. MHBIME ciioBa-
MU, Hall IPOTOKOJI — 3TO MPOTOKOJI C MEHUMAJIBHBIM PACKPHITHEM,
HO OH MOKET ! He OBITb IIPOTOKOJIOM C «HYJIEBHIM 3HAHHEM» B Tep-
muHoJtormH [199)]. ‘

WHTYyNTHBHO ACHO, YTO HEKHMit IPOTOKOJ 6ynecr NPOTOKOJIOM C
HYAE6bIM 3HAHUEM, €CJIH TPeThe TpeboBaHMe, KOTOPOMY OH HOJIXKEH
YIOBJIETBOPATH, yCHJIATDH IO TAKOro, COIVIaCHO KotopoMy Bo6 B xo-
e IPOTOKOJIa He MOXET BHIACHUTH BoOGIle HUIEro, KpoMe TOro, 4To
AJTHce M3BECTHO BbIHOJIHHMOe npucBauBanue. Tounee, Bo6 mosoken
OBITH B COCTOAHUH BOCIIPOM3BECTH ITOJTHOCTBIO CBOIt AmaJior ¢ AJrucoit
dakTudecku 6e3 kakoro 66l To HU 6BLJIO pasroBopa c Heit. 3a dop-
MaJIbHBIM OIIpelieJIeHHeM TaKoro IPOTOKoJIa obpawalitecs k [199)].

OpaHako M Hanl IpOTOKOJI GyleT MPOTOKOJIOM ¢ HyJI€BbIM 3HaHU-
€M, ec/IM B HeM CBORCTIBO 4, onpenensiouiee 67106 (cM. § 2), ycuiuts
Tak, 4T00BI 6BITH YBepeHHBIM, 4T0 Bob He H3BjedYeT Huue2o0 U3 TOrO
mporecca, CorvIacHO KoTopoMy AJrica mpuHEMaer 6710651 B KadecTBe
0643aTeIbCTB, a Takke 4T0 Bob mosay4ur moavko GHTH, onpemes-
IOUIHECA XOIOM TOTO MPOIECCA, B COOTBETCTBHH C KOTOPHIM AJIHCa OT-
KpHIBaeT eMy HeKoTopble u3 HuX. CJlenys TexHHKe IOKa3aTesbCTBa
IMMadu Fonpnpaccep, Cuipsuo Muxsiau u Yapsssa Pakosa us [199],
6yIoeM COBOPHTb, YTO OJIOOHI ABJIAIOTCA ModeaupyemsimMuy, eciid, B
IOTIOJTHEHME K cBolicTBaM 1, 2 ¥ 3, OHM yHIOBJIETBOPSIOT CBOHCTBY

4"y Bo6 MoxeT CMOIEIHPOBATb TO, YTO JOIKHO BHITH obecrede-
HO MM B pe3syJibTaTe NpoLecca NMPpUHATHA AJMCol B KadecTBe
obasatesbeTB 6710608, KOTOpPBIE OHA MOXET OTKPHITH Kak 0, u
6J1000B, KOTOpEIE OHa MOXeT OTKPHITH Kak 1. Bob6 B cocTo-
SHHH TaKkKe CMOLEJIUPOBATH NMPOIECC, MOCPEACTBOM KOTOPOTO
AuJtnca Byger oTKpHIBATh 0J100H, IPHHATHIE €10 B KadecTBe 06s-
3aTeJILCTB.

3aMeruM, 4TO Bce peanmsanuu O000B, onucaHHbIe B § 2, ABAAIOTCA
MOJIEJIAPY EMBIMH.

Ecim B meopemuxo-unopMayuonnom CMbIC/Ie HEBOSMOXHO pas-
JrunTh 6510681, KOTOPHE MCNOJIB3YIOTCA AJIHCON AJI TOTO, 9TOGH
NPMHATH HX B KA4ECTBE o6ﬂ3a'renbc1‘13a 0, 1 6510611, KOTOPBIE HCIOJIB-
3YIOTCA IJIA TOro, 4ToBH NPUHATH HX B Ka4ecTBe obszaTenneTRa 1,
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¥ ecyin 378 67106 ABJIAIOTCH MOACAUPYEMBIMHE, TO OMACAHHLIN BHILE
WHTEPAKTUBHHHA OPOTOKOJ [OJIS1 BHIOJHAMOCTH OyJIeBBIX BEIpaXe-
HA# CTAHOBUTCA COBEPINEHHKM MPOTOKOJIOM C HYJIEBBIME 3HAHAAMHA
B TepMHHOJOTHM [196). DTo mocTHraercs, HanpMMEp, eC/ld OH MC-
noab3yeT B KadecTBe 6J1060B T€, YTO OCHOBAHEI Ha CJIOKHOCTH 3aJa-
YN JUCKPETHOTO JIOTapAPMUPOBAHHS, U ABJISIOTCA TEPBEIMU U3 TeX,
yro omucaHH B § 2. 3ameTmMm, 4TO Takue 6JIOOH HE COOTBETCTBY-
10T Mosiesin [199), Tak Kak GeckOHeUHHE BHIYUC/IUTENIBHEIE PECYPCH
OKA3BIBAIOIIETO MOTYT MOMOYb €My CMOLIEHHHYaTh, 9TO 00bACHAET,
nodeMy pesyJibtaT PoprHOy [177] B 9TOM CJiydae cTaHOBUTCS HENpH-
MeHUMBIM. (3mech xoTesioch GH OOpaTHTH Ballle BHUMaHHe Ha TO,
9TO COBEpUIEHHEI}} HHTEPaXTHBHBIH HPOTOKOJ C HYJEBHIMHM 3HaHMA-
M¥ /1A 33/Ia98 O BEIIIOJIHMMOCTH B [79] onpenesien HEKOPPEKTHO. )

MNuTepecnas cHTyanus BO3SHHKAET, €CJIA PACCMaTPHBATh HEKOTO-
phIlf BADMAHT NMPOTOKOJIA, B KOTOPOM BCE PAYHIBI IPOBOIATCA B Ia-
pasiiesib: AJIHCa TPpHHEMAET B KadecTBe 06:13aTesIbCTB BCE JO €lld-
HOro 6J10681, COOTBETCTBYONME k CXeMaM TakuM, Kak Ha puc. 6.3,
Bob nepenaer et CTpOKY ¢ HpOBEpOYHBIMHE BOIPOCaMH, U AJmHca OT-
KpbiBaeT 6J06H Tak, Kak TOro TpebyeT OTBET Ha COOTBETCTBYIOWMAH
Bonpoc. (B HEKOTOPHIX CUTyallHsAX 3TOT BADHAHT HPOTOKOJA MOXKET
6uITE Gostee 2 PEKTUBHBIM. )

NpenmosioxuM 1A OPOCTOTHE, YTO HJAOOB — 3TO DHTOBBIE CTPO-
KH B 4TO AJIHca 33J1aeTCs HEKOTOPHIM H6JI060M, TIOKA3KIBasA €T0 SIBHO.
PaccmorpumM crenysomyo crpareruo aiud bBoba: mocse noJsiydeHds
oT AJHCH 6J1060B, KOTOPHEIE COOTBETCTBYIOT BCEM k CXeMaM co CJIy-
JalfiHO IepecTaBMECHHBIMA CTPOKAMH H MHBEPTHPOBAHHEIMHA CTOJIONA-
MH TabJIMI, MCTHHHOCTH, OH oObeIuHAeT 9TH 610661 BMecTe (KOHKa-
TEHHPYA MX B OAHY CTPOKY) ¥ HCROJIb3yeT IOJIydeHHbI! pe3y/IbTaT B
KadyecTBe apryMeHTa HEeKOTopo#t omHOHanpaBieHHoO! byHkmuu. 3a-
TeM OH HCHOJBb3yeT NmepBhle k OHTOB 3HadeHHs 3TOR dYHKUUM IJis
onpenesieHuA k YPOBEepOYHBIX BOIPOCOB, KOTOpHE OyAer el sana-
BaTb. [laxe ecsm mpoBenenue 3TOTO MOAMGPHIEPOBAHHOTO [MPOTO-
KoJia ¢ Aurcoif B He nioMoraeT Bofy y3sHaTth uTo-sM60 0 ee cexpere,
caMa 3alliCh er0 MOXeT IOMOYL eMy yOenHTh Koro-Hubyab ele B Cy-
LECTBOBAHMM 3TOTO CEKPeTa, NOCKOJIbKy Bob6 mouTH HaBepHAKa He
CMOXET BOCIPOM3BECTH TAKyI0 3allHCh KaKHM-TO APYTHM crocoboM
(maxe ecsim GI06BI ABJIAIOTCA MOJNEMPYEMBIMH). DTO NMPHBOJHT K
mobonbITHOMY (PeHOMeHY: 3amHCh NMapajjieJIbHO# BEpCHH IPOTOKO-
Jla MOXET He COIepXaTh HuKakol madopManuu o gelcTBATEIHHOM
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cexpete AJHcH (B CMBICJIE IIEHHOHOBCKOMH Teopun nadopManun), na-
e HecMOTpdA Ha TO, YTO TaKas 3alHCh MOXeT GHIThH HCNOJIL30BaHa
1A y6ex IeHns KOTo-TO €llle: B CYHECTBOBAaHUM 3TOT0 cekperat-

Ecsin BaxHO0, 9T0GH IPOTOKOJ NPOBOAMJICH B Iapaiiiesb (Bo3-
MOXHO, W3 coobpaxenmit Gonbuiell 3¢pdeKTHBHOCTH), TO HOJE3HO
3HATh, 9TO OH OCTAETCS NPOTOKOJIOM C HYJIEBHIM SHAHHEM, ECJIH OIIpe-
Jgeasmomee ero cBolictBo 4’ eme 6osiee ycmmuts. MBI ckaxem, 9TO
67106B1 ABJIAIOTCA TAMEACOHAMY, €CJIH B JONOJHEHHE K cBolcTBaM 1,
2 U 3 OHH y[JOBJIETBOPSAIOT CBOMCTBY

4"} Bo6 moxet CMOJIE/TAPOBATE BC€, ITO JO/IKHO 65ITE ObecniedeHo
UM B TOM IpOIlecce, C IIOMOUIBIO KOTOpOro AJIHCa IPHHHMAET
6J100661 B KadecTBe obsg3aTesibeTB. BoJsiee Toro, A Kaxjgoro
u3 3TuX 6510608 Bo6 MOXeET CMOAENMUpOBaTh Kak MpoUecc, ¢
HOMOIIBI0 KOTOPOro AJIHCa OTKpbIBaJia OB MX kak (, Tak u
Ipollecc, ¢ MOMOIILIO KOTOPOTO OHA OTKPHIBajIa 6H MX Kak 1.

NHBIME citoBaMH, 6JIOOBI-XaMeJsIeOHbI MO3BOJAIT Boby caMomy
JleJlaTh MMEHHO TO, 9TO CBOUCTBO 2 MpeamMCHIBaeT OejaTh AJIH-
ce, TeM caMbiM u36aByiAsi ee oT »Toro. IllpemmyumecTBo 6J1060B-
XaMeJICOHOB 3aKJII09aeTCad B TOM, YTO OHM IIPEIOCTABJIAIOT BO3MOXK-
HOCTh Bo6y mMomesMpoBaTh HAPAMYIO Bech CBoM auaJttor ¢ AJrucoif.
DTO OCTAETCH CIPABEIJIMBHM JaXxe Toraa, Koraa bob mpousBoJILHO
OTCTymaeT OT NpeIMUCaHHOTO eMy noBeneHud. [axe ecam Ajmca u
Bo6 MMeT IpuMepHO OJMHAKOBBIE BHIYMCJIMTEILHBIE PECYDCHI, 3TO
CBOICTBO MOXET WHOTIA TOCTUTATHCA B TOM CJiydae, Koraa Bo6 obJia-
JaeT HeKoTopolt momosauTesbHOM MHbDOpManuelt. Tak, Hampumep,
610661 (omucanHBIEe B § 2), ocHOBaHHBIe Ha H30Mopdusme rpados,
ABJIAIOTCA XaMeJIEOHAMH, €CJIM U TOJIBKO ecyiu Bo6 3HaeT u3omop-
dbusm rpados G u H, o KoTopsix maeT pedb. COOTBETCTBEHHO MEp-
BEI! M3 6J1060B, OCHOBAHHBIX HAa JUCKPETHOM JiorapudmMe, SBadeTCA
XaMeJIEOHOM TOrJa M TOJIBKO TOraa, korma bob 3HaeT MUCKpeTHHIR
JorapudmM s.. ITo BO3MOKHO, €CJIU BMECTO TOro 4TOOHI BHIOMpaTh
caydaltHbIM 0Bpa30M §, KaK 3TO NPeNJIarajioch paHee, OH B MHTEP-
BaJsie oT 1 mo p ~ 2 BHIGMpaeT ciaydalHBIM 06pa30M IHCJIO €, a §
BHIYHCIAET Kak o mod p. OnmHako Takue ABoUcTBeHHBIE 6J106HI,
OCHOBaHHBIE Ha JHCKPETHOM Jiorapudme, KOHEYHO, He ABJIAIOTCA Xa~
MeJIeOHaMM, TaK KaK KaX[bill M3 HUX onpene.nﬂer onus 6uT OITHO-
3Ha4YHO. '

Bo3HMKaeT eCTeCTBeHHLIH BOMPOC: KOMY JIydllle JOBEPATh — 10~
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KasHBalollleMy HJ¥ nposepamomeMy? «MoumesnryecTBO» mpuobpe-
TaeT pa3Hbiil CMBICJI B 3aBUCHMOCTH OT TOTO, KTO EMeeTCA HpHA 3TOM
B BUAy; Asrca niu Bo6. [na Boba MOlIeHHNIeCTBO O3HAYAET, YTO OH
Y3Ha€T 4TO-TO elle, KpoMe Toro ¢akTa, 4YTo AJIACA UMEET JOCTYI K
Toit uHOpMAaINK, O BAaJeHHH KOTOpoft OHa 3asABJAeT. BrThL MOXeT,
HAI[pHMED, OH M He IOJYYAT MOJIHOCTHIO TaMUJILTOHOBY NElb, KOTO-
pyto Gesycneiso neITaercd HaliTu, HO y3HaeT TOCTaTOYHO AJ1A TOTO,
9TOOHI CYyLIECTBEHHO COKPATHTh BpeMd ee noucka. C mpyrolt cropo-
HBI, MOUIEHHUYECTBO Il AJIMCHI O3HAYAET, UTO et ynaeTca yoeouTh
Boba B ToM, 4TO OHa obusanaer Toi mHbopMmanuelt, Koropas HymeT
MOIABEPTHYTA HpPOLENyPe MPOBEPKH, B 0. BpeMsl KaK B NeHCTBHTEIb-
HOCTH 3TO HE TaK.

- IHTEepecHo TaKXKe AesiaTh Pa3iddne MEXIY YOaunvim U Jep3xum
THIaMM ycheluHoro momenuudectsa [27]. Ileppbiit Tun mMeeT oT-
HOIIlEHME K OTraJblBanuio AJmmcoif, unu BoboM, BOIpeKH BceM pac-
qeTaM, To gacTu wHGOPMAIM#, KOTOpasi MOMOXKET eRf, WId eMy,
CIIOKOUHO OCYIIECTBHUTDL CBOI 0OMaH ¢ yBEpEHHOCTBIO, YTO OH OyeT
ycuewHsM 1 He obHapyxurca. Ko BTopoMy TUny o6MaHa OTHOCHT-
ci copepienue AJtuco#t, unu BoboM, HEKOTOPHIX HE3aKOHHBIX Aelt-
CTBHIt, KOTOPHIE B Pe3yJbTaTe IIOYTH. HABEPHAKA HIPHBENYT K TOMY,
YTO ee, HJIM €ro, MOIEHHHYeCTBO OyaeT oOHAPYXKEHO B OIpenesIeH-
HbIt MOMEHT B 6ynylleM, HO IIPH 9TOM, TEM HE MEHEE, MOKET C 9KC-
MOHEHIMAJILHO MaJyIoll BEPOATHOCTHIO IIPHBECTH €€, HJIM €ro, K ycIe-
xy. HakoHel, MOIIEHHHYECTBO CJIEAYET Ha3BATh PEMPOAKINUSHBIM
(nH asmonoMHBLM), €CJIM OHO MOXKET HMETh YCIEX CIYCTd Kakoe-
TO BpeMs IIOCJie 3aBEPIUEHNSA MPOTOKOJIA IPH TPOCMOTPE €0 3AIMCH.
Takoe MOUIEHHHYECTBO HA3HLIBAETCH MOIIEHHMYECTBOM 6 PeaabHOM
8peMenU, €CJIM OHO JOJDKHO 3aBEpUIATHCA BO BPEMs OCYWECTBIICHUS
MPOTOKOJIA. 4

Ecnn ucnosbayerca 67106, KOTOpHIll siBJisseTcsl 6€3YCJIOBHO Ha-
JexHHM 1719 Boba (B COOTBETCTBUY C TPOTOKOJIAMHE, YTO IPABEACHH
B {196, 78]), To A/rHca MOXKeT TaK HUKOTIA ¥ He BOCIOJIL30BAThLCHA HE-
Kakoit 9aCTbiO CBOMX 3HaHUM — 506y MOXET O3BOJIMTL PETPOAKTHB-
HO CMOIIEHHMYATh OTKPHITHE KaKOrO-HMOYIb HOBOTO ajirOpHTMa, Ja-
7K€ eCJI¥ 3TOT HOBHIH aJITOPUTM U HE ABJIAETCA JOCTATOYHO GHICTPHIM
IJIF OTBETA 3a TO PEasibHOe BPeMs, B TeUeHHMe KOTOPOTro IMPOBOAMTCHA
yKa3saHHBIM BhIie mpoTokoJs. [laslee, eciid KOHKpeTHOE KPHITOTpa-
drueckoe npeanosoxKeHue OKaKeTCH He BIOJHE 06OCHOBAHHBIM, LA
Boba Bce eme uMeercs (odeHb HeGOJBIIAA) BEPOATHOCTD YAAYHOTO
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(u, cienoBaresbHO, 6e3 06HapyXeHHs) MoleHEAYecTBa. C Apyroit
CTOPOHB!, HEB3HPad HH Ha KakWe MPEAINOJIONKEHWs, eAMHCTBEHHbIH
THI MOIIEHHHMYECTBA, KOTOPH MOXKeT IO3BOJIHTD AJACE HoBHTHCS
CBOETO B JaHHOM CHTYaIMH, BJAETCA HEP3KHAM.

B npoTHBONOJIOKHOCTL NPeNBIAYILIEMY, €CJIH HCHOJB3YIOTCHA 6J10-
6bI, KOTOpHIE SBJIAIOTCA 6€3yCJIOBHO HaIeXHBIMH Jist AsHCH (B co-
OTBETCTBHH C NPOTOKOJamu, npuBeacHHbIME B [103, 79]), 10 y6e-
XJeHHOCTh Boba B ToM, 4TO A./THCa He MOXET CMOUIEHHMYaTh, 3a-
BHCHT OT €I0 BEPH B COOTBCICTBYIOIlee KpHUITOrpadpuIecKoe mpel-
nosioxenne. B cooTBercTBHE C mepBoi (M3 omMcaHHEIX B § 2) pea-
JIM3anuit 610608, YTO OCHOBAHKI ‘HA JUCKPETHOM JiorapudMe, Aumca,
HallpEMep, CMOXKET «OTKPHITh» Jiiobolt 65106 siubo kak §, 1ubo xak 1,
OpHYeM Tak, Kak eif 1o OyaeT yromuo, TOJIBKO ecsid OHa OyHeT B
COCTOSIHHM TOJIYyYHTb JHCKPETHEIH JiorapudM s 0 OKOHYAHHMSA Iep-
BOTO payH[ia MPOTOKOJIa, B KOTopoM Bo6 3anaer elf cOOTBETCTBYIO-
1y cJIoxHYyo 3agady. [losygenue sToro jgorapudma B Jiroboe bosiee
mo3gHee BpeMs GBIJIO OhI 1J1s Hee GecIosie3Ho, TaK KakK B IPOTHBHOM
cjydae OHa HE CMOXET MOATOTOBHUThCHA K OTBETY. BoJiee Toro, ecid
yKa3saHHOE KPHNTOrpa¢pHUecKoe NMPEANIOJIOKEHHE ABJIAECTCA BIOJIHE
0GOCHOBaHHEIM, TO AJIHCa Bce elie EMeeT (oUeHb HeGoublnoft) maHe
MONBITATHCA OTTAJaTh ero HayJady, HO OHa JOJkHa HabpaTbcs Aep-
30CTH, 9TOOBI MPEAJIOKUTH IPOBECTH BECH IPOTOKOJI B HAJEXK e, YTO
eit # 3gech moBeseT. C 6;106amMu, OCHOBAHHEIMA Ha JUCKDETHOM JIO-
rapugme, y Boba HET BoobIle HEKAKOU BOSMOXHOCTH MOLIEHHHYATD,
JlaXke HECMOTDsl Ha Be3eHWE M BHRIYHCJIHTEJbHEIE pecypchl. Hako-
HEIl, B PACCMaTPABAEMOH CHTYallHH PETPOAK THBHOE MOHIEHHHYECTBO
sABJIAeTCS GeCCMBIC/IEHHBIM, KakK I AJCH, Tak | 1iaa Boba.

Eciu ucmoss3syiorcs 6710651, KOTOPEIE ABIAIOTCA 6€3YCIOBHO Ha-
JIeXHBIME A1 AJIHCEI, TO AONOJIHATE/bHAS 3a1uTa 1id Boba noctu-
raeTcs MoCpPeICTBOM obpalleHrs K AJIHCE TOBTOPATH BECh POTOKOJI
BcaAkmi pas ¢ mpyrumu Tumamiu 6510608. Torna, ecau 661 Astrca 3ax0-
TeJjla CMOIIEHHMYIATD, TO 3TO BHIHYIHJIO OB ee OBITH crrocobHOM ompo-
BEPTHYTBH Cpa3y HECKOJIbKO Pa3J/IMYHBIX KpHOTOrpadudecKux Mmpel-
mosioxennti. Hanpmmep, mcmosib3ysi B JaHHOR CHTyaundd peasiu3a-
muio 6410608 u3 [79], ona mosrkHa Gb1a 6B 3HATH 3¢ ek THBHO pabo-
TalOllHe B PpeaJIbHOM BPEMEHH aJICOPUTMEI HE TOJIBKO (PaKTOPU3ALAH,
HO M BEIYACJICHAA JTUCKPETHBHIX JiorapA¢dmoB. JI06onbITHO, 94TO IpH
HCHo/IB30BaHMH 6710608, KOTOPHIE ABJIAIOTCH 6€3yC/IOBHO HALEKHBI-
MHA A Bo6a, pe3yJIbTaT MOJIyYaeTCs IPOTHBOMOJIOXHBIM — IIOBTO-
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peHMe POTOKOJIA C PA3HBIMU THNAMHU 6J1060B IPHBOAKMT K TOMY, YTO
Boby cTaHOBHMTCH sc2de MOIMCHHMYATH, TaK KaK OH MOXKET CIEJIATh
2TO, ONpoBeprHyB (BO3MOXHO 3BTOHOMHO, TO €CTh He B PeasIbHOM
BpeMeHn) Jiio6oe (ONHO) U3 yIOMAHYTHIX BhIIE KPHOTOrpadHIecKuX
npeanosioxkeHuit. TeMm He MeHee, ModcHo obecneduTs GOMBIIYIO Ha-
IEXHOCTD, ECJIM CKOMOUHUPOBATH Pas3s/IMYHBIMH CIIOCOOaMH HECKOJIb-
KO THnos 6e3ycJIOBHO HalexXHBIX 1A Boba 6s060B: Kaxnawiil pas,
Korja AJIHCa X04eT NPHHATH B KayecTBe 0043aTeIbCTBA HEKOTOPHIH
6uT b, oHa [IJ1a Kaxaoro TUna 6710608 ciaydaltHeIM 06pa3oM 3aIaeTCH
OIHUM M3 HMX, a b IIpH >TOM HOJIYyYaeTCH KaK CyMMa IO MOLYJIIC 2
COOTBETCTBYIOIMX GHTOB yKa3aHHBIX 6710608. EcTecTBeHHO, 9TO MC-
moJib30BaHKe MOMo6HOR cTparernu ¢ 600aMH, KOTOpEIE ABJIAIOTCA
6e3yCcJIOBHO HAMEXHBIMU JJI4 AJIMCH, IPUMBOLUT TOJBKO K TOMY, YTO
B 9TOM cJIy9ae elf CTAHOBHTCS JIerdYe MOMIEHHAYATD.

HT1ak, KoMy Xe Bce-Tak¥ HpENNOYTHTE]bHEE HOBepATh, AJmce
nin Bo6y? OrTBera Ha 3TOT BONPOC Mbl HE 3HAeM, HO, pasyMeeT-
cd, Kak 3aMevaTeJibHo UMeTh Bhibop! Hakolen, paccMOTpuM cJiie-
IyIOUlyIo MPOBOKaIMOHHYI0 cuTyanmo. Ilpenmosnoxmnm, gyto Ajmca
yTBEpXKIaeT, OYIATO el M3BECTHO JIOK23aTeJIbCTBO TeopeMbl T, M 9TO
OHa, AJIA TOro 4YToOn! y6eAuTH B 3TOM CKENTHYECKH HACTPOEHHOLO
Boba, ucnoansyer 6510011, OCHOBaHHBIE Ha ANCKPETHOM Jiorapudme.
Ecsm Asmnca npaBauBa, TO B KOHIlE MPOTOKOJA, HE30THOCHTEIBHO
Kakux 6bl TO HM OBLIO KpHUnTOrpadUUecKHX mpenmosioxenult, Bob
ybenurca B TOM, 4TO AJica jmbo Ha CaMOM Mejle 3HaeT HDOKa3a~
TeqbCTBO TeopeMbl T, inbo obsamaeT HOBeRIIUMY PE3YJILTATAMH 110
BBIYUCJIEHNIO AUCKPeTHRIX Jorapudmor! IIpu aToM, B yacTHOCTH,
ecniu Anpca ytBepxpaer: «$ 3Haw 3¢¢eKTHBHBIR aJITOPATM BhHI-
YACJIERNA OUCKPETHBIX JIOTapdMOB», TO He NOTpebYIOTCA HUKaKHe
KpHNTOrpadgpuieckue NpeanosIoKenns Boobiue.

§ 4. 3ammuTa KOHPUIEHINATIHHOCTH

(Hanncan Japngom Qaymom; nevaraercs ¢ ero mobe3sHoro paspeienns)

B camoe Ouamxkaitilee BpeMs, ¢ IOMOILBIO NOYTH MOBCEMECTHOLO H0-
cTyna K 17100aJibHBIM KOMIIBIOTEPHBIM CETSIM, Bhl 6yIeTe B COCTOAHUA
OJIATHTH NMOKYIKY, 3aKa3aThb UIIbM, KOTOPHI XOTead 6B MOCMO-
TpeTh y cebda 1oMa, cliesaTh U3MEHEHHS B CBOEM CTPaXOBOM MOJIHCE,
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mM, BHITH MOXeT, OCJIaTh 3JeKTpOHHOe «muchbMo» mpyry.! Xorsa,
J0 co3naHMsA Takol enuHOH nﬂcrerpi&posannoﬁ CHCTEMBI, pasyMeeTcsd,
BCe ellie MOBOJbHO HAJIEKO, HOCTENEHHOE ee TIOCTPOEHHUE yKe BeHeT-
cAa. ABToMaTH3MpOBaHHAas BHIAYA HAJMYHBIX IEHET C IIPUMEHEHHEM
H6aHKOMATOB U JaXe HeMOCPENCTBEHHBIE 3JIEKTPOHHBIE TIJIATEXK U, Ha-
mpuUMep, B Mara3WHaX, y»Ke MCIOJIb3YIOTCA B MHOTHX CTPaHaX # B
enle BoJbleM YHCJIE IUIAHUDPYIOTCHA. DTH CHCTEMEI 0BIaJal0T OrpoM-
HEIM IOTEHIAAJIOM, C OQHOR CTOPOHBI, C TOYKH 3pEHUA COKpAlleHUA
OPTaHM3ANMOHHBIX PACXONOB, YBeJIMUYEHMs 3alllAIeHHOCTH U 3ddek-
THBHOCTH, a C APYTofl — Kak CpPeICTBO ITOBHIIEHHA yI0OCTBa NO-
Tpeburena. OgHaxo, IIMPOKO PacIpoCTpaHeHHbIH celtyac mooxon K
MMOCTPOEHUIO NOAOOHBIX CHCTEM TAaHT B cebe W HEKOTOPHIE OUYEHD Ce-
pPbE3HBIE OMACHOCTH.

Takolt pacnpocTpaHeHHbI# momxon TpedyeT, 9TobBl Kaxabilli de-
JIoBeK HAeHTHHIMpoBaJ cebA B Takol cucreme Bcakull pas, kor-
Ia OH ee UcNosb3yeT. IIpu 3TOM MHOTOYMCJIEHHBIE METOLBI MIEH-
TUHHUKAIAA, aHAJIOTHYHEIE TEM, YTO TPUMEHSIIOTCSA PH UCHOJIH30Ba~
HHH COBPEMEHHHIX IIACTHKOBHIX KAPTOY€EK, B KOTOPHIX 3alIOMAUHAIOT-
Cd CEeKpeTHbIE HOMEpA, WJIM MONOOHBIE CONOCTABJIEHHIO OTMEYATKOB
MaJjbOeB B JaKTHUJIOCKONNH, ABJIAIOTCA MO CYIECTBY KBHBAJIEHTAa~
MM YHUBEPCAJILHHX HAEHTADHKAUMOHHBIX HOMEDPOB, HCIIONb3YEMBIX,
HalpuMep, IpH COUMAJLHOM CTPAXOBaHMM WJIM B macnoprax. Ta-
Kde HAeHTUPUKATOPHl MPEIOCTABIAIOT BO3MOXHOCTh, CONOCTABIAA
obbeguHEHHbIE BOEMHUHO C IOMOIIBLIO KOMIbIoTEpHOH ceTd dpuHaHCO-
BbIE, CJIyXKebHEIe, MENUIMHCKUE U PA3IUIHbIE IPYTHE TIEPCOHAIbHBIE
JaHHBIE KaXOTO 4eJIOBeKa, OTCJEXKHUBATh €ro YacTHYIO XM3Hb B CO-
BEpIIeHHO GecupelneeHTHOR CTENeHH.

Bosee Toro, B CBA3M ¢ HOBOH JIETHTUMHOCTBIO YCIIEXOB B TAaKOM
«aBTOMaTHYECKOM PacllO3HABaHMM 00pa30B» CHOBAa BOSHUKAIOT HNaB-
HULIHKE ONACEHHUA OTHOCHUTIEJIbHO 3JeKTpoHHoro Boupuioro Bpata
(Big Brother)?. Ilpu moMowu Homo6HBIX METOHOB J060e IONKJIIO-
4eHHEe K TeM INMPOKOMACUITAOHBIM CHCTEMaM, KOTODble B HacTOHAILEe
BpeMs TJIaHHPYIOTCA, HO3BOJIMT aBTOMATHYECKH DACIPENEHUTH IO
KaTeropHMsAM BceX JIoZiell B COOTBETICTBUH CO «cjelaMu» ux obMeHa

1HecMotpst Ha TO, uro »ToT Uaparpad, Kak, BOpodeM, B BCA KHHATA, GHLT
Hammcad B 1988 rony, ¥ MHOrHe B3 yKa3aHHBIX B HeM «Oyqynmx» BosMoXHocTelt
HCIOJIH30BAHAA KOMIBIOTEPHBIX CeTell CTaM pealbHOCThIO, AKTYAJILHOCTE TEMBI,
KOTOpOoll OH MOCBHUIEH, TOJIBKO BO3PACTaeT.

23 ropenmit cumBoN 3HaMeRTTOrO poMana [Ix. Opyana «1984x».
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aJIekTpoHHOM HHGOopManueli: BO Bcex MecTax, TAe OHM ILIATAT, B TEX
OpraHHsalAsX, C KOTOPHIMA OHM OBIIAIOTCA, TaM, KyIa 3Ta BEdopMa-
UM NEePeRAETCA B T. 1. — B (PopMe HeKOero HEBHIMMOTo HabJiioge-
HHAS 3a BCEMH rpaxjgaHaMmi. [[omycTHMble MEXaHH3MbI, CTaJIKHBAIO-
Mecs ¢ JIEFKOCThIO TPOCMOTPA U U3MEHEHHs aBTOMAaTH3HPOBAHHBIX
OAaHHBIX, KaXyTCd 6eCCHIILHBIMEA TPEIOTBPATUTh HOAOOHbIE OlTacHO-
CTH WJIH 3alllUTHTH KAXJAOTO OTHEJBHOTO YeJIOBEKA OT BOIMOKHBIX B
pE3YJIbTATE 3TOTO OMIMOOK M JUCKPUAMHHAILIAN.

Tem He MeHee BceX IE€pPEYMCJ/IEHHBIX ‘TPObJIeM MOXKHO H36eXKaTh
Op# MOMOUA HOBOTO MOAXOHa € HCHOJIb30BAHHEM MNEPCOHAVILHBIX
«KOMIIBIOTEPHBIX KapTodek». OHH HO/KHBI OBIThH IOX0XKH Ha «CyIep-
HHTEJJIEKTYAJbHYIO» KpemnTHyio KapTodky ® Visa-Toshiba, ¢ mo-
MOIIBIO KOTOpO# yKe OCBaMBaeTcd 3TOT COBpEMEHHHH momxox. B
TaKyIo KapTOYKY BCTPOEH CHMMBOJIbHBIH IACHJed U KJlaBHATypa, Ha-
nogobue TOM, 4YTO UMeeTCsA B KapMaHHOM Kajbkyndtope. Kak u BO
BCEX COBPEMEHHBIX «KaPTOYHHIX» TEXHOJIOTHAX, HaJeXXKHOCTh IIPUMe-
HEHHs TAKMX KapTO4eK OCHOBBIBACTCH Ha CJIOKHOCTH HX NOHAKEJIKH
CO CTODPOHBI T€X JHL, B PYKH KOTODHIX 3TH KapTOYKH NONAaHAIoT.
PaspaboTtansasi ¢ y4eTOM HOBOIO MOAXOJAa TaKasi KOMIBIOTEpHAdA
KapTodKa OTJIMYAETCA TEM, UTO OHA ABJIAETCH BAalIMM COOCTBEHHBIM
MepCOHANBHBIM KapMaHHHEIM KoMmbioTepoM. IlosTomy BB cBObOI-
HLl B IPHOOPETEHNHN KaK alllapaTyphl, TaK A MPOrPaMMHLIX CPEACTB
71 Hero Jo6HM crocoboM, Kakoit BeI caM# Bribepere, B BO BpeMsi
OCyLIECTBJIEHHA B3aMMHBIX Ollepalit ¢ ero MOMOLIbIO BaM HHKOLAA
He noTpebyercsA BHINYCKATh 3TOT KOMIBIOTED H3 pyK. Bsamen mo-
porocrosilieif, HO BCe enie HeCOBEPUIEHHOU CTOUKOCTH KapTO‘IeK oT
NOUIENKH, KOTOpast II03BOJIsieT 0DeCHEYUTD 3aIMUTY TOJIBKO AJIA Op-
TaHM3anMil, B HOBOM MOAXOHE /A IPEJOCTABJIECHHS OINTHMAJILHOM
3allMThl, PUYEM KaK OpraHu3anuil, TaK @ OTHAEJBHHIX TCpaXIaH,
TmpeanosaraeTcs KCIOJAb30BaHME ePelOBO# TEXHUKH MM POBAHUS.

KomneloTep Baurelt a/1eKTpOHHOM KapTOYKH TO3BOJISIET BHIIOJI-
HUTb JII06YI0 Ollepanuio obpaleHna K CACTEMe TOJIBKO MOCJIE TOro,
KaK BHl HabepeTe Ha €ro KJIaBHaType CBO JIMYHEBIL ceKpeTHEI aBTO-
pusauroHHBIM HOMep. Takoe yciioBHe feslaeT Bally KapTOIKy COBEp-
menHo Gecnosesnolt s Kpaxu. Kpome TOro B MoOXeTe XpPaHUTH
pe3epBHLIE KOIIMK 9THX HOMEPOB ¥ ceba AoMa, a Takke y Japy3ell niun
¥ POICTBEHHMKOB, TaK 4TO JaXe ec/IM Bailla KapTOuKa MOTEPAETCH
WJIM NIOBPEATCH, BBl JIEFKO CMOXETE 3aBECTH HOBYIO.
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Onnara IIOKYIIOK C IOMOUIELIO 3JEeKTPOHHOI'O 6ymaxnnxa

Omnuiara vero 66l To HM OBJIO MPH HOMOIIM Baluelt KOMOBIGTepHON
KapTOYKH BHEUIHE OYAeT OCYUIECTBIATHCS 1aXKe MPOIIE, YEM ITO MPO-
ucxomut celtuac. IlpomaBny MarasWHa HYXHO TOJIBKO BBECTH IIE€HBI
HOKYIOK Ha 3JIEKTPOHHOM KacCCOBOM alliapaTe # Yepe3 uMeronmiics B
HeM HHTepdellc mepenaTs 3TH 9UCJa Ha COOTBETCTBYIONMHU MOpT Ba-
mell KapTOYKH, KOTOPhIE CPa3y XK€ BHICBETATCH Ha JMCILJIEE €6 KOM-
mbloTepa. Ecau Bbl COTVIACHBI ¢ MPaBHJIBHOCTBHIO UHCESI, OTPaxKalo-
MHX IEeHBl H OOLIyI0 CTOMMOCTD CHeJIaHHBLIX BaM# IMOKYIIOK, KOTOpHIE
yKasaHBl Ha JHUCIJIee KapTOYKHA, TO €IMHCTBEHHOE, 4TO OT Bac HO-
Tpebyercs, 310 HabpaThb cBOM CEKpeTHBIH aBTOPHU3AIMOHHBIN KJIIOY,
4 Ha TabJ10 KacCoBOro ammapara cpasy ke MosBATCH CJioBa: «0mraTa
TMPHHATAY.

CucteMa paboTaeT monoGHO 3/IEKTPOHHBIM HAJIMYHBIM JEHbBraM —
BMecTo OyMaXHEIX OaHKHOT pas/ImYHOrO JOCTOWHCTBA, B Baulelt Kap-
TOYKE XPaHATCHA ClElHaJibHbIe HOMepa, KOTOPHIMH 0GO3HAYEHE pa3-
JIHYHBIE JeHeXHble HoMMHaJb. Takme HoMmepa (cBoero poma Jiek-
TpoHHBIE HaHKHOTH ), KaK pa3 U MpeaHa3HAYEHH 1,15 HCIOJIb30BaHA A
B KauecTBe 3aKOHHBIX IJIATEXHBIX cpeacTB. [locse Toro, Kak BHI BBe-
JIM CBOYt aBTOPU3ALMOHHKIN KJ1109, KOMIIBIOTED IepedaeT Habop cooT-
BETCTBYIOIAX HOMEPOB TaKHX OaHKHOT B KaCCOBHIY ammapaT. Anma-
paT IpoBepseT, MPAaBHJILHO JIM HOMHHAJIBL YKAa3aHHBIX 3JIEKTPOHHBIX
GaHKHOT IpPeACTaBJAlT OOllylo CyMMYy IaTexa, M IO IVIo0asbHOH#
BBIYMCJIMTEIbHON ceTH mepechliaeT ux B 6aHk. IleHTpaJibHBIRR KOM-
nbloTep 6aHKa, IOy YHB 3Ty MHGOPMAIMIO, B CBOIO O9epellb, CHadaJla
y6exnaeTcda B 3aKOHHOCTH BCEX HOMEDOB 3THX 3JIEKTPOHHBIX HaHK-
HOT, a 3aTeM JeJlaeT 3ampoC B KJIHPHHTOBYIO MAJIaTy C T€M, YTOGBI
YIOCTOBEPHTHCS, YTO OHM He GBI HCTIOIL30BaHk patee. [lociie aTo-
ro GaHKOBCKO€ TONTBEPKICHHE «IEPEUNC/ICHUsA NEHer» B Mara3dH
oToGpaxkaeTcad BHICBEUMBaHHEM CJIOB «0mnaTa mpuHATa» Ha Tabiio
€ro COOTBETCTBYIONIIEr0 KACCOBOrO alnapaTa.

B ToM caydae, korga Bt IEPEBOOMTE TakKMe JeHBIH U3 OaHKa B
CBOU 2JIEKTpOHHBIM OYMaXHHK, TO HOJIyYaeTe B HEM 3aIlMCH C HOBBHI-
Mu HoMepamy 6aHKHOT. ByMaxXHble HaJM4YHKIE JEHBI'H, KOTOPbIiE BhI
u3piMaeTe U3 OaHKa, B NPUHIMIE JIEPKO BOCCTAHOBHTH IO BallleMy
cdeTy, TaK KaK HX CepHifHBle HOMepa MOryT, O4e€BHIHO, OBITH H3--
pecTHHl B Oanke. OIHAKO B COOTBETCTBHMH C HOBHIM MOIXOHOM, BCE
NPOMCXONAT TaK, KaK ecsu Obl BBl 3a0npasn neHbru u3 Ganka, mepe-
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JaBasi B HErO 9K, MOMELIEHAR ) B KOHBEPT K3 KONHPOBAJILHOM 6yMa-
rH, Ha KOTOpoM OaHK CTaBHT WITAMI C HAIOUCHIO, CKaXEM, KCyMMa B
omuy . poynap». llosydns Takoit KOHBEPT CO IITAMIIOM, BBl Pa3pHBa-
eTe n BMOpachiBaeTe ero, a HpOWITAMIOBAaHHLIY GaHKOM C NOMOIBLIO
KONEPOBANLHOI GyMarn 9eK HCIOJIb3yeTe IJIA TOro, 4TO6H CIesIaTh
nokynky. ToT e cambilf pHHIMD NPHMEHAETCA U B IpenJjaraeMoi
3JIEKTPOHHOM CHCTeMe, TOJIBKO B Hell aHaJIoraMM KOHBEpTa, deKa U
HaJIHCH SBJAIOTCH CHEIHAJIbHHM 06pa3oM 3amudpoBaHHAIE HEJIbIE
qucia. Bui He MoxeTe MONIENIaTh TaKyio 3amudpoBaHHyo nudpo-
BYIO IIONNKCH, 3 DAHK HE CMOXET BHISAICHATDH, KAKO# IHCJIOBOM «4eK»
B TOM HJIM HHOM <KOHBepTe» Obisl mM nonumcal. PakTHYecKH, aTH
BAIUH [JIATEXH ABAAIOTCA «De3yCI/IOBHO HEOTCIEXKMBAEMBIMHA»: NIPO-~
CTOEe MaTEMaTHIECKOe JOKA3ATEJhCTBO MOKA3LIBAET, YTO UX HEJIb3H
OTCJIEIUTDH MO BallEMy CYETY, IPHIEM HE IMEET 3HAYEHHUA, CKOJIb U30~
OpeTarenbHoll OyaeT KpunTorpaduIeckas aTaka Ha TaKyio CACTEMY,
Jaxe ecJIH IPH 3TOM JOIyCKAeTCA IPUMEHEHHEe CAMBIX MOIHBIX KOM-
NbIOTEPOB.

IIpensasinenue ynocrosepennit 6e3 maeHTHQUKANUH

WHorna B rocy5apCTBEHHBIX 1 KOMMEPYECKHX OPTaHU3aIMAX oQUIIH-
aJIbHO BBOIAT 00A3aTeJIbHOE IPEIbABICHHE YIOCTOBEPAIOMIMX JOKY-
MEHTOB, KOTOPEIE BHLIAIOTCA APYTHMM OPraHU3aluaMH. PaHbuie Ta-
KHe DOKYMEHTBI MMEJIH BHJ, MONTBEPXKIAIOUMX JIMYHOCTD YIOCTOBE-
pennit, BRIMOMHEHHBIX Ha Bymare, MOJOOHKIX IMACHOpTaM, BOOUTEND-
CKHM [paBaM HiM 4ieHCKHM Ousieram. IlepBonagasyibHast 1esab 60JIb-
HIMHCTBA NOHOOHLIX yIOCTOBEPEHHH 3aKJ/i04aIach B HaNEXKHON KBa-
JMHUKAIME TPaXIaH, MOATBEPKAAIONIEH] MX JTHIHOCTD, ¥ TPYNIUDY-
olIe#l B COOTBETCTBHM C SKOHOMHYECKHMM IIOJIOXKEHHEM HJIM BO3PACT-
HOM KaTeropuel, BOIMTE/IbCKHMH IPAaBaMy HJIM YYEHOHR CTemeHbIO H
1.0. HaeaTnduKaua opy 3ToM ObLIa JIHHIBL CPEICTBOM, HO3BOJIAIO-
MM [OPOBECTH TaKyio KJjaccuduranuio. OIHaKo CErofHsA IpH mepe-
BOJE MOMOOHBIX METOIOB, HCHOJB3YIOIIMX OyMaXHEIE HOCHTEJIH, Ha
aBTOMAaTH3MPOBAaHHYIO 6e30yMaxHYIO TEXHOJIOTHIO HMIEHTH(DHUKALUA
[O3BOJIAET HE TOJIBKO CODOCTABJIATH, HO M HENOCPEICTBEHHO obpa-
WATHCA K KOMObIOTEPHBM aliiaM apyrux oprauusanuft, dbakTude-
CKM co3JaBad €THHYIO OTPOMHYIO 6a3y JaHHBIX 00O BCEX YaCTHBIX
JIMOAX. ; _

Bosmoxmoe Gymylliee pa3BHTHE PACCMOTPEHHOH BEHIIle CHCTEME
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mJ1aTexelt MpH DOMOIHM KOMIBIOTEPHHIX KapTOYeK NPEIOTBpPanlalor
BO3HHMKHOBEHHE CBA3SAHHKIX C Tako# Ha3olt maHABIX mpobsieM 3anim-
THl JIKNYHOCTH MOCPEICTBOM IPEAOCTABJIEHAA BOSMOXHOCTH OTKA3a OT
unestTadpukanmn. Ho aro eme Baxknee — oau dpakTHIECKn 3anmnia-
IOT 3aKOHHbIE HETEPECH] OpraHH3anHl Naxe JIydule, €M nepcoandn-
KaljsA WM BeIeHHe JIMIHBIX OeJl (Zocke). A

YaocToBepsiontae JOKYMEHTHI BEIIAIOTCA OpI‘a.HHBa.IIHHMH B BHIE
3aKOOMPOBaHHBIX MoANHCell, KOTOpble HEBO3MOXHO IIOIENIATh M KO-
TOpBbIE Balla KOMIBIOTEPHaA KapTodka 0OpabaThiBaeT TOYHO TaK Xe,
KaK ¥ 3JIeKTPOHHHE HAJIMYHbIE JeHbIH. KoMIbloTepsl Ipyrux opra-
HU3alM} onpenesaoT CBOX TpeOOBaHUA IJiA NOATBEPKACHAS MOJHO-
MouMil B BHIE Pa3fMIHBIX BO3MOXHBIX KOMOMHaIM}l TakKAX ymocTo-
Bepenmii. Ecsin BBl XOTHTE MOKa3aTh, 4TO 06JialacTe TAKAMH IIOJTHO-
MOYHMAMH, TO Balla KOMIBLIOTEpHAA KapPTOYKa MOXKeET NPEIOCTABATD
y6equTeIbHOE HOKA3aTeICTBO TOTO, YTO OHA CONEPKHAT ONHY U3 STHX
KoMbuHanult, COBEpLIEHHO HE PACKPHIBAasA IIPH 3TOM, O KOM COBCTBEH-
HO HAeT peub. HMcmonbsoBanme mudppoBaHAA TapaHTHPYET OPTaHH-
3aIMAM, YTO Bbl HE MOXKETE H3MEHUTD, IEPENATh HJIA OTMEHUTH NPH-
HaJIJIEXXHOCTh Balller0 YOOCTOBEpEeHHA JMIaOCTH. A 6saromapst To-
My, 4TO Ballla KapTOUKa 3alIMdpPOBLIBaeT «GIaHKH» yOOCTOBEpeHHu
B «KOHBEPTHI» IO TOIO, KaK OHM TMONIMCHIBAIOTCH OpPraHM3aHMsIMH,
HX HUKaK HeJIb34 CBA3AThb C BAIUMH YJOCTOBEPEHHAMH, TOYHO Tak
e, KaK 3TOro He MOXeT OBITh M IpHM BalllMX 3JIEKTPOHHBIX IJjIaTe-
xax. Taxum ob6pa3soM, Bbl COXpaHAETe NOJIHEIH KOHTPOJb HaJ CBoelt
nepcoHaIbHOR WHGpOpManuelt, TOTHO Tak XKe, KaK ecyM Gbl Te KOM-.
HBIOTEpHEIE 3AIIACH, KOTOPEIE OPTraAN3alliA CONEPKAT O BaC CeTOIH
(To ecTb Ballle 3JIEKTPOHHOE JIMYHOE ZEJIO), XPAHHIMCH GBI TOJBKO
Ha Ballle}l KOMIBIOTEPHOM KapTOUKe.

SamuTa 3JeKTPOHHOH! MOYTEHI

DJIEKTPOHHAA HOYTa ¢ KAKOro-TO MOMEHTa, BHIWMO, OYIET NIMPOKO
HCIOJB30BaThcA ToTpebutesnamu. CleKTp CBA3AHHBIX C Hell MOTEH-
IHATBHBIX IP00JIeM MOXeT OBITH O9€Hb ITMPOKAM, HAYAHASA OT BhISBI-
Bapollleft pasnpaxkenne NIPoAaXky C PACCHIIKO] 3JIEKTPOHHBIX KaTaJIo-
rOB, CONEPKAIIKX BCAKYIO KOMIBIOTEPHYIO epYHIY, 320HBAOILYIO Ka-
HaJIbl CBA3H, 10 Bosiee 3JioBelelf BOSMOXHOCTH, Hallonobre aBTOMa-
THYECKOTO «aHanu3a Tpaduka HHGOpMAIHE», C TOMOIIBIO KOTOPOTO
OTCJIEXHBAIOTCHA H PACKPHIBAIOTCA GAKTH YEJOBEIECKMX B3aHMOOT-
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HOUIEHUH, 3aK/TI0YAIOUIAECH B OTIPAB/ICHAN ¥ NOJIYYEHUH 3JICKTPOH-
HHIX cooBlleRMit, KaXe TOTIa, KOIIa conepxca.ﬂue camux coobmennit
HageXHo 3alupOBaHO. ..+, - : - : i :

HoBmift moaxon nmpuHMMaeT Be- BHEMaHHE 2TH IIpOGJIeMbI oT4a-
CTH IIOCPEICTBOM Mepeaadn coobilleHn# Ha BCe KOMIOBIOTEPHI, 06b-
eIMHEHHblE CHCTEMOH 3JIEKTPOHHOH MOYTHI, M HE TOJIBKO MPENOT-
BpalllaeT BO3MOXHOCTb OTCJIEIUTH JIIOOOr0 KOHK PETHOTO MOJIydaTe-
Jid, HO M. TApaHTHUPYET, YTO NOTEHIMAJIbHBI NOJIydaTesIb He CMOXET
oTpunath akT noJydeHus coodbuenuns. Kpome toro, coBpeMeHHbBIE
cpencTsa U POBARUA MO3BOJIAIOT IEPCOHAIBHOMY KOMIBIOTEPY Ka-
KIOTO HOJIB30OBATENA CACTEMBI 3JIEKTPOHHOM MOYTHI HEOTCJIEKUBAE-
MO CKPHITH OT KOro 6wl To HEH 6BIIIO, KaKoe:¢pobiieHNe OH JOoChlJIa-
eT. JIpyrme CpefcTBa COXPaHAIOT KOHQPUICHUHAILHOCTD COLEPKa-
HHUA cOODIIEHUA, K JAIOT BO3IMOXHOCTD €r0 NOJLy4daTesiaM ybemuThbes
CaMHM — H, B CJIy9ae HeobXOomMMoCTH, ybekOaTh OPYTHX — B aB-
TOpCTBE MOCJIABIIero UM JaHHOoe coobuieHue. Takad CHCTEMA, ecTe-
CTBEHHO, HO3BOJIAET OCYUIECTBAHATH NJIATEXHW U HPEABABAATH YIO-
CTOBEpEHHH JIMYHOCTH HEMOCPEACTBEHHO M3 JIOMa BMECTE CO BCEMH
TeMH yZob6CcTBaMH M 3allMTOH, KOTOPHIE NPENOCTABIAIOTCS KOMIbIO-
TEPHHIMHU KAPTOYKAMH.

MoMeHnT pelreHusa

Y opranusanuit yxe eCTb IpUIAHK, NOOYKIatOUMe UX IPAHATH 3TOT
HOBO# TIOAXOJ, Cpeny KOTOPHIX: HOpAMBIE CTHMYJIb IOBBIIEHHS -
ek THBHOCTH, yJIydlieHHas 3aliATa W YMeHbIieHNe obwe# cTouMo-
cru ycayr. Ilo mepe Toro xak Bce GoJiblieMy KOJMYECTBY Jonei
CTAHOBUTCH U3BECTHO U 00 OMACHOCTAX, IPUCYTCTBYIOUIMX B HBIHELI-
HEM IONXO0Jie K aBTOMATH3aIliH, U O IIPEUMYILeCTBAX, MPEAJIaraeMbixX
B aJIbTEpHATHBHOM HOOXOHE, 3TM CTHMYJIbI MOI'YT BO3DacTH B CBi-
34 c TepeopueHTalMell noTpebuTesell, H3MEeHEHHEM OOLECTBEHHOTO
MHEHHSA M JaXe C NOMOIUBK MPUHATHA COOTBETICTBYIOUIKX 3aKOHO-
naTesbHbIX akTOB. KpoMe TOro, HaBepHAKa ONHAXIBI BCEM CTaHET
OYeBHJHO, YTO HeT HUKaKo# pa3syMHOH IPUIMHEL, YTOOR HE IPHHATD
3TOT HOBHI NONXOMA, M OpPraHU3alys, KOTOpas OTKJIOHHT ero, Mo-
kKeT OBITB.3aI0J03peHa B NPEAB3ATOCTH TpH Nonbope UHGOpMANMH,
a-TaK¥Xe B CTPEMJICHUN ocymecmmrrb Taltayo c.nexxy " Mannny.:m-
POBaHUA JIIOALMH.: , : ;

B macrosniee BpeMs, OIHAKO, 'ra.xoﬂ MOAXOI Ha OCHOBE IEHTpa-
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JIA30BAHHBIX JaHHHIX ABJAETCA O9€Hb BHIOAHKIM A ONpPENeeHHBIX
BEIOMCTB ABWKeHAEM N0 uHepnuy. McuonwsoBamme aBToMaTOB s
BHIJa4YH HAJIAYHHX ACHET B HENOCPEICTBEHHHE 3JIEK TPOHHKIE IIJIaTe-
XM C OTCJIEXHBAHEEM, KOTOPOE OHH NO3BOJIAIOT CHENATh, ABJIAIOTCA
TOJILKO BepXyLIKo#t orpoMHoro aticbepra xanuranoBioxennit, Tpeby-
OWMXCA V1A CO3AaHAA 3THX KPYNMHOMACIITAOHBIX CHCTEM.

Mt 6nicTpo npubnmxaeMca K MOMEHTY PEIIAONIEro A BO3MOXK-
HO HeobpaTEMOro BHOOpa HE MPOCTO MEXAY IBYMsA BANAMHA CHCTEM
nepeadn JAHHLIX, HO ¥ MEXJAYy AByMs BuAamu obmecTBa. KEcom
NPONOJDKATCA HHIHEINHSAS TEHICHOMA, TO yXacaloluue BO3SMOXHOCTH
TOTaJILHOrO HAN30pPa B YKa3aHHBIX aBTOMATH3MPOBAHHBIX CHCTEMAX
HE TOJIBKO CHAEJIAIOT NPHE3PAaYHEIME OONBIIMHCTBO Y3aKOHEHHHBIX Ta-
paaTHll KOHPHEIECHORAIBHOCTE M APYTHX 3allMT, HO MOTYT TaKXe
CEPbE3HO OXJIAJMTH XeJaHWE y4acTBOBaThb B obuiecTBeHHO# M mo-
aatadecko#t kxm3pd. Ecam xe, ¢ mpyro#t cropommi, Bo3obiamaer
HOBHIft noAXxo, TO paspyllenre WH(MOPMAIMOHHKIX NpPAaB JHIHOCTH
MOXeT OHTh IpENOTBpPAlllEHO, TPAYEM IIPH 3TOM HOGABATCA HOBHIE
mpaBa, 3 EMEHHO, IPaBO, HO3BOJIAIONIEE C MOMOIIBID NEPCOHAIBHBIX
KOMIBIOTEDHMX KapPTO9YeK PACKPHIBATh IPH IPYNIOBLIX ONEpalHaXx
ToJIbKO Heobxomumyo aadopManmio. B apy BceoxBaTniBatomelt koM-
ObIOTEPA3ANAA BO3MOKHOCTh yNpaBieHus uHpopManuel sABJiseTCA
KJIIO9OM K COIHAJILHOMY, 9KOHOMUYECKOMY A HOJIATAYECKOMY MOTY-
mecTBy. KoMnbioTepHBIE KApTOYKHM BOCCTAHOBHJIY OB HApyUICHHOE
celtgac paBHOBecHe, KakK OBl BOSBDATHB 3TOT KJi04, GYKBAJILHO U dH-
TYpaJIbHO BHPaXasiCh, B pyKHA MPOCTHIX TPaXJaH.

Jna Toro, 9Tobs moayunTh 60JbuIe HHPOPMAIMA OTHOCHTENIBHO
TeM, KOTophie 0BCYXIaJIACh B HAaCTOAIIEM pasiese, duTaliTe [100,
102, 101, 104].

§ 5. HomoJiHuTebHbIe IPUMEHEHUA

Kpunrorpaguaeckie MeTOOE HMEIOT TaK MHOIO PasHOOOpa3HHIX
OpHMeHEHHH, YTO MBI JaXe He 6yleM H OBITAThCA OMHCATh 37eCh
mx Bce. HekoTophlie M3 3THX IpHMeHeHHH OCTAIOTCA NOKa €me B
OCHOBHOM aKaJeMHIeCKHMH, NPYTHE XK€ yXe JAaBHO PeasiM30BaHbI
H C YCIEXOM. HCIIOJb3YIOTCA Ha mpakTHke. Ilossoso cebe Jimmb
KpDaTKO YIIOMSHYTH HEKOTOpHle M3 HamboJsiee CymecTBEHHHX JOCTA-
XKemnit W yKasaTh JIATEpATYpY HAJd mHoJydeHmsi Gosabuie#t madgop-
Magua. - . '
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Pacceannan nepedava (oblivious transfer) nossonser Ajmce mo-
ciarb coobmenue Boby takmM o6pa3oM, 4To OHO OYIEeT HPaBHJIBLHO
TOJIy¥eHO POBHO B MOJIOBHHE Cly4aeB. BoJsiee Toro, Ha 3Ty BeposAT-
HOCThH HE MOXeT IOBJIMATH HU Ajmca, uu Bob6, a Asnca npu 3TOM He
6yIeT 3HaTh, IPAaBHJIbLHO JIU IOJIy4YeHO ee coobmenue. [lonaTre pac-
ceAHHOU mepenayn NpuHAMIEXAT Maitkny Pabuny [299]. Cm. Tak-
xe [357] ¥ mocaenyiomue paborsi {232, 129, 130, 233]. OtHOCHTENBHO
npuMeHeHH# 3TOTO NOHATHA obpawalitecs K [50, 299]. PexoMeHnyem
npounTaTh Takxke [40, 128].

Jlro60onLITHOR pasHOBUAHOCTBIO MoAOpachiBaHUSA Xpebud ABJIsA-
I0TCA pa3BjeKaTeJbHbie UTPH, B KOTOPHIX OCHOBHYIO pOJIb HTPaeT
cay4aitocts. OcobGeHHBIN MHTEpec MPEOCTABJIAET noxep 6e3 kapm
(mental poker). Kaxum obpazom nsa niu Gosiee desoBeK MOLVIH GBI
CHITpaTh B MOKEp NO TesiedOHY, ec/IM HA OOHH U3 HUX HE JOBEPAET
npyromy? IlepBasi cxeMa Takolt HIpH (BMecTe ¢ IOKAa3aTeJbCTBOM
ee HEBO3MOXHOCTH IpH JOCTyIle K HEOrPAaHMYEHHBIM KOMIBIOTEp-
HBEIM PecypcaM B ciIydae C IBYMs HCPOKaMH) 6BIJIa IPeNJIoKeHa D au
IllamupoMm, Poranbnom Pusectom m Jleonapnom Dmiemanom [321],
onHako Puuapn Jlunton m Hou KomnepcMuT nponeMOHCTpUPOBAJIH
ee HEHaJEXKHOCTh, IIOCKOJIBKY B Helf MoIvia MpOM30UTH yTedyka dYa-
CTHYHOI MHpOPMANMA O KapTaX, KOTOpPad IO NPEeJMNOJOXEHHIO BCe-
Ia JostkHa 6blIa OcTaBaThes CKphTOl [251, 121]. DTa cnenndnye-
cKag TpyaHOcThb Onla cHATa Illadu losnbasaccep u CubBro Muxk-
asuB [197] npumenenueM BeposATHOCTHOTO WudpoBanusa. OHM Hpes-
CTaBHJIA TaKXe IOJIHOE pellleHHe 3aJad, HO M3 HETO He CJeIoBa-
JIO HUKAKOI'O OUYEBHIHOTO CHOcoba, KaK PACUTMPUTh MX MPOTOKOJ 0
NMPOTOKOJIA IJIs1 UTPHI ¢ HoJjiee 4eM IByMsA UTpoKaMH. DBesycJioBHO ra-
PAHTMPOBAaHHOE PEUIEHHE B TOM CJydae, eCJM HMEIOTCA mo Kpaitneit
MeEpe TPH HTPOKa M HEKAKHe KOAJUIUH MEXKIY HUMHU He JONyCTHMBI,
610 mpenyioxeno Mmpe Bapamn u 3osranom ®openn {14]. Kpo-
Me TOro, IJIs 3TO# 3a7a4M Pas/IMYHBEIMEM aBTOpaMH OB JaHBI BCe
Bosee u Gosiee ToEKHe pemenus [369, 178, 126]. Hocaennee (Teope-
THYECKOE) pelleHne, B KOHIE KOHIOB, 6hlJIo mpeacTaBJero Kiuonom
Kpeney B [127], KoTOpoe Jaxe MO3BOJIAET HTPOKAM COXPAHHTH CyTh
asnekTponnoro nokepa! Ilo noBomy obobmenuit mokepa Ha JOOYIO
urpy 6e3 kapt obpamaiitecs ¥ pabore Opena I‘o.rmpeﬁqa Cuibsuo
Muxkasn 1 98u Burnepcona {195].

IlpenmnosioxuM, YTO BH ABJIAETECH BJIAesbIEM HEKOTODOi IeH-
HOMt cekperHO#t MHbOpMaNMH, Takoil, HaOpUMep, KaK pas3JIoXKeHHe
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Ha MHOXMTEJIN BAlIEro IVIABHOTO KJioda. EcJiM B XpaHHTe €ro B3a-
nEepTH TOJIBKO B CBOEM OQHCe, TO IOABEPraeTech PUCKY YTPATHTD €To
[IpH [IOXKape; €CJIN XK€ Bbl XPaHHTE HECKOJILKO KON 3TOT0 pasiioxe-
HAS B Pa3JINYHBLIX MECTAX, TO yBEJIMYHBAETCA PHCK TOTO, YTO ONHA K3
HHX IIONAJET ele B YbH-TO pyKH. (N, k)-nopozoeas crema nosponsier
BaM pacnpedesumd sawy matiny no n ee dybauxamam TakuM obpa-
30M, YTO JJiA Bac BymeT MOCTaTOYHO MMeTh JOCTYN K JIOOBIM k H3
HEX, YTOOBI BOCCTAHOBHTD BECH CEKPET IEJIMKOM, TOTA KaK HHKaKHe
k — 1 u3 aTUX n nyGJIMKaTOB HE MPENOCTABAT BaM abCOJIIOTHO HH-
KaKoli HHPOPMALMH OTHOCHTENLHO $TOTO CEKPETa (B CMBICJIE TEOPUH
uagopmanun [lennona). KomcTpykums »Tolt cxeMul Ohljia paspa-
6orana HesaBucuMo Dau Ilamupom u Bobom Buskim [315, 46]. O
JaJbHEHIINX HCCJIENOBAHUAX HA 3Ty TeMy cM. B [243, 22, 92, w T.1.],
a Takxe [335].

IIycts Astrca n Bo6 3Ha10T pa3/IMYHbIE CEKPETHI, JONYCTHM, pPas-
JIOXEHMEe Ha MHOXUTEIH BX cooTBeTcTBYIOWMX RSA Monysneit. Mpen-
TIIOJIOX KM TaKXke, 9TO OHM XOTAT UMM obMenAThCA. Kak MoxHO ocy-
IIECTBUTb 3TOT 06Men cexpemamu TaK, YTOOH HA OJHA M3 CTOPOH
He MOBepraJiach HHKaKOMY PHCKY BHISICHUTH B KOHIE NPOTOKOJIA,
YTO €10 TOJIBKO YTO OBLJIO MOJIYYEHO COBCEM HE TO, O Y€M OHa Io-
roBapHMBaJjIach ¢ Ipyroft cropoHoit, B oOMeH Ha CBON MONJIMHHEIA ce-
kper? IlepBoHAYaIBLHO 3TOT BOIpoC Ob1I n3ydeH Manyasrem Bitomom
u Maiixsom Pabunom [50, 299, 52], a saTeM oH HpHBJIEK BHMMAHHE
MHOTHX ApYTHX HcciaemoBarenelf [58, 253, 342, 343, 211]. Cm. Tax-
xe [366).

Houma ¢ ydocmosepenuem (0 NONyIeHUH) ABIAETCSH yCJIOXKHEH-
Holt Bepcuelt mudposo#t noguucu. B atolt 3amave Aimca Xoder mo-
caaTh coobuieane Boby TakxuMm cmocoboM, aTobnl Bob mosyumsa »To
cooblUeHse, ECJIM B TOJIbKO ecyu Ajtace OyaeT IpexbABJICHO HOAIIH-
CaHHOE MM HIOATBEPXKIEHHNE O ero nosydennu. Hax stolt mpobiemoi,
nocrasyenHolt Yurpuamom Huddu, paborann Marysabs BioMm u
Maiiks1 Pabun [50, 52, 58, 349]. Pematownit ee npoToKoJI peajiusyer
axcmpemaavnyio (all-or-nothing) ynocroBepsouyio nouty — IoHs-
THe, TaKXe BBelleHHOe BJIIOMOM, KOTOpO€e 03HAYAET, YTO MOJIYYATENb
HE MOXET Y3HaTb a6C0410MHOo HUYETO O CONEPXKAHNM COODUICHHSA IO
TeX NOp, NOKa OTNPaBHTEIh He HOJyIHT NONTBEPKAEHHA O €TO MO
JiydeHUMH, ¥ HaobopoT [53].

Hodnucanue xonmpaxmoe ele cjoxHee (XOTA U ABJIAETCA IO
CTATOYHO JIETKMM IJIA DeaIu3allMM, €CJIM MCIOJNb30BaTh B KaYeCTBE
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OPHMHTHBA IPOTOKOJ KOHKPETHOH NOYTH C yaocToBeperHeM). OHo
no3posseT Asance n Bo6y mOANHMCHIBATHL KOHTPAKTH IO KOMIbIOTEP-
Holt ceTH Tak¥M 0Opa30M, YTO HH OJWH M3 HAX HE CMOXeT IpepBaTh
IIPOTOKOJI ITOIACHIBAHASA (32 HCKJIIOIEHNEM, KOTOPOE BO3SMOXHO Pas3-
Be 9TO C 09€Hb MaJIO#f BEPOATHOCTHIO) M MOCTABATH MOMINKMCH APYTO#
CTOPOHEI IOJ, KOHTPaKTOM JO Tex IIop, IOKa OHa He BymeT ¢ HEM
corytacHa [52, 300, 58, 168].

lipeanosioXuM, YTO Bhl pacmojiaraeTe HEKOTOPHIM KOJUIECTBOM
CEKPETOB M XOTHTE IPOJATH OOWH U3 HEX. Pacxpuisaroujutl npomoxos
HOO3BOJISIET BaM CHEJATh 9TO TaKHM CIOCOOOM, UYTO €ro MOKYNATEeJIo
fymeT mpemocTaBJIeHa BO3MOXHOCTh BHIGOPA TOIO CeKpeTa, KOTOphilt
OH TOJIy4HT, HO HE IPEIOCTaBUTCA HUKako#t uHOpMaImu o TOM, Ka-
KOB MMEHHO 3TOT cekpeT. Takolt TPOTOKOJI ABJIAETCA IXCMPEMAAD-
noem (all-or-nothing), ecsin y nokynare/is HeT HAKAKO! BO3MOXKHOCTH
3allOJIY9UTh OTHEJbHEIE OGHTHI WJIH IEJIbIe YaCTH HECKOJIBKUX CEKpe-
TOB. ITa npobsema 6br1a chopmyuposana u peurena 2Kumem Bpac-
capom, Knomom Kpeney u Kan-Mapkom PoGeprom [83, 84], a Taxxke,
He3aBucuMO, [I3Bugom Yaymom. Ee pelienue mosieano, B 4aCTHOCTH,
IIpH PEATH3AIAN HPOTOKOJIA JJId MHOTOCTOPOHHETO MoKepa 6e3 Kapr,
Takoro Kak mpotokoJ Kpeney [127], 1 MOXeT C/IyXATh HPEMHTHBOM
niia 6ojiee CJOXKHBIX Kpunrorpadudeckux nNpoTokosaoB. CM. Tak-
xe [131].

lipenmostoxum, 9to Asrca u Bob XOTAT pa3mesuTh APYT C ApPY-
TOM MCTHHHO CJIy9allHyI0 JBOMYHYIO MOCJIENOBATEIBHOCTH, HO Olaca-
I0TCH, YTO HEKOTOPHIE U3 €€ Pa3pfAIOB MOTYT NONACTh B PyKH Hapy-
mmtesada. Torma, 3agaBas TOJbKO BEPXHIO TPAHHIYy Ha KOJIMIECTBO
#HOPMAIIMH, KOTOPYIO JOMYCTAMO CKOMIIPOMETHPOBATH, ECTH BO3-
MOXHOCTD NO6bICUMb CEXPEMHOCTND NOCPEICTNEOM OMKPHIMHLT 06CY-
orcdenudl, ¢ TeM 9TOOH OCTAHOBUThCH Ha HoJlee KOpOTKOM ¥ HaMHO-
ro BoJsiee cekpeTHOR ABOMYHON MOCJIENOBATENBHOCTH. DTO OCTAETCA
BO3MOXHBIM, JaXe €CJIH H3-3a OLMOOK NpH mepegade M MOCJE 3J0-
HaMepEHHOU MO IeJ KM HCXOAHAHA TOCJIENOBATEILHOCTD BAIIETO JPYTa
oKa3zaJjachk OBl cJierka oryimuHo# ot Bamelt. Janubi# Bonpoc 6611 HC-
ciaenoBaH He3aBucuMo Yapawnsom BennerroM, 2Kusnem Bpaccapom
n 2Kan-Mapkrom Pobeprom [36], a Takxe Benmu Yopom, Omemom
Tonnpeitaem, Moxanom Xacranom, Ixos1em ®pramanom, CreBeHoM
Pynuaem n Pomanom Cmosienckum [118]. Pemenue aroro sompoca,
KaK OIIMCaHO B CJIELyIoWell I71aBe, fBJAETCA OCHOBHO) cocTaBHOM 1a-
CTBIO JJ1 yCTaHOBJIEHHs KBaHTOBOro kaHasa. Cm. Takxe [32, 311].
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Ionucayvaiinom cemeitcmeom Pynxyuil HaskBaeTcs HAGOP ah-
dexmueno BHUHCIIAEMBX (YHKIEH, KOTOPHE #BJAIOTCA HOJMHO-
MHaJIBHO' HEOTJIMYAMBIMH OT MCTHMHHO Corywaftnbix dbymrkmu#i. Do
nonsatue 6u110 BBeneno OmenoM Tonmpetiuem, ladu Tonpasaccep
u CusbBro Mukasn {193], KoTophle NPENJIOKHIA TaKKe €r0 MHO-
roducseHnsle npuMeHenns [192). OnmumM M3 TaKMX NpAMEHEHWH
ABJISIIOTCA BLIYMCJHUTEJBHO HaJeXHEE ayTeHTHGHKAUMOHHLIE MeT-
KH, [Jid KOTOpHIX TpebyroTca KODOTKHE CeKDEeTHHE pasiesieHHbIe
kJioun. Matikom JIrobu m Hapawssom PakoBom B [254] 6b1m moctpo-
eHbl TIOJIACTyJaltHbie ceMeltcTBa, nepecmanosox. JIOBOJIBHO CTPAHHO,
9TO 9TH NMEPECTAHOBKH BLIIY HOJTy eI ¢ NOMOIIBIO HEKOEro npouec—
ca, moxoxero Ha DES: "7 .

Cybarumunaavnoll xana.a — 3TO KaHaJ, KOTOPHI} AOTYCKaeT IBa
ypoBusa mmdpopanusi. Cexpemnoe coobujenue Moxetr BHITH BoccTa-
HOBJIEHO OT KPHIITOIPaMMBI, HCIOJIb3Ys «PEryJIAPHBIA» CeKpeTHbIR
KJII0Y, HO 9TOOHI HOJIY9ATh CYbAUMUNAAbHoe coobujenue, HeOBXOmMM
HeKHit TOHOJIHATENBHbIN K04, DTo MoHATHE, KOoTopoe 6BLJI0 BBeme-
Ho I'ycTaBoM CUMMOHCOM, IO3BOJIAET ABYM CTOPOHAM OCYIIECTBJIATD
KoHGUIEHIHAIbHYIO CBA3b, B TO BpeMsa KaK HHYEro He IoIo3peBa-
oLt HapYUHTENb OCTACTCA B NMOJHOM yOEeXIEHHH, YTO OH MOXKeT
9uTaTh coobuenus obeux cTopoH [328, 331]. Cm. Taxxe [148).

HecMoTp4 Ha TO, 9TO IO CHX IIOP HAKAKOH MpaKTHYECKH 3HAYU-
Moll kpunTorpaduIecKolt CXeMBI IJISl 3aUUMBL NPOZPAMMH020 0bec-
nevenuA TOKA ellle He IPeIJIoXeHO, MHTEPECHBIE TEOPeTHIECKHE HIEH
B 2TOM OTHOUEHHH ObLIM TpelNcTaBjeHb! AMHpoM Xepnbeprom u
MlnomrTom ImatepoM [216] u Onemom Tosapetiuem [191]: B gact-
HocTH, [osipeltd meslaeT pas/indne Mexy 3alluTol OT He3aKOHHOTO
KOIIMpOBaHUA H 3allATON OT HE3AKOHHOTO BOCIPOM3BEICHHSA JHCTPH-
6yTtuBa. CMm. Takxe [283]. ' ,

IIpobaema o muasuonepe, KOTOpasA BIepBble GHLJIa MOCTABJIEHA
Bunpro do, bopmyaupyerca cienyomnM o6pasoM: ABa MHJJIHOHE-
pa XOTAT BHIACHATH, KTO U3 HAX caMblit 6oraThil; HO Tak, 9ToOH HI
OZIMH W3 HUX HE CMOT Y3HaTb, KakoBo 6oraTcTBo Apyroro [365]. 9o —
cnenuasbHbIl ciydalt cexpemnozo pacnpedesennozo 6bNUCAEHUSR, C
IMOMOILBIO KOTopbro Ajtnca 1 Bo6 XOTAT BBIYUCJINTL 3HAYEHHE He-
KOTOpO#t corytacoBannolt pynkmmn f(a,b) ¢ ceKpeTHEIM, H3BECTHEIM
AJTHCe, BXOIIOM a ¥ BXOIOM b, TaKXK€é CEeKpeTHHIM, HO M3BeCTHHIM Bo-
6y, TakuM CrocobGOM, YTO HM 'OfHA M3 CTOPOH HE MOXET ﬂOJ]y‘{PITb
HEKako# mHbopmanum, 4TOBE y3HATH 3HAYEHME CEKPETHOrO BXOIA
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npyroit (kpoMe Tol, YTo MOXeT GHTH U3BJICYEHA U3 3HATCHAH f(a,b)
4 cobCTBEHHOTO cekpeTa ofHol u3 cTopoH). Slo B kadecTBe NpUMeHe-
HHUA TAKOTO BHITHCJIEHHS IIOKa3aJl, 9T0 OHO MO3BOJIAET ABYM CTOpO-
HaM COTPYAHHYATH IPH BEHIOOpe HEKOTOPOTO LUEJIOro YAC/Ia, KOTOpoe,
KaK MM H3BECTHO, ABJAECICA POR3BENeHHeM B TOYHOCTH JABYX IIPO-
CTHIX YHcesl TaK, YTO HH OJHA M3 CTOPOH HE CMOXET BHIIHCJIMTD 3TH
COMHOXHTeJIM B TOM CJIydae, KOTAa OHM IepecTaHyT COTDYIHWYATh
apyr ¢ apyrom [366). Cm. taxxe [232, 129, 130, 233].

CexpeTHOe paclpesie/IeHHOE BHIYHCIEHHE eCTECTBEHHBIM 00pasoM
ob0b1maeTcsa Ha npoussoavroe 4ucao cmopor. Kpuurorpadudeckue
pelrenua 0606meHHON TpobaeMBl’ CeKPEeTHEIX paclpeleIeHHBIX BhI-
qucsenuit 66111 ganst Ogenom Fonnpetyem, CuipBuo Muxanu 1 98U
Burzepconom [195], u resaBucumo auaom Yaymom, Usanom Jdam-
rapioMm. 1 WepeornoM Ban ne I'paadom [112]). 3su Tawua, CrioapT
Xabep w MoTu ¥Onr msydanu cekpeTHble yCTORYHMBEIE X OWHOKaM
TPOTOKOJIEL B MOJIEJIH CHCTEMbI C OTKPBHITHIM Kuiodom (182]. Mosn-
Hee u He3aBHcuMO [aBumom Yaymom, Kiiomom Kpeney u HsanoM
Hamrapmom B [111], a Takxe Maiixjom Ben-Opom, Illadu Tosisg-
Baccep M 9Bd Buraepcornom B [38] 6bl10 mokasano, 4To 6€3yC/IOBHO
CceKpeTHble PacHpeleeHAbE BHIYACIEHUA MOTYT ObITb BBINOJIHEHH
IIpA OJHOM-€JHHCTBEHHOM HPEANOJIOXEHUH, YTO HEUECTHHIMHE ABJIfA-
10TcA He 6GoJlee, 9eM OIHa TpeThb OT obuiero gyucja ydacTHuros. CM.
Takxke [301, 106].

Crema sb60pos ABIAETCA CHENHATILHBIM CAYYaeM IpexsLaylnelt
npobiemel. Kak MOTyT HeCKOJIBKO CTOPOH y4acTBOBATH B TOJIOCOBa~
HHM 10 KOMITBIOTEPHOR CETH TaKUM 06pa3oM, 4To 6yayT B COCTOAHUN
BHIYUC/IMTh pPE€3YJIbTAT TOJIOCOBAHHUS, HO IpPH DTOM BCE MHAMBHIY-
aJibHBle 6I0J11eTeHH COXpaHATcA B Taltne? DToT Bompoc M3ydasics
MHOTHMH HCCJIENOBaTes aMu, Brtogas [lxomwa Benanoxa [KosHa] u
Maitkna ®umrepa [119), Maiiksia Ber-Opa u Hatana Jlunusua [39],
a Takxe ¥ Benanoxa u Motu IOnra [23].

Eme onpa mATepecHad 3amada — 3TO 6nNucieHus ¢ 3awudpo-
SaAHHBMU JAHHBIMU, KOTOPAs OCHOBaHA Ha HWIEE, CHAYAJIa HUCCJIEIO-
BanHol [lxosnoM Peltirenbaymom [174], m BrOCIEACTBIH YCOBEpILEH-
CTBOBaHHO# HM cOBMecTHO ¢ coaBTopami [1]. B aroit 3amade Aanca
XodeT y3HaTh 3Hadenme f(z) HekoTopo#t oTKpHITOM yHKIHE f OT
CEKPETHOTO apryMeHTa Z, HO HCIBITHIBAE€T NPH 3TOM HENOCTATOK pe-
cypcoB (nsm 3nanuft), 9T06H ee BoramcuTh. ¥ Boba xe Takue cro-
COOHOCTH €CThb, # OH X04eT nomoun Ajmce. OynKuua f HaselBaercs
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wu@pyemotl, ecan Ajamca cnocobHa HCHOIbL30BaTh Boba He TOJILKO
TaK, 4T0OHI TOT MOMOT et BHIMHCINTL f(z), HO B Tak, 9To6HI Npn
atoM Bo6 ne cmor ysHaTh HuKakoli mHopMannu o6 z, 33 HCKJIIO-
qenmem 3nadenna f(z). 2Kunw Bpaccap u llayns Bpatim yxasanu
Ha IPAMYIO CBA3b MEXAY 3TAM HOHATHEM H TEXHUKOH HPOEKTAPOBA-
HAA aJICOPHTMOB, KOTOpasd H3BECTHa NOJ, Ha3sBaHHEM CMOIACTRUYE-
cxaa npednocwaxe [77]. Cm. Takxe [17, 255, 320, 73] = [74].
MHOXeCTBO JPYTHX 3aMeYaTeJIbHBIX CBeAcHU] O KPHAIITOJIOTHH BhI
MoOXeTe y3HaTh Tak¥kKe, ecyld mpoduTaeTe [2, 48, 327, 252], nyu obpa-
THTech K Tpyaam xoudepenuuit CRYPTO, EUROCRYPT, FOCS n
STOC wnnu nonpobyere 3arisHy TH B Xy pHaJst Journal of Cryptology
u Cryptologia. Kpome toro, npyrue HaydHbie XYPHAJIBI PEryJisap-
HO NyOGJIMKYIOT ClielHajIbHbIE BBITYCKH, IOCBAIIEHHBIE KPUNTOJIOTHH.
Cmorpute, HanpuMep, mafickuit Beinyck TUNOP 1988 roga.



I'nasa 7

KBaHnToBas kKpuntorpacgus

(Hanuncana cosmecrap ¢ Yapassom X. Bennerrom)

B npenpimynimx riiaBax Mbl 06cyxaasiu I1yOoKyIo B3anMOCBA3b KPH-
NITOJIOTHH C TaKMMH Da3UCHBIME TOHATHAMHE COBpEMeHHON HayKH, KaK
uHdbOopManus, CJIAYy4alHOCTb, CJOXKHOCTb, aJTOPHTM, NOJYEPKUBAA
IpH 3ToM, 9TO ee 3¢ GHeKTUBHOCTL KOPEHHBIM 00pa30M 3aBHCHT OT
pe3yJLTaTOB M BBIBOJOB COOTBETCTBYIOUIMX Teopuih. B macTosmel
IVIaBe MBI IOKaXeM, 9TO Kpunrorpadus, Kak 3TO HA MOKAXeTCH Ha
HepBhIif B3IVIAA CTPAHHBIM, TECHO CBSi3aHa elle ¢ ofHO# dbyHIaMeH-
TaJIbHOHN Teopmelt, mo3BoJIA0ONIeH I03HaBaTh IPAPOAY B MaJIBIX Mac-
mrabax, Ha ee IMCKPETHOM ypPOBHE, a HMEHHO — C KBaHTOBOH Me-
xaHUKOM [59], ¥ ee OCHOBHBEIM NOCTYJ1ATOM — IIPHHIKIIOM HEONpene-
nenHocTH Deftzenbepra. Takasa MHOrOrpaHHOCTB M MHOTOCJIOXKHOCTD
KPHIITOJIOTHH, IO-BAIAMOMY, OOBACHAETCA OCHOBOIOJATAIONAM CY-
LIECTBOM IIpeJMeTa, KOTOPHI)t OHa U3ydaeT.

§ 1. BBenenue

Korna g nepechliku nudpoBoit nHGOPMAIUHA IPUMEHSIOTCA TAKHE
3JIeMeHTapHBIe KBAHTOBbIE CHCTEMEI, KaK IIOJIAPU3OBaHHbIE (POTOHHI,
TO UCIIOJIb30BaHME NIPUHIAIIA HeonpeaesieHHOCTH Peltsenbepra noaso-
JITeT JOCTUYb COBEPUIEHHO HOBOTO KPUITOTPadpuIecKoro peHoMeHa,
KOTOPHI# abCOTIOTHO HEAOCTUKAM [Jisi OOBITHBIX CPEICTB IEpeNadn
nndopmanun. Hampumep, MOXHO NOIydHTDH TAaKOR KaHAJ CBA3M, B
KOTOPOM B NPHHIMIIE HEBO3MOXHO Kakoe OBl TO HH OO IPOCITY IIIA-
BaHHe 6e3 HaJIMYMsA TaKMX HapyuleHMH npm nepenade, KOTOphIE He
6bE 661 OOHApDYXKEHBI ¢ O4eHb Gosibwoli BepoaTHocThiO. Ilocpen-
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CTBOM TAKOTO KaHaJia JOCTUraeTCA ONHO U3 OCHOBHBIX TPEUMYIUECTB
KpHOTOrpadHU ¢ OTKPHITHIM KJIOYOM: OH IO3BOJAET OCYIUECTBHUTD
6e3omacHoe pacupenesieHde kiodelt mexay Asucoit u Bobom, KoTo-
phble MEepBOHAYAJILHO HE OBJIAfa/iu HUKAKON COBMECTHO HCIOJIb3ye-
Moit cexpeTHOM HHpOpMatuelt, IpH YCIOBHM, ITO OHH HMEIOT JOCTYII,
KpOMe KBaHTOBOTO, elle ¥ K OOBIYHOMY KaHaJly, KOTOphilt Jonyckaet
HE TOJIbKO MAacCHBHOE IPOCJyLIHBaHHWE, HO H aKTHBHYIO datbcudun-
kanmo. (Bosee Toro, pacmpenenieHHe CEKPETHBIX KJIIOYell MOXKHO
BBLINOJIHUTDL Jaxe NPH HAJHYAUd aKTHBHOrO dasibcudUKATOpa, €CIIN
AJsnca n Bo6 pu 3TOM ¢ caMOoro HadaJia UCIIOJIb3YIOT HEKOTOPYIO CO-
BMECTHYIO CEKPETHYIO MHGPOpMAIMIO, HO TPH YCJIOBHH, YTO (ajibCh-
dukanud He HACTOJIBKO aKTUBHA, ITOOBI MOJIHOCTHIO MOJABUTEL BCIO
cBA3b.) BosHukaoumit B pesysibTaTe COOTBETCTBYIOWUX AcHCTBHit
CTOPOH K8aHMOEbLl KaHaAA SIBJAETCA BEPOITHOCTHO CEKPETHBIM JIaXke
JIJ1sl IPOTHBHUKA C Dosiee epeNoBoll KOMIBIOTEpHOM TexHoJsoruel u
HMEIOLIETO HeOTPaHNYeHHble BHIYUCIMTENIbHBIE PECYPCHE (M JaxKe ec-
nu, Bce-Taku, P = N'P!), Ipu eqUHCTBEHHOM YCJIOBUM, YTO B 3TOM
MpOoIiecCce He HAPYUIAIOTCA KOPEHHBIM 00pa3oM obuienpusHanabie G-
3UYecKme 3aKOHBI.

B Tpapgunuonnott Teopuu uHGOPMAINUA U KPUITOrpaduM CIATA-
eTcs He TPeDYIOIMM JIOK a3aTeNbCTB TO, YTO UG POBad CBA3b MOKET
BCerJa MacCHBHO IPOCMATPUBATLCH MJIU KOMUPOBATHLCH JaXKe JIUIOM,
KOTOpOE He OCBeAOMJIEHO 06 HH(p OpMAITUH, KOTOpast TepeiaeTca. DTo
MoOXeT OBITH IOJIE3HO, HAIPUMED, TOMY, KTO HaJeeTCd BhITh CIOCOh-
HBIM BBIYHCJATH (HJIM pa3y3HaTb) CEKPETHBIN KJIIOY B JajibHelieM
110 MPOIIECTBHE KaKOro-TO BpeMeHH, BO3MOXHO, TOCJIe TOTo, KaK 6y-
JIeT HaKOILJIEH JOCTATOYHBIN 06beM mudprekcTa. B mpoTuBOmOIOK-
HOCTb 3TOMY, Korma uHGpOpMAIds 3aKOJHPOBAHA B HEOPTOLOHAJIb-
HBIX KBAHTOBBIX COCTOSHHAX, HANPHUMED, B OJUHOYHBIX (POTOHAX C
HanpaBJeHuAMHA nmonapusamun 0°, 45°, 90° u 135°, To monywaercs
Takol#l KaHaJl CBA3M, YTO MOYTA B HEM JIaXKe B IPHHIUIE HE MOXKET C
JOCTOBEPHOCTBIO HU YHUTATHCH, HM KONHPOBATHLCA HAPYIIUTEJIEM, HE
3HAIOLIMM HEKYIO0 HHGOPMAIHH O KJII09e, KOTOPas HCIOJIb3YeTCs IPH
¢dopmupoBanun nepecsltaeMoro coobmenus. Hapyuureab He MOXKeET
U3BJleYb HUKakoft JacTuunol undopmaimu ob >Tolt mepechiike, mo-
3BoJIAolIE] OTJINIUTD €€ OT CiaydaltHolt; U TAKMM CTIOCOHOM, KOTOPBIl
He IoazaBaJICcA O KOHTPOJIIO U KOTOPHIt He cMorIH 661 0O6HAPY K UTh
3aKOHHBIE NQJIL30BATE/M KaHAJIA.

Henocrarok momobroro mojgxofa Ha HpakTHKe 3aK/JIOYaeTcA B
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TOM, 4YTO KBaHTOBasA Mepefada uHGOpMalud sBJsgeTCd, 6e3ycroB-
HO, O4YeHb cJ1abolt ¥ He MOXeT YCHIMBATHCA IpH NpoxoxdeHun. bo-
Jlee TOro, KBaHTOBafA KpHITOrpadus Boobue He B COCTOAHMH obece-
4uTh nUdpPoByIO moamHch (cM. § 5.2) M CBA3aHHHe ¢ Helt xapakTep-
HBle BO3MOXHOCTH, Hanonobue no4TH ¢ yaoctoBeperueM (cM. § 6.5)
HJIH CIIOCOBHOCTH YJ1aXKABATh CIOPH A0 cyaa. (OmHako MOXHO JOKa-
3aTh, YTO 3TH OrPAHWYEHHA MpUCYLH J0OOH cXeMme, coxpaHAomeR
CBOI0 CEKPETHOCTH MPH aTake NPOTMBHUKA, OOJIaNaloIero Heorpa-
HUYEeHHEIMHM BEIYMCJIMTEILHEIME pecypcamu.) TeM He MeHee, DpHeCT
Bpukenna u 9unpio ONJIBIKKO 3aXaHIABAIOT CBOIt 0"1eHb 06CTOATEND-
HBI# 0030p HOBe#NIAX JOCTHXEeHM B KPUNTOAHAJN3E TAKUMH CJIOBaA-
mu: «Ecsn monobHble cucTeMHl [KBaHTOBO# KpunTorpadun] cranyT
INpaKTHUYECKH peaJIM3yeMEIMH, TO BCE PaCCMOTPEHHHBE HaMK [B 3TOM
cTaThe] kpunTorpadpuIecKue METOIB OKaXyTCA NonpocTy Gecmostes-
HBIME.» [93].

Brepsrie kxBanToBoe nmdposanue 6w1510 npensioxeno Credbernom
YucHepom [357] HapAny ¢ IBYMs €ro IPUMEHEHUAMH: CO3LAHUEM Jie-
HET, KOTOphle€ B IPUHIMIIE HEBO3MOXHO HOAAEJIATH, B MYJIbTHILJIEKC-
Holt Iepenadelt IBYX MM Tpex coobienuit TakuM obpas3oM, 9TO IPH
YTEeHNH OTHOTO U3 HUX OCTaJIEHBIE Pa3pYHIAIOTCA, YTO OUEeHb IIOXOXKe
Ha MPOTOKOJI 3KCTPEMAJIBHOTO PACKDPHITHSA 10 NPUHIMIY «BCe-HJIH-
Hudero» (all-or-nothing), koropuiit 6811 npenoxen Majikiaom Pabu-
HoM [299) u ynomsanyT B § 6.5 (cM. Takxe [83, 84]).

Bosiee yem nmecarunerue cnycta Yapawss Bennerr, 2Kunps Bpac-
cap u Cer Bpeftnbapn cobMectHo co Credernom Yucuepom [31] mo-
Ka3aji, KaK MCIOJIb30BaTh 3TO KBAaHTOBOE WUGpOBaAMe BMeCTe C
MeTOomaMM 3 KpUnTorpadum ¢ OTKPHITHIM KJIIOYOM JJIsi IOCTPOE-
HAA HECKOJIbKMX CXEM HEMOJJEeJILIBAEMBIX XEeTOHOB B MeTpo. Jlos-
xe Bennert n Bpaccap [27] usobpesn onmncaHBbIl BEIIe KBAHTOBHIH
KaHaJI, a TAKXKe Kxeanmosoe nodbpacvieanue owcpebua (nsa obcyxue-
HEs 0bpr9HOTO NOnbpackiBaHusA kxpebus cM. § 6.1). EcrecTBenno, 4To
KBaHTOBBIH IIPOTOKOJM noabpackiBaHusa Kpebus MOpoXIaeT U MOHS-
THE K6anmMoens 640606, KOTOpHE NMPHHAMAIOTCA B KadeCTBe KBaH-
TOBHIX 6UTOBBIX 0Oa3aresbeTs [25, 34] (cpaBHUTE ¢ OOBIYHEIME GH-
TOBHIME OBA3aTEILCTBAMH, PacCMOTPEHHBIMH B § 6.2). CM. Tak-
xe [81, 33, 232, 129, 130, 233]. .

B uacTosinie#l ryiaBe ONUCHIBAETCA KCIOJB3OBAHHE OCHOBHOIO
KBaHTOBOI'C K aHaJ1a TOJIBKO JJid OTKPHITOrO pacnpenesieHus Kodelt,
IMonpobroe obcyxmeHne BONPOCOB KBaHTOBOM Kpunrorpaduu mpen-
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cTaBJIeHO B Hay4yHBIX paborax [25, 34, 371], a Takxke B NONMYJAPHBIX
crathax [204, 354, 154, 286, 163, 340]. Cm. Taxxe [30, 26, 28, 29].

§ 2. OcHoBHbIE CBOHCTBA MOJIAPU30BAHHBIX
doToHOB

IonapusoBaHHKIIA CBET MOXHO TOJIYYUTh, IPOIycKas OOLIYHKIR cBe-
TOBO# JIyd 4epes Kakoe-HUOYIb MOJIApPH3YIOlee yCTPOHCTBO, Bpoje
moJApOMIHOro GUILTpa WX KPHCTa/Ia Kambnura. Ock mosapusa-
MK Jiy4a onpelesiAeTcs OpUeHTaluell MossApA3yIoulero ycTpoicTBa,
yepes KOTOpOe NMPOXOOUT Jyd. Boobiie roBops, MOXHO HOpPOXIAaTh
M OJMHOYHBIE TOJIAPU3OBAHHBIE (POTOHBI, BHIAENAA MX M3 MOJISPH-
30BAHHOTO CBETOBOTO JIY4a, XOTA YHCTO TEXHOJIOTMUYECKHA 3TO MOXKET
OBITE HEOCYIIECTBEMO. B ciemyiomieM naparpadge Mbl IPEHEMAEM
IJIA MPOCTOTHI, YTO TaKWe OOWHOYHHIE (DOTOHHI C ONpeNe/EHHBLIMA
HaIpaBJIeHHAMH NOJIAPH3AIMHA yixe MMEIOTCA, Ho 3aTeM B § 4 moka-
3EIBaEM, KaK MOXHO M36aBHTBCA OT 3TOrO HPEINOJIOXKEHHA.

HecMoTps Ha TO, YTO HAIPABJIEHHE NOJIAPH3AIHH ABJIACTCHA BEJTH-
- YUHOM HeIpepHBHOW, MPMHUMI HeompeneseHHocTH [eitseHbepra me
JONMYCKAET TAKOTO M3MEPEHUsA COCTOAHUsA JIoboro odunounozo ¢do-
TOHA, KOTOpOE pacKphiBaJsio GbI 6osiee ogHoro 6ura uHdopmanuu (B
BEPOATHOCTHOM CMBICJIE) 06 yIyie ero mosapusanun. Hanpumep, ec-
JIM JIyd CBeTa C OCbI0 IOJIAPU3allMi, HAPABJEHHOH IOX YIJIOM c«,
monajgaeT B GUILTP, OPUEHTHPOBAaHHHIE moAa yrjom (3, TOo Bce OT-
JleJIbHO B3ATHE GOTOHH BEIYT Cebs TMXOTOMHYECKHAM H COBEPIIEHHO
HERpEICKa3yeMBIM 06pa3oM, IPOXOIsA Yepe3 TaKoi GpUIBTp C BEPOAT-
HocTbIo cos?(a — 3) ¥ MOIIOIAACH, COOTBETCTBEHHO, C BEPOATHOCTBIO
sin?(a — (). JlerepMUHMPOBaHO BCe (OTOHHL BEMYT cebA TOJIBKO TO-
r7a, Koraa ofe HampaBaAWAX Tub0 MapaJJIeJbHbL APYT ApYry (To-
ria Bce OTOHHI MPOXOAAT Uepe3 GHMIbTP), MU0 NepNeHAAKYIAPHH
(B @2TOM carywae Bce doToHH nornomaiorca). (Jlobasa mpyras ase-
MeHTapHas KBaHTOBas CHCTEMa C ABYMsA COCTOAHMAMHE, Hanmomobue
aToMa co cnmHOM 1/2, BezieT cebA TOUHO TAKHMM K€ JHXOTOMHUECK UM
BEPOATHOCTHBEIM 06pa3’oM.)

EcJa ocu He nepHeHIUK YJIAPHE IPpYT APYTY, TO HEKOTOpBIE bOoTO-
HH JOJIXHBI OPOXOJATH YePe3 GHUIBTP, H 3TO MO3BOJIAET HANEATHCA
Ha TO, 9TO MOXHO GhIIO GBI BHIACHUTH JONOJIHATENbHYIO HHbOpMa-
muio o6 ¢, NpoBeNs IJid HAX NOCJie NPOXOXKIEHUs] IOBTOPHBIE M3Me-
peHAs NPH NOMOIIM KaKoro-HuGyab mosApu3aTopa, KoTophi#t 6yner
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OpHMEHTHPOBAH MO, HEKHM TpeThuM yriioM. OIHaKO TaKoe H3MepEHHe
OKAa3BIBAeTCHA COBEPMEHHO OeCHOJIe3HEIM, OTOMY 4TO BCE IPONIC-
e 9epes: G-nosiapu3aTop -GOTOHRl, OKa3KBAIOTEA NOJIAPA3OBAHHEL:
MH B TOYHOCTH IOJ, yIJIOM [3; IOTEPSB MPH 3TOM KaKyIio OBl TO HH ObiI-
J10 MHEGOPMANHMIO O CBoell Mpenbaymel MoMAPU3ANMA NOM YIJIOM «.
Konme4Ho, €cJiu H3BECTHO, YTO JIyY COCTOMT M3 HECKOJIKHX OTHHAKO-
BO MOJISIPH30BaHHKIX (POTOHOB, TO [JIsI TOTO, YTOOLI MOMYYHTH Bostee
omHOro 6MTa HHPOPMAIHH OTHOCHTEJHHO UX ODIIero yriia mosisapu3a-
UK, MOXHO JIJI Pa3HHEIX pOTOHOB CIEJIATh PA3J/IMYHBIE MSMEDEHHU.

JpyruMu cjoBaMH, MOXHO OblIO OBl HafesATbesl y3HATH OoJstee
onHoro 6uTa mHopMaluu 06 OLTUHOYHOM (GOTOHE, HEe W3MepsAs Ha-
OpsAMYIO YIroJl €ro IMOJIAPH3alMH, a CKopee TaK MJIM WHade pacHid-

- puTh oi¥H HOTOH J0 aHCaMbJIA U3 OMHHAKOBO MOJISIPE3OBAHHBIX (O-

TOHOB, YTOOHI BIIOCJIEACTBYH -BHIIOJIHHEL, HaJ HUMM Da3JIAYHBIE H3-
Mepenua. Opaako »Ta HaJeXkOa TaKKe OKA3BIBAETCA TINETHOH, IO-
TOMY 9TO CYLIECTBOBAaHME TaKoro aHCaMOJif, KaK 9TO MOXHO IIOKa-
3aTh, HE COIVIACY€TCA C OCHOBHEIMH IOJIOXEHHAMN KBaHTOBOM MeXa-
pukH [361].

PopMaJIbHO B KBAHTOBOH MeXaHWKe BHy TpEHHEE COCTOAHUE KBaH-
TOBO} CHCTeMH! (TaKoe, KaK moJiApH3anus HOTOHa) MPEACTABJIAETCA
B BUJIe BeKTOpa eIWHUYHOM JJIMHBI B JIHHEHHOM IIPOCTPAHCTBE Hal
MoJieM KOMILIEKCHEIX YHCEJI, TO €CTh B TaK Ha3HIBA€MOM THJILGEPTO-
BOM MPOCTPAHCTBe. Pa3sMepHOCTH 3TOro THJIbGEPTOBa MPOCTPAHCTBA
3aBHCHT OT CaMO¥l CHCTEMBI M MOXKET GBITh JOBOJIbHO GoJbIoH (Hiu
naxe GeckoHeuno#t) mis Gostee caokHBIX cucTeM. Kaxmoe dusmue-
CKO€e M3MepeHHe, KOTOPOEe MOXET BHIIOJHATHCA B CHCTEME, COOTBET-
CTBYET HEKOTOPOMY PA3JIOKEHHIO THILGEepTOBa IPOCTPAHCTBA Ha Op-
TOrOHaJIBHEIE MOQIPOCTPAHCTBA, KaXA0e U3 KOTOPHIX OTBEYaeT OIHO-
My M3 BO3MOXHBIX PE3YJIbTATOB 3TOrO M3MepeHusi. Takum obpasom,
YHCJI0 BOSMOXHHEIX Pe3y/ILTATOB H3MEpeHHs OrpaHWIeHO Pa3MepHO-
cThio d paccMaTpHBaeMOro ruysbepToBa mpocrpancTBa. Hambostee
NOJIHBIMM U3MEDEHHSAMHE SIBJISIOTCA TaKHe, KOTOPHIE COOTBETCTBYIOT
pa3IdKEeHHIO THIL6EPTOBa MPOCTPAHCTBA Ha d OLHOMEDPHBIX IOAIIPO-
CTPaHCTB. '

I'mip6epToBO TPOCTPAHCTBO OJIA OOMHOYHOIO MOJIAPHU30BAHHOIO
dotona apagerca 2-MepHbIM. Takum o6pasoM, cocrognme ¢oToHA
MOXeT GBITH IOJHOCTBIO OIHCAHO B BHIE JIHHeHHON KOMOMHAIMH, K
npuMepy, ABYX eNMHHIHEIX BekTopoB r1 = (1,0) u ry = (0,1), npen-
CTaBJIAIOIMX COOTBETCTBEHHO mpnsonTanbnym ¥ BEPTHKJIbHYIO I10-
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aapusanuu. B yactHOoCcTH OTOH, HOJAPU30BAHHMI MON YIJIOM a K
TOPM30HTAJIM, OMHUCHIBAETCH BEKTOPOM cocTofinusd (cosa,sina). B
TOM cJIy4ae, Korga Takolt GoToH moBepraeTcs K3IMEpeHIo Ha npej-
MET TOPM30HTAJILHOCTH HMJIA BEPTHKAJIbHOCTH CBOeH HOJIApH3amAf,
TO B IeHCTBUTEJILHOCTH OH KakK Obl BHIOMpaeT, cTaTb JId €My ropH-
' 30HTAJILHO NOJIAPH3OBAHHEIM C BEPOATHOCTBIO cos? @ M BEPTHKAJIb-
HO IIOJIAPA3OBAHHBIM C BEPOATHOCTHIO sin’ a. JIBa OPTOrOHAJIBHBIX
BEKTOpa r; U rg, TAKAM 0Dpa30M, CJIyXKaT HPAMEPOM Pa3JIOKEHU:A
2-MepHOro rubbepTOBa MPOCTPAHCTBA Ha 2 OPTOrOHAJIBHBIX OJTHO-
MepHHX mommpocTpancTBa. C 3TOro MOMeHTa MEI OyIeM TOBOPHTH,
YTO P} M 'y COCTABJSIIOT NPAMOY204bHbl DA3WC paccMaTpUBAEMOro
raap0epTOBa MPOCTPAHCTBA.

Jpyro#t BosMoXxHBIM Ha3uc TOro ke rusGepTOBa NTPOCTPAHCTBA
3aJaeTCHd JByMs NUArOHAJILHBIMA BeKTOpaMu dj = 3@(1;}) udy =

—@(1, —1). B a1oM Jugeonaavnom Hasuce d; nmpencrasiser (PpOTOH,
oJIsIpA30BaHHEIHA o yriioM 45°, a dy — ¢ oToH ¢ nosispusanueit nox
yriiom 135°. IIBa 6asuca (HanpuMep, IPAMOYTOJBHEIN B JUATOHAII-
HEIl) HasbIBAIOTCA CONPANCEHNbLMI, €CJIH KaXJIHH BEKTOp OMHOTO
6asrca ©MeeT MPOEKITHY OJMHAKOBOM JJIMHEL Ha BCEe BEKTOPHI APYTOro
6asuca. IlompocTy roBops, 3TO 03HAYAET, YTO CUCTEMA, IOATOTOBJIEH-
Hasi B JaHHOM COCTOSHHME B OJHOM H3 TaKHX 0a3ucoB, GyneT BeCTH
cebs coBEpIIEHHO HellpeACKa3yeMo H HOoTepAeT BCio HHpOpMAanmio 0
cebe, oTpaxalollyocs B 3TOM Ha3suce, OCJIE TOTO, KaK IONBEPTHETCA
H3MEpEHHIO, KOTOPOE COOTBETCTBYET APYroMy Hasucy.

Biarogapsi cioxHO# mpupone cBouUX K03¢bdUIMEHRTOB, ABYMEp-
HOE THJILGEPTOBO IPOCTPAHCTBO JONYCKAeT TaKxke TpeTuit 6asuc, co-
IPsKEHHBI! M C IPAMOYTOJbHBIM M C JMATOHAJILHEIM fa3Hcamm H
COCTOAIMH M3 IBYX BEKTOPOB TaK Ha3kBaeMol xpy2060i no.ﬁﬂpnsa—
OHH ¢} = 5§(1,z) ey = 325(1, 1), te i.= /—1. Tem He Meree nua
060CHOBaHMS pacCMaTpPEBAEMOTO B CJeNyoleM naparpade KBaHTO-
BOTO paclpelesIcHHsi OTKPHITHIX KJII09ell HaM NOHaao6ATCA TOJIBKO
MpAMOYTOJIbHBI} M AMArOHAJILHEIN Ga3nCHL.

C mpaxkTHveckoll Ke TOYKH 3pE€HAA JOCTATOYHO MOHAMAThH TOJIb-
KO, YTO MMEIOTCH JBa HPOCTHIX npubopa. Opun u3 3THX upn6opon
MOX€T pa3Jin4aTh TOPU30HTAJILHO HOJIAPA30OBAHAbIE (bOTOHbI OT Bep-
THKAJILHO IOJIAPA30BAaHHHIX, a NPYro#l MoXeT passm4arh GOTOHH €
pasHolt nmHaronaJibHO# monApu3apmeil. OmHAKO ecsd mepBHI mpH-
6op UcHosb3yercd AJid onpefesieHAA COCTOARRSA AAAroHaJIbHO IOJIA-
puzoBanHOro ¢oToHa (a BTOpOM — IUIA MPAMOYTOJILHO HOJIAPA30-



132 Keantosan kpuntorpagpua - Taasa 7

BaHHOILO), . TO B TaKoli cuTyanuu oTOH moBemeT cebsi COBEPLICHHO
cIydallHBIM H HeIpefCKasyeMoM o6pa3oM, H MoJoGHOe U3MepeHHe
BOODIIIe HE HO3BOJIMT ONPEIEHTD YIoJl ero nojaapu3anun. Ha npak-
THKe 3TH YCTPORCTBA OYEHH HECOBEPIIEHHK], HO HX MOXHO IOCTPOUTH
TakK, 9TO OHM [IOYTH HEKOrJa He OyIyT IPHBOLMTH K HEIPABHJILHOMY
OTBETY, XOTA MHOINA MOrYT H He JaTh OoTBeT Boobue. Tak, Hanpu-
Mep, Ipu6op, KoTophilt OBIT paspaboTal uid TOro, YToOH pa3iuyaTh
$oTOHH ¢ ABYMs THIIAMH MPAMOYTOJILHON IOJIApH3aiKK, MOT OBl OT-
BedaTh: «doTOH OIS BEPTHKAJILHO MOJAPH30BaH», «(OTOH GBI To-
PH30HTAJILHO MOJIAPH3OBAHY», HUJIM «sA HE MOry coobliaTh, Kak OblJ
nonspusoBal ¢oror». Ecau Bxonsumit doron Ouin melicTBATENH-
HO TIOJIAPU30BaH NPAMOYIOJIBHO, TO JIOOOH B3 IEpBLIX JBYX OTBETOB
OyIeT MOYTH HaBEPHSKA MpPaBHJILHBEIM, TOINa KaK TPETHH He mpeao-
cTaBJigeT abCcoJIIoTHO HEKaKol HHEbOpMALIHH.

§ 3. KBanToBoe pacnpenesieHNe OTKPbIThIX KJiodeli

Ilens KBaHTOBOrO paclpelesieHHs] OTKPHITHIX KJOYel 3akiodaercs
B TOM, YTOOBI, MCIOJIb3Ys1 KBAaHTABEIM KaHas, 0becleuuTh mepegady
MOCJ1€I0BATENBLHOCTH -CJIy YalHBIX GUTOB MeXly JBYMs IOJIb30BaTe-
JIIMH, KOTQPHIE JO 3TOr0 HE MMEJIM HUKAKOU COBMECTHO HCIOJIb3Yye-
Mol U cekpeTHO# 1A apyrux uHdbopmanun. JlocTUraeTcd 3TO TaKUM
CIOCOGOM, UTO MOJIB3OBATEIIM, CICAAUAE 33 HX HAJIOTOM [0 OBBIYHO-
MY, He KBAHTOBOMY, KaHaJIy CBA3H (JONMYCKalOWEeMY MpPOC/IyIABAHAE
Ges kakux 6B TO HH OBLIO OrpaHMYeHHU) MoOryT ¢ Gosbuiofi Bepo-
ATHOCTBIO ONpPEJEJIUTD, OrJ1a JIM HapyllleHa TakKas lepBOHAYaIbHAA
KBaHTOBad Ilepefada HHGOPMANUK BO BpeMs €€ IepexXBaTa B KaHaJe.
(ITono6HoOR HOCTOMHCTBO, KOTOPOE NPHACYLIE ACKIIIOYMTENBHO KBAHTO-
BOMY KaHaJs1y, PaKTHYECKH BHIHYXIaeT CBOLUTH JIIo60# THII pocJiy-
IIMBaHAA K aKTuBHOM danbcudukammn.)

Ecou xBaHTOBas epeada He HAPYUIaJlach, TO HOJIh30BATEIH MO-
TYT C YBEPEHHOCTHIO PEMEHATD 3Ty COBMECTHYIO CEKPETHYIO HOCJIe-
JIOBATEJLHOCTh B KadecTBe HCXOIHONO CEKPETHOrO KJoda B Jiobol
TPaJMIMOHHOf XpHITOCHCTeMe (Hamomobue ofHOpasoBoro uudpa —
cM. § 3.2) aya Toro, 4TOGH CKPHITh COAEpXaHMe BCER mocenyio-
el cBaA3u. B XavecTBe aJIbTEpHATHBLI OHa MOXET HCIIOJIL3OBATh-
cs TakXe I IPYTEX KpuoTorpagmYeckux Heqelf, Tpebyommx co-
BMecTHOH cekpeTHO# caydalinof mudopMaumn; HAOpEMep, IS ay-
TeHTA(UKAUMOHHLIX MeToK . Bermana-KapTepa, xoTophle ocHOBaHHI
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[

Ha YHHBepCaJIbHOM XellHpoBaHuH [355) (cM., Takxe, § 5.1). C apy-
rolt cTOpoHBI, ecain OOHADYXHTCHA, 4TO Hepeliada Onljia- HapylIeHa,
TO TOJIB30BATEH MOTYT He IPMHHMATh BO BHUMaHHE TOJIBKO YTO [O-
JIY4EeHHYIO JBOMYHYIO IOCJIEIOBATEJbHOCTh W 'JOJXHE TIONIBITaATHCA
NIPOM3BECTH KBAHTOBYIO Iepenady eile pa3. IloaToMy s obecmede-
HUAA HaMEYEHHOW HenM OHM BHIHYXIEHBHI OYIYyT 3alepXUBaTh HEKYIO
BaXHYIO CBA3b JO TE€X HOP, IOKAa He OCYNIECTBAT YCIEUIHYIO Iepena-
Yy JOCTaTOYHOIO KOJMYECTBa CAydalHEIX GUTOB yepes KBaHTOBBIU
kaHaJsi. [loaToMy, HECMOTPA Ha TO, YTO HAPYUIMTEJb, IepeKpHBad
KBaHTOBHIH KaHaJ mepefadd MHGOPMAIMH, MOXET IPENATCTBOBATH
CBSI3M MEXY IOJIb30BATEJIAMH, OH OKaXeTCHA HECHMOCOOHBIM BBECTH
¥ux B 3abJyXxZeHHe OO Takoll cTemeHy, 4TOOH OHM OBIJIM YBEDEHHI,
YTO mepedada Ipollia YCHEIHO, KOTJa Ha caMoM HeJie 3To OHLMIo
HE TaK. - oo .-

JlaBafiTe Tenepb paccMoTpuM OoJiee mOAPO6HO, KAaKEM OBpa3oM
Anmca u Bo6 MOTYT OCYIIECTBHTb OTKPHITOE PacIpeeieHHe Kodeit
C HCMOJIb30BaHNEM KBAHTOBOIO KaHasla. MBI peanosiaraeM HaJluyue
HapyILIMTesd, KOTOpOro, TOYHee KOTopylo Ha3zoBeM EBofi. B xaue-
CTBe mepBoro mara AJHca BHIOUpaeT NPOX3BOJBHYI0 OUTOBYIO CTpO-
Ky U IPOM3BOJIBHYIO HOCJIEOBATENBHOCTD NOJIAPA3AIMOHHBIX HasH-
coB (IPAMOYTO/IBHEIX M AMAroHaJIbHBIX). 3aTeM oHa mockiiaer Boby
psA HOTOHOB, KAXIbIH B3 KOTOPHIX ABJIAETCA HOCATENEM OJHOTO Gu-
Ta mHpOpManuK 3Toit BEIOpaHHOM nBOMYHOM CTpOKH, IpHYeM 3HAYE-
HHe KaxJoro bura onpenessdercs MojApr3anyef COOTBEICTBYIOIETO
emy ¢oToHa B Ha3uce, HOMEp NO3MIHHK KOTOPOro B BHIOpaHHOH mocJie-
JOBaTEJIBHOCTH (IOJIAPU3aIMOHHBIX 6a3KUCOB) COBNIAqaeT ¢ MOPAAKO-
BHIM HOMepoM buta B cTpoke. Tak, HampuUMep, FOPU3OHTAIBHO HJIH
mog, yrioM B 45° nossipu3oBaHHHE (OTOHB MOI'YT HCIOVIBLZOBATHCS
B KadecTBe HocHTens JBOHYHOro (), B TO BpeMsa KaK BEpTHKAJIbHO
WK nog yriioM B 135° nongpusoBaHHbie GOTOHH ByAyT ONpeneiaTh
asonynyro 1.

C oxmOIll CTOPOHHI, XOPOILIO, YTO, ecM EBa 3aX04eT U3MEPHUTH NO-
JIAPU3aHuIo-(HEKOTOPHIX U3) TeX POTOHOB, KOTOPHIE AJIHCA IOCHIIIAET
Bo6y, 1o 0Ha He OyHeT 3HATh, B KaKuX 6a3Mcax >TO HEOOXOIHMMO Iie-
Jaarts. C npyroft cTOpoHH, IJI0X0 To, 4To Bob Takxe He 3HaeT, Kakue
6asHCH HYXHO MCIOJIB30BaTh. HecMoTps Ha 1o, Bob, Kak TOJIB-
KO monydaeT HOTOHH; pellaeT abCONIOTHO CAYYAaHHBIM IJIA KaXIo-
ro ¢oToHa 06pa30M H COBEpPHICHHO HE3ABMCAMO OT AJIACH U3MEPUThH,
KaKyIo MOJIAPH3ANMIO HMEIOT Bee GOTOHR, IPAMOYIOIbHYIO NJIH JHa-
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roraybay0. Ilociie 2TOr0 OB HHTEPIPETAPYET TO, YTO MOJYIHIIOCH,
nn6o kak apordaH 0, 1M6o Kak HBOHTHYIO 1, B 3aBACAMOCTH OT HC-
Xozia CooTBeTCTBYIOmEero uameperns. Kak yxe obbsicHanocs B § 2,
moJiydalommiica B pe3ysibTaTe OTBET HJOJDKEH OHITBH ciydallHeIM, #
[IpH NONHTKE A3MEPHTbH, HANPHMEDP, NPAMOYIOJIbHA JIA HONAPH3a-
0¥sl JUATOHAJIbHO NOJIAPH30BaHHOrO ¢oToHa (HiIm HaobOpoT), BCH
3aKJI09eHHas B HeM HH$opmanus 6ynet noTepsana. Takum obpasoM,
B utore Bob mosydaeT comepxampe HHPOpMAOAIO MaHHHE TOJIBKO
OT IpUOIA3HTENHHO NOJIOBAHE (GOTOHOB, KOTOPHIE OH HPOBepseT (0T
Tex, AJid KOTOPhIX OH yramaJj 6asuc monspHsamdM), XOTA CaM HOKa
Jaxe He 3HAET, OT Kakux. KpoMe Toro, Ha mNpaKTHKe KOJIAIECTBO
aroit mapopManmu, nosrydeHHo#t Bo6oM MoxeT OBITH ellle MeHblIe B
CBS3H C TEM, 9TO HEKOTOPHE B3 POTOHOB MOTYT GHITH MOTEPAHB IPH
nepefade. UM HEBOCTPAHATH OOHAPYKHBAIOIAMA GOTOHHI IETEKTO-
pamn Boba m3-3a BX HECOBEPLIEHCTBA.

Hocnenyoide Mard OPOTOKOJIA BHIIOJJHAIOTCA B OOBIYHOM OT-
KPHTOM KaHaJyie cBa3#. (CHadalla NpPEINoJIOXHM, 9TO 3TOT KaHaJ
BOCHPHMMYHAB TOJIBKO K MPOCJYUIMBAHUIO, HO HE K BBEIECHAIO HO-
BHIX, HJIA M3MEHEHHIO NOPAKa MOCTynaoumx, coobmennit. CHadasia
Ausrca u Bob onpenesioT NOCPEACTBOM OTKPHTOro oOMeHa coobiie-
HHUAMH, Kakue A3 GHOTOHOB OBLIM HOJNYy9eHH B AE€UCTBATENHLHOCTH B
KaKHe U3 HUX H3mepAsdch BoboM B ToM 6asmce, B KOTOpPOM HX H
HyXHO 6BLTIO H3MepATh. Ec/iM KBanTOBas mepefada He GHLIAa HCKa-
XkeHa, To AjaHca n Bo6 cMoryT B pesyJibTaTe JOTOBOPHMTBCH o HHTAX,
33aKOAMPOBAHHKIX 3TEMHE (POTOHAMH, JaXKe HECMOTPA Ha TO, UTO 3TH
JaHHEE HEKOrAa He OBCYXa/Iuch MMH MO OTKPHITOMY KaHaJly CBs-
3u. JIpyraME cnoBaMu, KaxAbifi u3 3THX ¢$HOTOHOB B COOTBETCTBHM
CO CHeJIAHHBIMHE NPEIIOJIOKEHUAMA NEPEHOCAT OOAH GHT CiaydaltHOH
aadopManmn (THOa TOTO, BEpTHKAILHO HIIH MOPH30HTAILHO HOJIAPH-
30BaH IPAMOYIOJIbHO NOJISIPH30BaHHE POTOH), KOTOPas CTAHOBHT-
cs1 m3BecTHOM TONIBKO Astrce u Boby m Goabllle HAKOMY.

HN3-3a TOro, 4TO NPAMOYIOJIBHO H JMATOHAJIBHO NOJIAPH30BaHHHE
¢oTOHH dYepenyloTcs B KBaHTOBOH mepefade caydaiiHEM oGpasoM,
Joboit AapymMTe b PACKYET IPH II€PEXBATE H3MEHATH MEpeady Ta-
KAM CHOOCOBOM, YTO 3TO NOPONAT pacXOXAeHWe Mexny AJmcol m
BoboM B HEKOTOpPHIX W3 Tex GHTOB, O MPABAJILHOCTH KOTODHIX, KaK
OHH JyMAIOT, MEXXY HUMH JOJDKHO OHTH JOCTATHYTO COTJIacHe. Xa-
PaKTepHO, H 3TO MOXHO JOKAa3aTh [25], 9To npm mepechisike J06OrO
doTOoHA HAKAKOE H3IMEDEHHE €0 COCTOSHUA HAPYIIATEIEM, KOTOPO-
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My HCXORHBIH 6asuc 3TOro GOTOHA CTAHOBHTCA M3BECTEH TOJILKO HO-
CJIe TOro, KaK OH BHIIOJIHAT TaKoe H3MepeHHe, He MOXeT HPefoCcTa-
BHTDL 6oJiee 1/2 oxmpaeMuix 6uTOB MHGOPMALNE O KJIIOYE, SHAUCHHE
COOTBETCTBYIOLIET0 pa3pAla KOTOPOrO KONMPYETCA NAaHHKM (hoTo-
HoM. KpoMe Toro, siiobrie Taxme msMepeHHs:, mawouee b-Tyio wacTn
6uroB oxumaemMoit uadopmanuu (b < 1/2), HoJoKHHI OPHBOIMTEH K
PACXOXJIEHHIO C BEPOATHOCTHIO o Kpalinelt Mepe b/2, eciim yxke u3-
MepeHHbIl GoToH (M J0bad DpeNnNpUHATaA €ro NONNeKa) bymeT
BIOCJIENCTBHM NepensMepsaThes (Bobom) B ucxonnoM Gasuce. (1ot
ONTHMAJIbHEIE KOMOPOMHUCC [iyisi EBRI BO3HHMKaeT, HanpuMep, TOraa,
KOTJa OHa NEePEXBATHIBAET, H3MepHAET U CaMa liepefaeT HaJibllie BCe
¢oTOHH B IpAMOYroabHOM Oa3uce. B aToM ciaygae oHa y3HaeT mpa-
BUJIbHBIE IOJAPH3ANMHA Y TOJOBAHLI (POTOHOB U IOPOIUT PACXOXKIAE-
Hud B 1/4 Tex oTOHOB, KOTOPHIE OYAy T HO3XKe MOBTOPHO HBMEPATHCH
Bobom B ncxonHoM 6asuce.)

Temeppb ocTaeTcsa TOABLKO BMsICHATH, Kak AJjmca m Bob cMoryt
OIpeieIuTDh, ABJIAIOTCH JU MX MOJYYHBIUIHECH B pe3yJibTaTe OGHTO-
Bhl€ CTPOKHM HIEHTMIHHMHM (OKa3KIBasd C BBICOKOM BEpPOATHOCTHIO,
9TO B KBAHTOBOM KaHaJjle HIKaKOro HapylIeHus He MPOU30ULIO, HITH,
TakXe, 9T0 3TO HapywWeHue ObUIO HAa OYEHb MAJIOM JHCJE (HOTOHOB)
WM OHHM Da3JiMdHbl (IOKa3biBasi, TAKMM 06DasoM, 9TO KBaHTOBHIH
KaHaJs1 6bII HOABEPTHYT Cephbe3HOMY NpociiymmBanuio). IpocToe pe-
uUIleHAe 3aKJII09aeTcs B ToM, YToOM AJmmca 1 Bob oTKphHITO CpaBHH-
JI1 HEKOTOphIE U3 GUTOB, OTHOCHTENbHO KOTOPHIX, KaK OHH JYMAIOT,
OHM HOJ/IKHBI IpHHTH K corytamiennio. Ilosumum Takmx «ocobo mpo-
BepsieMBIX» GHTOB JOJIKHBI OBITH BHIOpaHBI CJIydailHO yXe mocJje To-
ro, Kak KBaHTOBas nepenada 6ymer 3apBepieHa, yTobsl Jmuuts EBy
nHGOPMALHAH O TOM, Kakue (POTOHH OHA MOXKET U3MepATEH €3 ona-
cku. Konesno, nogobHbill poniecc IPpUHOCHT B XEPTBY CEKPETHOCTH
sTAX 6uTOB. EC/H COBOKYNMHOCTE mo3uimit GHTOB, HCIOJIL3YEMBIX IIPH
3TOM CPaBHEHHMH, fBJIAETCA OPOM3BOJIBHBIM HOIMHOXKECTBOM (CKa-
XeM, ONHOU TPerH) BCeX IPaBHJBHO NOJIyUeHHHX OHTOB, TO Hepe-
XBaT, AonycTHM, Gosiee AecaTka (HOTOHOB, HO3BOJIAIOUHN H3bexaTh
obHapyXeHus, MajioBepoAaTeH. Eciim Bce cpapHeHmA MOATBEPXKa-
T1cd, To Aauca u Bob6 MoryT 3akJIi09aTh, 9TO KBAHTOBad Hepenada
npouia 6e3 cyuecTBesHOro nepexeara. CJenoBaTesibHO, HOJIBIIAH-
CTBO OCTABIIAXCH GHTOB, KOTOPHIE GHLIM IOCJIAHH ¥ NOJIYIeHb B OfI-
HOM H TOM Xe Da3uce, MOTYT CHOKO#HO HCIIOJIb30BATHCA B KadecTBe
OJHOPA30BOI0 KJII09a /s HocJeayolell CBA3H IO OTKPLITOMY KaHa-
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ay. Korza 3ToT ogHOpa3oBs#t K109 Oy1€T HOJTHOCTBIO HCIOJIB30BAH,
MIPOTOKOJI IepeIadl HOBo} MOpIMH ciydaltHbIM 06pa3oM creHepHpo-~
BaHHOM MHpOpPMAUMH 0 KBAaHTOBOMY KaHaJly nosTopsercsa. Wiutro-
CTpanusl NPOTOKOJIa, KOTOPBI# MBI TOJIBKO ONMCAJIH, IIPUBEIEHA Ha
puc. 7.1.

Takoit mpoTokoJs obHapyXeHHd HepeXBaTa (POTOHOB IOBOJIBHO
PacTOYHTEJIEH, IOCKOJIBKY [IJ1d TOrO, 9TOOBI OH OBLIT BEIABJIEH C OOJIB-
IO BEPOATHOCTBIO, INOJIXHa OBITH MOXepTBOBaHAa 3HAYHMTEJIbHAA

1 0 1 1 0 1 1 0 0 1 0 1 1 0 0 1
2 | x|+ x|+ + + | + X | + X X X |+
3k

4 X I x|+ ]+ !5 [ x|+ xT+ x| xTx]| x|+
5 1 1 1 0 0 0 1 1 1 0 1
6|+ X + X X + + X X X +
7 v v/ v v v v
8 1 1 0 1 0 1
9 1 0

10 v v

11 1 0 1 1

ITepedaua no xearmosomy xaraay
Cuywallaaa 6uroBasa crpoka AJIHCHI.
Basucu nepenaus, Bubpamnanie Asucoit cny'ial?tﬂmm o6pa3soM.

1.

2.

3. Tlocnamssie Aauco#t GoTOHRL.

4. Cuayuaitarie 6asncsl, Bubparasle boboMm npm opmeMme.
5

. BuroBasn cTpoka, monydennan Bobom.

Obcyoicderue. no oMEXPHUIMOMY KAHAAY

o

Bob coobmaer 6asmcht maMepennit oty IeHHEIX $HOTOHOB.

N

AJtnca oTMedaeT, Kakue 6a3nuCH GH/IM yragaHhl MpaBHJIBHO.

»

UrdopMamms, KOTOPY0 MOXHO HACHOJIB30BATh COBMECTHO (€C/IM HapyImIe-
HuA He 6BUT10).

9. Bob6 yxa3snmBaeT HeXOTOpHIe BHOpannnie Hayran 6ATH KJI09a.
10. Asnmca moaTBepXOaeT 3TH GHTH.

Pesyavmam

11. OcraBummecss COBMECTHO ceKpeTHBIEe GHTH.

Puc. 7.1. KsanToBoe OTKPHTOE paclpelesIeHue Kaodet
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yacTb GUTOB, JaXe eCJH 3TOT NepexBaT NpeanpHHAT EBol Tosbko
JAJg HecKoabkux ¢oToHOB. K TOMY Xe€ BepoOATHOCTB TOIO, 94TO C BO3-
HHUKAIOWAMH B pe3yJabTaTe cTpokamu Ajmca u Bo6 corsacaTcd moJi-
HOCTBIO, HE MOXeT ObITh ceJIaHa CKOJIb YrojHo 6/1n3Kol K 1, eciin He
DOX€epTBOBATH MPH 3TOM GOJIBIIAM YHCJIOM IEPBOHAYAJILHO NEpeIaH-
HBIX 61T0B. O6e Takhe TPYOHOCTH MOTYT 6bITh pElIEHHl B COOTBET-
cTBHH ¢ OoJiee TOHKHM IIPOTOKOJIOM IPOBEPKH, KOTOPHIt mpHHAITE-
xuT Yapiaes3y Bernerty u 2Kmmo Bpaccapy, a Takxke 2Kan-Mapky
Po6epty [36, 25]. DTOT HPOTOKOJI OCHOBAH Ha YHHBEPCAJILHOM XEILH-
poBanun Kaprepa u Bermana [98, 76], koTopoe ynomunaercs B § 5.1.
OnHako 31eCh MBI €T0 ONUCHIBAThL He 6ymeM. OTMeTHM TOJIBKO, 9TO
B [36] mpuBomuTCcA Takxke 3pdbexTHBHEIA ni1s1 Asmesl ¥ Boba ciocob
nosviwenua cexpemuocmu (cM. § 6.5) mocpencTBOM COKpallleHHs KO-
JmgecTBa HHPOpManun, n3pectHOM EBe, 06TMX COBMECTHOU ¢poke.
Kak yxe 6110 cKa3aHO paHee, TpeGOBaHHE O TOM, YTO OTKPHITHIH
(He XKBaHTOBBIIt) KaHAJI B cCXeMe KBAHTOBOTO pPaclpeNesIeHus He JI0JI-
XKeH IOJBEPraThcAd aKTHBHOM dasibcHdHKanuy, MOXeT GHITL OcJa-
6seno, ecan AJmmcot 1 Bo6om 3apanee 6b1y1 chopMHpOBaH HEGOJIB-
ot ceKpeTHbIH KJII04Y, KOTOPHift OHM 6YAYyT HCIOJb30BATh, YTOOBI
CO3IaBaTh [Jif CBOMX COOOIIEHHH B KJaCCHYECKOM KaHaJle ayTeH-
tudukanmonnble MeTkd Bermana-Kaprepa [355]. Tounee rosops,
ayTeHTAdDUKAIUOHHAA CX€Ma MHOTOKPaTHHIX coobiieHMit Bermana-
KapTrepa MoxeT ObITh HCIOJIB30BaHA NIPU BHIPDAOOTKE H3 KOPOTKOIO
cJIY4YaiHOro KJHo4a AJId JII060ro CKOJIb YIOAHO IJIAHHOTO COOBIICHA
HEKOTOpOH 3aBHCsUIell OT HETO METKHA. ITO HAeJaeTCAd TaKHM CIO- -
coboM, ato EBa, XOoTOpas HeoCBeIOMJIEHA 06 3TOM KOPOTKOM KJIIO-
9e, crnocobHa, pa3Be TOJBKO C IPEHECPEKUMO MaJIoH BEPOATHOCTHIO,
CTeHepHPOBaTh JII00YI0 APYryo OONYCTHMYIO Hapy, COCTOAULYIO H3
CoObIIEHAA M COOTBETCIBYyoOIEel eMy MeTku. IIpmaeM aTo ocTaercs
CIpaBelJIABHIM, 1aXe ecia y EBBI AMe0TCs HeOrpaHHYEHHbIE BRITH-
cyuTesbHble pecypchl. Takum obpazoM, momoGHas MeTka obecredn-
BaeT JOKa3aTesIbCTBO TOTrO, 9T0 COODIIEHHE ABJIAETCA MOIAJTAHHEIM, H
TO, 9TO OHO He OBLIIO CreHEpHPOBAaHO MJIA m3MeHeHo Epo#t. s To-
ro 9To6bl TaKy1o JOKa3aTe/IbHO He3yC/IOBHYIO 3alluTy CACTEMBI ORI~
JI0O HEBO3MOXHO CKOMIIPOMETHPOBaTh, GMTHI CEKpeTHBIX KJio4el B
cxeme Bermana-Kaprepa mo/pkHBI pacXoooBaThcA MOCTENIEHHO, M UX
HeJIb3d HMCIOJIB30BaTh 0 HECKOJIBKY pa3. HecMoTpsd Ha To, 9T0 B
HpeACTaBJIeHHOM NPUMEHEHNH 3T OUTHI MOTYT 3aMEHATHCHA HOBHIMH
cJIyqaltHHIMM GBTaMA, KOTOPHIE OBIJIM YCNIEIHO NepeJaHbl 10 KBaHTO-
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BoMy KaHaJsly, EBa Moxert, TeM He MeHee, IPeJOTBPaTHTb CBASb Me-
xay Asmcoit u BoboM, monapniaa mepenady coo6m,emlﬁ B OTKPHITOM
KaHaJle, TOCKOJIbKY OHAa BCErJa MOXeT JH60 IEPEXBATHIBATD, au6o
94pe3sMepHO BO3MYWIATh (POTOHEI, KOTOPHIE MOCHLIAJIHCE MO KBaHTO-
BoMy kaHaJjiy. OmHako B ToM cayyae Asuca m Bo6 morym 6t ele
Pa3 C BHICOKOU BEpPOITHOCTBIO ONPEAENHTDh, YTO UX CBA3b NOHABJA-
eTcd, u He 6yayT BBeleHHI B 3abJ1yXIeHUe, TOJTaras, 9TO 3TO He Tak.

§ 4. IlpakTHU4deckKasd NPUMEHUMOCTD

C omuo#t cTOpOHEI, KBaHTOBasi CXe€Ma pacOpelesieHHd OTKPBITHIX
KJiio4elt, koropas Oblsia onMcaHa B IpeablayliieM naparpadge, Teope-
THYECKH OYeHb XOpolla, HO C JApyrolf — CoBepIIEHHO HEMpaKTHYHA
C TOYKH 3peHNA HBIHEUIHEeH TeXHOJIOrHH. ‘B wacrHOCTH, B Helt 6b11H
IIPOMCHOPHPOBAHH CPEIH MPOTHX c.nenylonme IIBE MpOBIEMBI:

1) HaMHOro mpouie MMeTH HeJIO ¢ HyYKaMH (MJIH MMIyJIbCaMH)
¢oTOHOB, YeM C ONMHOYHLIMHA POTOHAMH.

2) Maxe ecyd HUKAKOro HapylIeHHA B KBAHTOBOM KaHaJle HE IIPO-
H30IILJIO, ¥ JaXe TOrHa, Korda Bob mpaBHIBHO yraghbiBaeT BhI-
6panublt Astncolt 6asuc, HyXKHO OXMAATH, YTO HEKOTOPHIE U3
¢OoTOHOB NO HYTH 6YAYT TEPENOJIAPH3OBAaHH, HJIM 4YTO B pe-
3yJibTaTe OIMGOK B m3MepsaolieM npubope Bob Moxer Hempa-
BHJILHO UX HHTEPIPETHPOBAT.

TeM He MeHee, Ha NpakTHUKe obe 3TH TPYAHOCTH MOTYT OBITH
ycrmemiHo pelleHbl. HeTanbHOe ONMCaHWe NpENJIAralolllero TaKue
pellleHud KpHnTorpadpuyecKoro KBaHTOBOrO yCTPOHRCTBa H.COOTBeT-
CTBYIOUIMX MPOTOKOJIOB IPHBENEHO B TEXHHIECKOM OTYeTe, KOTOPhIl
6u11 HarmcaH BerHerToM M Bpaccapom [28]. Cm. Takxke [25]. Huxe
MBI YIIOMAHEM TOJIHKO CAMble OCHOBHBIE €T0 HIEH.

Besaknit pas Korja B HOEaJIHOM IPOTOKOJIE § 3 JO/DKHBEI IOCHI-
JIaTbCHA OMUHOYHBIE POTOHBL, IEpBad Npob/reMa pelraeTcs ¢ HOMOIIBIO
MOCHUIKM O4YeHBb CJIAOBIX CBETOBHIX MMIIYJILCOB. Ec/u MCHOJIB30BaTh
JIa3ep, TO JIeTKO BbIPabOTATh TAaKOH MMIIYJIbC, B KOTOPOM YHCJIO ¢o-
TOHOB yIOBJIETBOPAET pacnpesiesiennio [lyaccoHa pn H3BECTHBIX Ma-
TeMaTH4eCKOM OXHaHuu U nucnepcud. Kpome Toro, ucnonszoBaiue
[OJIAPU3ATOPOB, YIBOHTe el HMILYILCOB ¥ PHIBTPOB ¢ HelTpasibHOM ’
IJIOTHOCTBIO NMO3BOJIAET IPOU3BOAHTL CBETOBblE HMIIYJIbCHl 3apaHee.
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onpeneseHnol ndnﬂpuaamm a B IIPOMEXYTOK BPEMEHH OT OIHOIO
TaKOTO HMITYJIBCA 10 Ipyroro (mockonbKy B KOHCTPYKIMH 3THX IPH-
60poB HET HUKAKHX JBHXYIIAXCA dacTel) MOXHO O4YeHb GHICTPO He-
PEKJIIOYaTHCH HAa HYXKHYIO TOJIAPH3AIHIO.

IIpo6reMa ¢ CBETOBBIMM HMIYJIbCaMH (KOTOPHIE 3aMEHSIOT OH-
HOYHBEIe DOTOHHI) 3aK/I0YAETCH B TOM, 9TO KaX[Abl#l pa3, Koraa 3a
BpeMsl OTHOTO M TOTO X€e MMIYJIbCa BhIMycKaeTca Gosee omaoro do-
ToHa, EBa moJiydaeT BO3MOXHOCTH (IO KpaliHell Mepe B NpHHIHUIE)
H3MEPHMTh OJWH M3 3THX (OTOHOB B cJydaiino BHIOpaHHOM 6azmce.
Takoe HapylIeHHAEe MOXET 6BITH HEOOHAPYKKBAEMO [IPH YCJIOBAH, ITO
EBa 6yneT o9eHb OCTOPOXHOM U MO3BOJIAT APYTUM (POTOHAM TOTO XKe
caMoro MMIyJibca JOHTH 10 Boba nemckaxennbiMu. OCHOBHaAA WIes
3HAYHTETHHOTO YMEHBINEHUSA 3TO Yyrpo3bl 3aKJII09AETCA B TOM, ITO-
6Bl HCIOJIB30BATh NEHCTBUTEILHO OU9EHb CJIabEe MMIYJIbChl. Eciu,
HapAMEpP, OXHKIAEMOe YHCJIO (POTOHOB B KAXKIIOM MMIIYJIbCE PABHO
onmo#t teicsaroR (1073), To MOXHO cURTATE, 4TO MyJIBTH-DOTORHEIM.
AMITyJIbC ByIeT BHPabaThBaThCA IPHOIASATENHHO TOJIBKO OIMH Pa3
Ha KaXJhle Ba MHLJIAOHa mMIyJabcos. Cnenoparesbho, 99,95% me-
MyCTHIX MMITYJIBCOB IOJIXHEI COOepXKaTh onuaoYHEIH doToH. Tonbko
obnanasd o9eHb OONBIIMME pecypcamu, EBa moruyia OB BHIABATH Te
pellKHe CJiydad, Korla mepefaercsa 6ojiee ofHOro ¢OTOHA M NPOBE-
PHTH COOTBETCTBYIOMMY GUT ¢ BEpOATHOCTHIO 1/2, W3MepsAs ONMH U3
doToHOB B ciydaltio BHOpaHHOM 6a3dce, HO 2TO MPHUBEJIO OB JIAIIH
K Tomy, uto EBa cmorna 6w ysmats mpmmepro 0,025% Toit 6mTo-
Boll CTpOKH, KoTOopoit Asnca obmenuBaerca ¢ Bobom. (Obnanada eme
fosibmiaMa pecypcamu, EBa Morsia 661 XpaHHTBH 3TOT JHOHOJHHTE b~
HE# POTOH, HE U3Mepdsd €ro, IO TE€X MOp, MOKa OTKPHITOE o6cy>xne-
nue mexay Asmcoff u BoboM He mOKaXeT, B KAKOM asmce 2TOT do-
TOH JOJDKEH YUTAThCA, yBEJIMYABAdA, TAKAM 06pa30M, IPOLEHT CBOETO
ycnexa no 0,05%.) dns nanbHeRtulero coxpaieRas Jiobo# 10H of-
HO3AaYHON HHPOPMALUH 06 X OKOHYATEJILHON coBMecTHOR HuToBOM
CTpOKe, KOoTopas MOXeT OhiTh m3BecTHa EBe, Aymmca u Bob Moryt
BIIOCJIEZICTBAM HCIOJIb30BATh YIOMAHYTHIE paHee METOMNBI MOBhIlIE-
HEA ceKpeTHOCTH [36].

Bropasa mpobJyieMa, KoTopas cBA3aHa ¢ HAMBHOU peasm3andeii
KBAaHTOBO! KPHUNTOJIOTHH M omnmcaHa B § 3, COCTOMT B TOM, 9TO He-
KOTOpBIe OUTH MOTYT OBITH MOJIydeHBI HENPAaBHJIBHO OaXe HPH OT-
CYTCTBHM IE€peXBaTa, W3-3a HEJOCTATKOB B ammaparype. AJHCA X
Bo6 mmkorna 6ul He cMorim oOMeHAThCA cilydaltnoit 6uToBoift cTpo-
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KOH, ecsiv OBl He HAYMHAJIM [I€JIATh 3TO 3aHOBO KaXnhi#h pas, Ko-
raa oOHApYXHBAIOT Jaxe.ONMHOYHYIO olIEbKY B KBaHTOBOH mepe-
nade. CienoBaTeJIbHO, AJIA TOTO YTOOB OOHAPYXUTh M UCIPABHTH
IIpEeMJIeMOe YHCJIO Pa3JIndnilt Mexay ucxomuolt ciaydaitHolt cTpokoit
Agtacer U ctpokot, mostydenuolt Bobom, HeobXoIUM MIPOTOKOJI B OT-
KpbiToM KaHaJgte. Hoaxogamu#t nina Aaacer ciocod HCnpaBJieHUs Ta-
KHX OUMOOK 3aKJII09aeTcs B TOM, YTOOH TeHEepHPOBAThH IIPOBEPAIO-
e TOCTIEO0BATEILHOCTH, HCIIOJIB3Y A IPH 3TOM COIJIaCOBAHHBIH KO,
HcnpaBigiomuil onbxu, HamoaoOne HECHCTEMATNIECKOTO CBEPTOY-
soro koma [184]. Taxasi MOCJIENOBATENLHOCTH MOXET 3aTeM OBITh
nocsiana BofoM o oTKpeITOMY Kanasy. Eciam Kox mMmeer mocTarod-
Hyi0 U3OBLITOYHOCTh, TO o6 MOXeT ONHO3HAYHO AEKOAMPOBATH IO-
CTYIHYIO €My HH(POPMAIHIO, C BHICOKO! BEPOATHOCTHIO BOCCTAHOBUB,
TakuM o0pasoM, ucxodHyo cTtpoky AJjmchkl. W3 storo ciiemyer, uto
IIp¥ HMCNOJIb30BAHHM MPOTOKOJIOB, NOBHIIAIOWMX CEKPETHOCTSH [36],
uHbopManus, KoTopas nonanaeT K Epe, MoxeT OBITH I0BeieHa, B
KOHIlE KOHLIOB, IOYTH 1o Hysaa. Hamee cm. [309, 25, 311].

Korna Huxakoro nepexsara He IPOMUCXOIMT, TO pasMep Tpebyemolt
M3OBITOYHOCTH 3aBHCUT OT OXUIaeMOll BepOATHOCTM HENPaBUJIBHO
noJsiyyeHHBIX 6uToB. o Tex mop, moka Asmca u Bob maxomarcd B
IBYCTOpPOHHEH CBA3M, OHM MOTYT JOCTH4Yb MPABHJILHOR M3OBITOUHO-
CTH, IaXke ecJIM He 3HAIOT 3apaHee 3Tolt BeposTHOCTH: AJIHCA BHIYM-
CJIIET JOCTATOYHO MHOTO KOHTPOJIBHHIX pa3panoB, HO HockliaaeT bo-
6y CTOJBKO, CKOJILKO TOT CUMTAET HEOOXOAMMBIM A1 3P ek TuBHOrO
nexkonupoBanusi. Korma Bo6 Gyner yIoBJIeTBOPEH TeM, KaK HCIpa-
BJIEHHI Bce OMMGKH, 1 yOeauTcd B TOM, 4To ¢ 60s1b1I0d BEPOATHOCTHIO
cTpoka AJHCH eMy (MOYTH) JONOIJIMHHO W3BECTHA, OH cOOBHMT el
IeHCTBUTEbHBIN TPOEHT ONMGOK, MOJYYEHHBIX ¢ IOMONIBIO CBOMX
usmepenuit. U3 aToit monu owmbok, HauaJIbHON MHTEHCUBHOCTH MM-
moyJibca U KBaHTOBOU 3ddexTuBHOCTH AcTekTOopoBR Boba moxHo Oy-
IeT OIEHHBATh CTENEHb NepexBaTa. Ecym okaxercsd, 9YTO NEpEXBart,
Mo Bcelt BUMMOCTH, Tipou3olies, Ho EBa, moxoxe, moJyYusa ToJIbKO
HeGoNblIoe KOJINYeCTBO HHGOpPMALMH, TO CJIENYET PELIUTh, MOXHO
JI¥M NPOJAOJIXHTH Ge30NacCHOE pacupenesieHue Kiodell, 4To6hl IOoToM,
ACHOJNb3Y A MPOTOKOJILI MOBLIIEHUS CEKPETHOCTH, JUIMATL KBy mo-
uTH Bcell MHPOPMAIIMK, KOTOPYIo OoHa mojyunyia. C apyroit cropo-
HH, ecnu 6yaeT obHApYXeEH CylLIeCTBEHHBIZ mepexBaT, To AJHca u
Bo6 He nmospkHBI 6GoJiblife MCKJIOYATh BO3MOXHOCTH TOro, 9To EBa
MoXeT 06JiagaTh ModTH mosiHol#k wadopmManueit. B aTom cayuae onn
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HOJIKHBI, He IpHHAMasA BO BHHMaHMe NOJydeHHblE paHee pe3yJIbra-
THI, HaYaTb BCE CHayaJia, MCIOJb3Yys NPH 3TOM HOBYIO KBAHTOBYIO
nepenady. ‘ _

IlpakTudYeckas peasiM3alid MPOTOKOJA IOJIKHA NPHUHAMATbL BO
BHEMaHHMe U HEKOTOpHIE IOMNOJHATENbHEE orpanndeHns. O6bacHe-
Hue 60Jlee TEXHHYECKOrO XapakTepa, KaK MOXHO JOCTHYb BCETO, YTO
obcyxJamoch B 3T}l IV1aBe, NpUBeNeHO NompobHo B {28].

JlaJsiee no nosoLy kBaHTOBOH KpunTorpadguu cM. [36, 165, 81, 33],
a OTHOCHTEJIbHO KBAaHTOBHIX BhiuucJseHult — [152, 153, 155, 225, 42].
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